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1 Introduction

SIP Trunking allows the use of Session Initiation Protocol (SIP) communications from an Internet
Telephony Service Provider (ITSP) instead of the typical analog, Basic Rate Interface (BRI), T1 or E1
trunk connections. Having the pure IP trunk to the Internet Telephony Service Provider allows for more
control and options over the communication link. This application note provides the details on
connecting the ShoreTel IP phone system through an Ingate box which is connected to both the LAN and
WAN and acts as a gateway to the ITSP for SIP Trunking.

1.1 Pre ShoreTel IP PBX & Ingate SIParator Configuration
Activity

This guide assumes that the administrator is knowledgeable in configuring and administering
the ShoreTel IP PBX and the Ingate SIParator. An important tool that administrators should
have at their disposal prior to testing their ShoreTel IP PBX with IP Flexible Reach is a network
protocol analyzer. Such software can be used to run traces on problem calls so the information
can be shared with equipment and network engineers. There is a free version of such software
that can be obtained at http://www.wireshark.org/. A second alternative that customers may use
is TCPDUMP which can be found on most UNIX and Linux systems. To use this software the
customer should have Wireshark or TCPDUMP loaded on a server that is connected to a LAN
switch or hub that can monitor both the signaling and media packets on any calls between the
customer PBX and the IP Flexible Reach managed router. The Ingate SIParator has a built in
capture utility that can also be utilized for this, refer to Ingate documentation for further
information. Please note, however, that AT&T does not offer, warrant, or support this software,
and any use of the Wireshark or TCPDUMP software is entirely at the customer’s own risk.

1.2 Customer Questions

Section 5 of this guide provides screen shots and instructions for the configuration of the
ShoreTel IP PBX and Ingate SIParator. Should you have questions regarding these instructions,
please call ShoreTel at 1-800-742-2348. When calling this number please have the following
information available:

o Company Name

o Company Location

o Administrator Name & phone number
o ShoreTel release and build number
o Ingate SlParator type and version

o Customer Configuration Guide - Issue humber & date
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1.3 Trouble Reporting

¢ Inthe event that you experience problems with the ShoreTel system or the Ingate
SlParator you may contact ShoreTel’'s Technical Assistance Center at +1 (800) 742-
2348 (Toll Free) or +1 (408) 331-3313 (International). A support contract must be in
place before any assistance will be provided, for contract / account questions please
send an email to shorecare_admin@shoretel.com.

e ShoreTel, Ingate and AT&T will make every effort to quickly resolve reported troubles.
The time required for trouble shooting can be reduced if the customer has the necessary
detailed information available when reporting a problem. Prior to reporting a problem
please provide a wireshark or TCPDUMP trace of the failed call.

1.4 Document Feedback

ShoreTel IP PBX administrators who would like to provide feedback on the contents of this
document should send it to TPPfeedback@shoretel.com with a copy to cv2915@att.com.

1.5 Document Change History

Version 1 Issue 1 10/30/2007; Initial draft
Version 1 Issue 2 11/13/2007; additional edits

Version 1 Issue 3 11/21/2007; added version and support information

Version 1 Issue 4 12/18/2007; added sections 1.2 thru 1.5 and updated section 4, additional
edits

Version 1 Issue 5 01/21/2008; updated ShoreTel email alias for document feedback, added
additional unsupported ShoreTel features in Section 3, along with some additional edits

Version 1 Issue 6 01/25/2008; updated “Footer”

Version 1 Issue 7 07/30/2008; updated ShoreTel and Ingate versions, new screen shots for
Setup Tool and some additional edits.

© 2008 AT&T Intellectual Property. All rights reserved. AT&T, the AT&T logo and all other AT&T marks contained herein are
trademarks of AT&T Intellectual Property and/or AT&T affiliated companies. All other marks contained herein are the property
of their respective owners.

Page 5 of 42



AT&T IP Flexible Reach
Vendor Configuration Guide

2 Version Information

Ingate
Version 4.6.1
Wizard Setup Tool
Version 2.3.2 (or
greater)

ShoreTel 7.5

Build

12.14.8701 v

(or greater)

ShoreTel Release

Following are screen shots of the versions of ShoreTel and Ingate utilized for testing
interoperability with AT&T IP Flexible Reach service.

@_ShoreTe_lm- ShoreWare Director

User ID: I -
Password: |
shorgTal Inc

ShoreTel 7.5
Bulld 12.14.8701.0 S

ShoreWare Director

United States Patent Humbers 6,996,059, 7,002,091 and 7,167. 485
& 153B-2007 ShoreTel, Inc. All rights reserved.

This program (= protected by US and international cepyright lavs.,
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inG ate SlParator Configured by Ingate Startup Tool Version 2.3.2

T, Buosit SIP SIP . Virtuol Private | Quolity of J| Logging

You were not logged on.
Local password

Usemame:

Password:
Log in
o —
i n E@_. O.I. Pagze zenerated 2008:07-10 16:31:26 <0000
=y - o AT e i
P! Ingate SIParator 4 6.1 Copwright € 2007 Ingate Svstems AB.

/

3 Special Notes

Emergency 911/E911 Services Limitations

While AT&T IP Flexible Reach services support E911/911 calling capabilities in certain
circumstances, there are significant limitations on how these capabilities are delivered. Please
review the AT&T IP Flexible Reach Service Guide in detail to understand these limitations and
restrictions.

Calling Number Restricted / Private not supported
For calls from ShoreTel / Ingate to AT&T, the calling party number cannot be marked as
restricted. This function is not supported.

Fax Not Supported
Fax is not supported between the ShoreTel / Ingate platform and AT&T.

ShoreTel Unsupported Features

At the time of this writing, the following features are not supported, support may be added in
upcoming future releases:
- Faxredirect not supported today via SIP Trunks, although Direct Inward Dialing (DID) to fax
endpoint is supported

© 2008 AT&T Intellectual Property. All rights reserved. AT&T, the AT&T logo and all other AT&T marks contained herein are
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- Conferences via G.729 codec, only G.711 is supported for conferences.
- Office Anywhere External

- ShoreTel Call Recording

- Silent Monitoring

- Bargein

- Whisper paging

4 Configuration Component Overview

This section provides a more detailed description of the ShoreTel / Ingate requirements and
configuration.

The ShoreTel / Ingate environment is shown next.

—————— MGCP
.................. SIP
E— RTP (voice)
Private Side Public Side

Network
Gateway
Border

.................. Element
..................... R Y — |
Router &7 &
With NAT I il
q || Cisco‘router Legacy
Shoretel Ingate IP Border With Circuit
Voice GW
IP.PBX....SBC Element PBX

The ShoreTel / Ingate customer premises site shall consist of the following components:

= ShoreTel IP Phones — The ShoreTel IP Phones run MGCP and exchange MGCP messages
with the ShoreGear switches.

= ShoreTel PBX —This PBX connects to the IP phones using MGCP. It connects to the Ingate
Session Border Controller using SIP. The ShoreTel PBX implements PBX functionality
including phone features, calling routing, voice malil, etc.

» Ingate Session Border Controller (SBC) — The Ingate SBC exchanges SIP with the
ShoreGear switches. This SBC then exchanges the SIP messages with the AT&T network.
The Ingate SBC performs some SIP conversion functions to resolve incompatibilities
between the ShoreGear switches and the AT&T network. In particular, during a phone to

© 2008 AT&T Intellectual Property. All rights reserved. AT&T, the AT&T logo and all other AT&T marks contained herein are
trademarks of AT&T Intellectual Property and/or AT&T affiliated companies. All other marks contained herein are the property
of their respective owners.

Page 8 of 42



AT&T IP Flexible Reach
Vendor Configuration Guide

phone transfer, Ingate translates the ShoreTel SIP Refer message to a SIP re-invite. The
AT&T network does not currently support the SIP Refer message.

» AT&T Managed Router (AT&T managed) — This is the router managed by AT&T. The
router shall perform packet marking and QOS for voice. This router will support a static NAT
for the Ingate SBC. The following 10S was used in testing: c2800nm-spservicesk9-mz-eng-
Sp-124-6.T7.bin.

As shown in the diagram above, MGCP signaling is used between the IP phones and the ShoreGear
switches. The ShoreGear switch uses SIP to communicate to the Ingate SBC. The Ingate SBC then
uses SIP to communicate to the AT&T network. The RTP voice traffic flows from the IP phones to the
Ingate SBC and then to the AT&T network.

The configuration information below shows examples for configuring ShoreTel and Ingate. Even
though configuration requirements can vary from setup to setup, the information provided in these
steps, along with ShoreTel's Planning and Installation Guide and documentation provided by Ingate
and AT&T's IP Flexible Reach Service, should prove to be sufficient. However every design can vary
and some may require more planning than others.

5 Configuration Guide

ShoreTel Configuration

This section describes the ShoreTel system configuration to support SIP Trunking. The section is divided into
general system settings and trunk configurations (both group and individual) needed to support SIP Trunking.

Note: ShoreTel basically just points its Individual SIP Trunks to the Ingate SIParator.

ShoreTel System Settings — General:

The first settings to address within the ShoreTel system are the general system settings. These configurations
include the Call Control, the site and the Switch Settings. If these items have already been configured on the
system, skip this section and go on to the “ShoreTel System Settings — Trunk Groups” section below.

Call Control Settings:

The first settings to configure within ShoreWare® Director are the Call Control Options. To configure these
settings for the ShoreTel system, log into ShoreWare Director and select “Administration” then “Call Control”
followed by “Options” (Figure 4).

© 2008 AT&T Intellectual Property. All rights reserved. AT&T, the AT&T logo and all other AT&T marks contained herein are
trademarks of AT&T Intellectual Property and/or AT&T affiliated companies. All other marks contained herein are the property
of their respective owners.

Page 9 of 42



AT&T IP Flexible Reach
Vendor Configuration Guide

& Shorelel”

Logoff Administrator

Administration
+ Users...
« Trunks...
« IP Phones...
+ Switches
« Call Control...
< Account Codes
< Hunt Groups
o Paging Groups
< Route Points
o Options —
« Yoice Mail.
« Auto-Attendant Menu

Figure 4 —Administration Call Control Options

The *“Call Control Options” screen will then appear (Figure 5).

Call Control Options
Edit

Edit thisrecord ________________[EFENUAEN

Enable SIP Session Timer.

Save | Reset | @E

Session Interval (30 - 3600): 13600 | sec
Refresher:
Voice Enceding and Quality of Service:
Intra-Site Calls: | 64 Kbps (G.711) v|
Inter-Site Calls: | 8 Kbps (G.729) v|
FAX and Modem Calls: |54Kbps (G.711) V|
Maximum Inter-Site Jitter Buffer: |:y}u |msec
DiffServ / ToS Byte (0-255): ||} |

[] Admission contral algorithm assumes RTP header compression is being used.
[]Enable Media Encryption.
[ Always Use Port 5004 for RTP, =~ Cmm—

© 2008 AT&T Intellectual Property. All rights reserved. AT&T, the AT&T logo and all other AT&T marks contained herein are
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Figure 5 — Call Control Options

Within the “Call Control Options” screen, confirm that the appropriate settings are made for the “Enable SIP
Session Timer”, “Intra-Site Calls”, “Inter-Site Calls” and “Always Use Port 5004 for RTP” fields.

The first step is to make sure that the “Enable SIP Session Timer” box is checked. Next the Session Interval
Timer needs to be set. The recommended setting for “Session Interval” is 3600 seconds. The last item to select
is the appropriate refresher (from the pull down menu) for the SIP Session Timer. The “Refresher” field will be
set either to “Caller (UAC)” [User Agent Client] or to “Callee (UAS)” [User Agent Server]. If the “Refresher”
field is set to “Caller (UAC)”, the Caller’s device will be in control of the session timer refresh. If “Refresher”
is set to “Callee (UAS)”, the device of the person called will control the session timer refresh.

The next settings to verify are the “Intra-Site Calls” and the “Inter-Site Calls” settings under the” VVoice
Encoding and Quality of Service” prompt. For the Intra-Site Calls, verify that the desired audio bandwidth is
selected for the CODEC for calls within the system. The settings should then be confirmed for the desired
audio bandwidth CODEC for Inter-Site calls (calls between sites).

Note: SIP uses both G.711 and G.729 CODECs. The CODEC setting will be negotiated to the highest
bandwidth CODEC supported (fax requires G.711 at minimum).

Disabling the parameter for “Always Use Port 5004 for RTP” is required for implementing SIP on the ShoreTel
system. For SIP configurations, Dynamic User Datagram Protocol (UDP) must be used for RTP Traffic. If the
parameter is disabled, Media Gateway Control Protocol (MGCP) will no longer use UDP port 5004; MGCP
and SIP traffic will use dynamic UDP ports. Once this parameter is disabled (unchecked), make sure that
“everything” (IP Phones, ShoreGear® Switches, ShoreWare Server, Distributed Voice Mail Servers / Remote
Servers, Conference Bridges and Contact Centers) is “fully” rebooted — this is a “one time only” item. By not
performing a full system reboot, one way audio will probably occur during initial testing.

Sites Settings:

The next settings to address are the administration of sites. These settings are modified under the ShoreWare
Director by selecting “Administration” then “Sites” (Figure 6).

© 2008 AT&T Intellectual Property. All rights reserved. AT&T, the AT&T logo and all other AT&T marks contained herein are
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& Shorelel”

Logoff Administrator

Administration

s« lsers...
Trunks...
IP Phones...
Switches
Call Control...
Yoice Mail...
Auto-Attendant Menu
Workgroups
Schedules
System Directory
Application Servers
Conference Bridges

Sites
S'gl'StE!L\\fl Farameters..

Preferences

Figure 6 — Administration Site

This selection brings up the “Sites” screen. Within the “Sites” screen select the name of the site to configure.
The “Edit Site” screen will then appear. The only change required to the “Edit Site” screen is to the “Admission
Control Bandwidth” field (Figure 7).

Admission Control Bandwidth: @4 E

Note: Bandwidth of 1024 is just an example. Please see the ShoreTel Planning and Installation Guide for

additional information on setting Admission Control Bandwidth.
Sites Edit screen — Admission Control Bandwidth

The Admission Control Bandwidth defines the bandwidth available to and from the site. This is important as
SIP devices will be counted against the site bandwidth. Bandwidth needs to be set appropriately based on site

setup and configuration with AT&T’ s IP Flexible Reach Service. See the ShoreTel Planning and Installation

Guide for more information.

© 2008 AT&T Intellectual Property. All rights reserved. AT&T, the AT&T logo and all other AT&T marks contained herein are
trademarks of AT&T Intellectual Property and/or AT&T affiliated companies. All other marks contained herein are the property
of their respective owners.

Page 12 of 42



AT&T IP Flexible Reach
Vendor Configuration Guide

Switch Settings - Allocating Ports for SIP Trunks

The final general settings to configure are the ShoreGear switch settings. These changes are modified by
selecting “Administration” then *“Switches” in ShoreWare Director (Figure 5).

& Shorelel”

Logoff Administrator

Administration

s lsers...
Trunks...

IP Phones...
Switche

Call Cont hl...

Figure 7 — Administration Switches

This action brings up the “Switches” screen. From the “Switches” screen simply select the name of the switch to
configure. The “Edit ShoreGear Switch” screen will be displayed. Within the “Edit ShoreGear Switch” screen,
select the desired number of SIP Trunks from the ports available (Figure 8).

© 2008 AT&T Intellectual Property. All rights reserved. AT&T, the AT&T logo and all other AT&T marks contained herein are
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ShorETel _LAN1 LaN2 MAINT

SG-40/8

W IP Phones B SIP Trunks
1 Edit I ] 7]

2 Edit |
=
4
5
G
7

g

Hight Bell

EEOOO0O00XMN
EEOOOO0OOMN

Paging

Figure 8 — ShoreGear Switch Settings

Each port designated as a SIP Trunk enables the support for 5 individual trunks.

ShoreTel System Settings — Trunk Groups

ShoreTel Trunk Groups support both Dynamic and Static SIP endpoint Individual Trunks.
Note: A ShoreGear switch can only support one Trunk Group with Dynamic IP addressing.

In trunk planning, the following needs to be considered.

- Ingate SIParator LAN and WAN interfaces should always be configured to use a “ Static” IP
Address.

The settings for Trunk Groups are changed by selecting “Administration”, then “Trunks” followed by
“Trunk Groups” within ShoreWare Director (Figure 9).
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&) Shorelel”

Logoff Administrator

Administration
s Users...
« Trunks...
o Individual Trunks

o Trunk Gruupsigs_

o Local Prefike

Figure 9 — Administration Trunk Groups

This selection brings up the “Trunk Groups” screen (Figure 10).

Trunk Groups Help
Add new trunk group at site: |HEﬂdquaI'tErS 'I of type: |5|P Ll Go

Hame Type Site Trunks DID  Destination Access Code
Analog Loop Start Anslog Loop Start Headguarters 0 Mo 1700 9

Digital Loop Start Digital Loop Start Headguatters 0 Mo 1700 9

Digital Wink Start Diggital Wwink Start Headguarters 0 Mo 1700 9

Figure 10 — Trunk Groups Settings

From the pull down menus on the “Trunk Groups” screen, select the site desired and select the “SIP” trunk type
to configure. Then click on the “Go” link from “Add new trunk group at site”. The “Edit SIP Trunk Group”
screen will appear (Figure 11).
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Tr!"’lnk qrﬂup§ Hew Copy Save Delete Reset H
Edit SIP Trunk Group

* rmodi
Edit this record _____________ EPHEUEEERS
Mame: Location - SIP IP Flex
Site:I Headguarters

Languane: IEnglish vI
¥ Teleworker

I Enable Digest Authentication
User ID: |

Password: | |

" Enable SIP Infa far G.711 DTMF Signaling

Figure 11 — SIP Trunk Group Settings
For the Ingate SIP Trunking, the trunks will be configured as static.

The next step within the “Edit SIP Trunks Group” screen is to input the name for the trunk group. In the
example in Figure 9, the name “SIP” has been created. The next step is to verify the setting of the “Teleworker”
parameter. Enabling the “Teleworker” parameter will configure the trunk group as inter-site, if the inter-site
codec is G.729 then it will use this codec for calls terminated or initiated via this trunk group. Once this
parameter is enabled, it will count against the site bandwidth.

The “Enable Digest Authentication” field is not required when connecting to an Ingate box.

The “Enable SIP Info for G.711 DTMF Signaling” box should not be checked. Enabling SIP info is currently
only used with tie trunks between ShoreTel systems.

The next item to change in the “Edit SIP Trunks Group” screen is to make the appropriate settings for the
“Inbound:” fields (Figure 12).
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Inbound:
Murmber of Digits from CO: 10
I DHIS Edit DHIS Map |
¥ DID Edit DID Range |
I~ Extension

& Translation Table: I*iNDner- -]
o PrEpeiTrl:l Dial In Prefoc: [

7 sze Site Extension Prefix

™ Tandem Trunking

User Group: IAnnn}nTmus Telephones LI

Frepend Dial In Prefix: |

Cestination: |17|]|] : Default Search |

Figure 12 — Inbound:

Within the “Inbound:” settings, ensure the “Number of Digits from CO” is set to match what the CO is sending
and ensure the “DNIS” or “DID” box is checked, along with the Extension parameter (see Planning and
Installation Guide for further information on configuration).

Note: AT&T IP Flexible Reach Service can be provisioned to deliver 10, 7 or 4 digits for incoming calls, the
ShoreTel Trunk Group will only allow one setting. If your service has been provisioned for more than 10, 7 or
4 digits configure the trunk group for 10 digits, you will then need to configure Ingate to add digits to the 7 or 4
digit calls, so that they will be 10 digits in length. See section 5 Configuring Ingate to convert 7 or 4 digit
called number to 10 digits.

Tandem Trunking is not required unless you plan on routing incoming SIP trunk calls out other ShoreTel
trunks.

Note: This section is configured in the same way as any normal Trunk Group.
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Trunk Groups
Edit SIP Trunk Group

Hew Copy Save Delete Reset Mﬂ

¥ Outhound:
Network Call Routing:

Access Code:

Local Area Code:

.

Additional Local Area Codes: Edit

Mearby Area Codes: Edit
TrunIISenrices:

I Local

V¥ Lang Distance

V¥ International

[T 11 fe.g. 411, 611, except 911 which is specified below)
9

™ Easy Recognizable Codes (ERC) (e.g. 500, 835, 200)
I Explicit Carrier Selection (e.g. 1010%xx)

™ Operatar Azsisted (e.g. 04

V¥ Caller ID not blocked by default

Figure 13— Trunk Services:

On the “Trunk Services:” screen, make sure the appropriate services are enabled or disabled based on what
AT&T IP Flexible Reach Service supports and what features are needed from this Trunk Group.

The last parameter determines if the call is sent out as <unknown> or with caller information (Caller ID). User
DID will impact how information is passed out to the SIP Trunk group.

After these settings are made to the “Edit SIP Trunk Group” screen, select the “Save” button to input the
changes.

This completes the settings needed to set up the trunk groups on the ShoreTel system.

ShoreTel System Settings — Individual Trunks:

This section covers the configuration of the individual trunks. Select “Administration”, then “Trunks” followed
by “Individual Trunks” to configure the individual trunks (Figure 14).
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&) Shorelel”

Logoff Administrator

Administration
« lsers...
« Trunks...

o Individual Trunks G———

o Trunk Groups
o Local Prefixes

Figure 14 — Individual Trunks

The “Trunks by Group” screen is used to change the individual trunks settings that appear (Figure 15).

Trunks by Group Help

Add new trunk at site: IHEﬂdquaﬂEfs "I in trunk group: |Analog Loop Start =l Go
Analog Loop Start
Hame/Numher Group Site SwyiDigital Loop Start ital TrunkTypelD DevicelPAddress
- - Digital Wink Start
SIP x3020 Inter-zite SIP 3020 Inter-ste Headoguarters 554 1 £ 1020110120
SIP%3000-3019 Intra- SIPx3000-3019 SIP %3020 Inter-site
site Intra-site Headquarters G- 5ipx3000-3019 Intra-site - & pens

Figure 15— Trunks by Group

Select the site for the new individual trunk(s) to be added and select the appropriate trunk group from the pull
down menu in the “Add new trunk at site” area. In this example, the site is “Headquarters” and the trunk group
is “SIP”. Click on the "Go” button to bring up the “Edit Trunk” screen (Figure 16).
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Hel
TI'!..II:'I_'(S Hew Copy Save Delete Reset 2oy
Edit Trunk
* modified

Edit this record ______ [FEEERTERErE
Site: Headquarters
Trunk Group: =P
Mame: |5IP
Switch: ISG-amm "I
SIF Trunk Twpe:

 Dynamic

& Use P Address  [TEDNIRED | @i |P Address of Ingate

LAN interface.

Mumber of Trunks (1 - 120); |1

Figure 16 - Edit Trunks Screen for Individual Trunks

From the individual trunks “Edit Trunk’ screen, input a name for the individual trunks, select the appropriate
switch, select the SIP Trunk type and input the number of trunks. When selecting a name, the recommendation
is to name the individual trunks the same as the name of the trunk group so that the trunk type can easily be
tracked. Select the switch upon which the individual trunk will be created. For the ITSP Trunk, select “Use IP
Address” button and input the IP address of the Ingate SIParator product. The last step is to select the number of
individual trunks desired (each one supports “one” audio path — example if 5 is input, then 5 audio paths can be
up at one time). Once these changes are complete, select the “Save” button to commit changes.

Note: Individual SIP Trunks cannot span networks. SIP Trunks can only terminate on the switch selected.

There is no failover to another switch. For redundancy two trunk groups will be needed with each pointing to
another Ingate SIParator — just the same as if PRI were being used.

After setting up the trunk groups and individual trunks, refer to the ShoreTel Product Installation Guide to make
the appropriate changes for the User Group settings. This completes the settings for the ShoreTel system side.

ShoreTel Technical Support

In the event that you have problems with the ShoreTel system you may contact ShoreTel Technical Assistance
Center at +1 (800) 742-2348 (Toll Free) or +1 (408) 331-3313 (International). A support contract must be in
place before any assistance will be provided, for contract / account questions please send an email to
shorecare_admin@shoretel.com.
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6 Ingate Configuration

The Ingate product can be configured using two alternative methods: (a) the Ingate StartupTool via a wizard for
a complete first time configuration (covered in this document), or (b) the traditional configuration via the web
GUI (which is not covered in this document — refer to the Ingate manual for additional information or contact a
trained Ingate engineer).

Ingate Startup Tool

When you have received your Ingate device, unpack it and connect it to the network according to
INGATE SIPARATOR startguide. Install the StartupTool on a Windows PC (should be on same
subnet as Ingate) and start the tool.

Note: Ping is disabled both on the LAN and WAN interfaces by default, consult the Ingate documentation to
enable if needed.

6.1 Select Product Type
When the Startup Tool launches from the drop down tool select the model from the drop down and click

next” .

i'iz:‘ﬂ Select Product Type

YWelcome ko the Ingate Starkup bool - this fool will assisk vou in setting up wour new Ingate unit

Setup

Etho

Zonnect your camputer ko yaur Ingate unit like this.

& model - Please Select model

irewall 1190)5IParator 19

—— ]

Figure 17 — Select Product Type

© 2008 AT&T Intellectual Property. All rights reserved. AT&T, the AT&T logo and all other AT&T marks contained herein are
trademarks of AT&T Intellectual Property and/or AT&T affiliated companies. All other marks contained herein are the property
of their respective owners.

Page 21 of 42



AT&T IP Flexible Reach
Vendor Configuration Guide

6.2 Configure the unit for the first time

Select the radio button“ Configure the unit for the first time” and the check box “ Configure SIP Trunking” .

Next step is to input the IP Address needed for Eth0 interface (EthO is normally used for LAN). Must input the

MAC Address” followed by inserting desired password.

Next click “ Contact” as shown in Figure 18

Note: This tool can be used once the device is already configured though this document only covers first time

installation. If the IP Address and password got set via the serial interface as per the “ Ingate Install Guide”

then simply check the “ Change or update configuration of the unit” radio button — though these steps aren’ t

part of this document.

G Ingate Startup Tool - Helps configure your, Ingate unit

Ingate Startup Tool Version Help
*fou are running the latest version of this tool, Help

First select what vou would like to do:
(&) Corfigure the unit for the firsk time

Assign IP address and password, establish contact
Inside (Interface EthO)
& unit IP Address: 10 . 216 . 160 . 96 _|

MAC Address: 00-af-2d-44-bz-66)|

[C1Register this urit with Ingate
[1Upgrade this unit Select a password

8 a P Connectivity Password: sssssens il
| Configure SIP trunkin
[ TEackop eated configuration -

[[]create a config without connecting ko a unit

[ This tool remembers passwaords

[ 1watsu suppart

——> [ Coma ]

Status

i Ingate Startup Tool Yersion 2,3.2

| Skartup kool version available on the Ingate web: 2.3.2

| ‘fou are running the latest version of the Startup tool,

| Mare information is available here: http: /s, ingate . comstartuptoal.php

Figure 18 — Configuration Options and connecting to device
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6.3 Network Topology

Select the first tab called “ Network Topology” - in this application note the design is based on “ Standalone

SlParator” and will utilize two Ethernet ports. EthO should be addressed for use in the LAN and Eth1 should be

configured with a WAN address as shown in Figure 19

Note: The configuration tool allows for configuration of the WAN gateway address shown in figure 19. The
steps to configure LAN gateway or any Static Routes will be covered further down in the document.

Configure
- LAN (Inside) IP Address with Netmask
- WAN (Qutside) IP Address with Netmask
- Gateway — this is the WAN (Outside) IP Address.

- Allow https access ...’

is optional and is not covered in this document
Next set the IP address of a DNS

Ingate Startup Tool

| | Network Topoloay | 1A-pext | 175P | Upload Configuration |
Product Type: Standalone SIParakor
Inside (Interface EthO) Internet
IF address: 10 . 216 . 160 . 9
Netmask: | 255 . 255 . 255 . 128
Cutside (Interface Eth1} Existing frewall
D Use DHCP to obtain IP Ingate SiFarator
1P Address: 10 . 132 . 160 . 2 LAN I I
Metmask: 255 . 255 . 255 . 128 é
[ allows https access to web interface from Internet
IP-PBX
Gateway! 10 . 132 . 160 . 1
DS server
Primary: 4.2.2.2|
Secondary: | o .0 .0 .0 |
{Optional)
Skatus
Ingate Startup Tool Yersion 2,3.2, connected to: Ingate SIParator 19, IG-092-719-5075-1
Installed Modules: A
SIP Trunking Fi
Remote SIP Connectivity
VPN
15 SIP Traversal Licenses
10 SIP User Reqistration Licenses
Software Yersion: 4.6.1
bl

Figure 19 — Network Topology
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6.4 IP-PBX

This area needs the IP Address of the ShoreTel ShoreGear switch which has the “Individual
Trunks” configured.

Click on the “IP-PBX” tab at the top of the window and from the drop down “Type” select
“ShoreTel” and then define the IP Address of the ShoreGear switch that contains the SIP Trunks,
as shown in Figure 20

Note: Do NOT use “Domain Name”

Ingate Startup Tool

.NetworkTopolo | IP-PBX |ITEF | Upload Configuration

IP-PEY {should be located on the LAR)

Type:

IP Address: | 0 . 216 . 160 . 94 |

[use domain name
SIF Domain: | |

Skakus
Ingate Startup Tool Yersion 2.3.2, connected to: Ingate SIParator 19, 1G-092-719-5075-1

SIP Trunking ~
Remote SIP Connectivity
VPN

15 SIP Traversal Licenses

10 5IP User Regiskration Licenses

Software Yersion: 4.6.1
‘Warning: Mormally, a private IP address cannot be used on the external interface of the Standalone SIParator,

Figure 20 — IP-PBX
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6.5 ITSP Configuration

This part of the setup is pointing the WAN (Outside) interface to the AT&T IPFlex “BE —
Boarder Element” IP Address as shown in Figure 21. This is where the calls are being sent so
AT&T can route the calls appropriately.

- Click on the “ITSP_1” tab at top of the page (ITSP = Internet Telephony Service
Provider)

- From the drop down select “AT&T”

- Next enter in the “primary” IP Address of the BE (Boarder Element) provided by AT&T
IP Flexible Reach Service

Ingate Startup Tool

Metwork Topalogy IP-PpIDad Configuration

Name: _ =

Provider address Account information:

e — S Username:
IP Address: | 12 .194 231 . 76 |
[Juse domain nanﬁ ) Authentication name: |
(same as user if blank) L
Advanced Daomain: [
Prefiz ko match and remove from Inbound calls
: : it Password:
Prefix: |

Prefiz ko add ko outbound calls

Prefix:

Status

Ingate Starkup Tool Yersion 2,3.2, connected to: Ingate SIParator 19, IG-092-719-5075-1

SIP Trunking

A~
| Remote SIP Connectivity
| e
15 5IP Traversal Licenses
10 SIP User Registration Licenses
| Software Yersion: 4.6.1
| Warning: Mormally, a private IP address cannot be used on the external interface of the Standalone SIParator, i
b

Figure 21 — ITSP Configuration
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6.6 Upload Configuration

This step will now upload the configuration onto the Ingate box. Click the last tab called
“Upload Configuration” as shown in Figure 22.

- Verbose Logging can be “unchecked”
- Next click the radio button “Logon to web GUI and apply settings”

Note: Optional to “backup the configuration” prior to uploading, though if this is a new
system backing it up isn’t needed.

- Last click on “Upload” to begin the configuration process

Ingate Startup Tool

| Matwork Topolagy | 1p-Pex | 1T5PS| Upload Configuration |

Disclaimer

‘erbose Logging (SIP debug)

‘while Ingate has made every effort to ensure A
interoperabilivy with each Ingate Certified

and Self-Certified vendor, every possible
configuration, combination andjor software

wersion has not been tested, For technical v

nal skep
@ Logaon ko wel

b GUI and apply settings
S ; ; ?

qs direct!

[[Backup the configuration

Skatus
Ingate Startup Tool Version 2.3.2, connected to: Ingate SIParator 19, IG-092-719-5075-1
PN a|

15 SIP Traversal Licenses
10 SIP User Reqistration Licenses

Software Yersion: 4.6.1
‘Warning: Mormally, a private IP address cannot be used on the external interface of the Standalone SIParator,
v

l

Figure 22 — Upload Configuration
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6.7 Upload Configuration — Process

This step just shows in Figure 23 the upload process underway.
Ingate Startup Tool EJ|§|E|

Network Topalogy | P-PE | IT5P_1 | Upload Configuration |

Disclaimer Werbose Logging (SIF debug)
Enable

While Ingate has made every effort to ensure A
interoperability with each Ingate Certified

and Self-Certified vendor, every possible
configuration, combination andfor software

wersion has not been tested, For technical v

Final step

(%) Lagon to web GUI and apply settings
) apply settings directly using serial interface

[CBackup the configuration

Status
Ingate Startup Tool Yersion 2,3.2, connected to: Ingate SIParator 19, 1G-092-719-5075-1

add-row sipswitch. dial_plan {id 2} action=Fwd comment="" enum_prefix="" enum_root=- farward_prefix="" Forw:

-—-End of CLI file---

LLLLLLLLLLLLLLLL] ]

Figure 23 — upload process

6.8 Success

Once complete a window will pop-up telling the administrator that the process was a “success”
as shown in Figure 24. When “OK” is clicked a web page will open as the administrator is
redirected to the web login for the Ingate SIParator just configured.
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Success

X

Your configuration has been updated,

tehien wou press CF wvou will be redirected bo your browser,
Flease login and press "Apply Configuration”

in the Admin menu of the Ingate web inkerface,

q

Figure 24 - Success

6.9 Logging into the Ingate web interface

Login using “ admin” and the password configured from above step 6.2. Next click on“ Log in” as shown in

Figure 25

s Configured by Ingate Startup Tool Version 2.3.2 - - Login - Windows Internet Explorer

e~ & ritpsijin.zie.150.38i0ukin.save [ #21[2¢) [5000 |[o]-
Fls Edb View Favorbes Took  Help

Google (Gl vGoos P B~ @~ ¥F Bookmarksy 3tlocked P check v ¥ () settings
- = — - ; =
w R ‘EEI'[.“;\LDMDH Marriott Hatel Grasv... I@Conﬁgured by Ingate Sta... X [ | f3 - B - e - [hpege + G Tods v

inGate SlParator Configured by Ingate Startup Tool Version 2.3.2

e Basic sie g SIP .. Virtual Private | Quality of § Logging
nnd TIJDIS Ahau’

You were not logged on.
Local password

L'sema.me:l |

Password: | |

(EB

Page generated 2008-03-01 14:27:20 +0000.
I n a Ingate SIParator 4 6 1. Copyright © 2007 Ingate Systems AB.

Dane & Internat 100% v

Figure 25— Log in

6.10 Saving Modifications
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Once logged in the web page should display “Save / Load Configuration”. Click on the “Apply
Configuration” as shown below in figure 26. Follow the steps presented by the web page to
complete the applying of the new configuration.

@ ™ ] httpiJ10,216, 160, 96 #p0s v # %] | B~
File Edit VWiew Favorites Tools Help

oogle - | Go o &2 U > @ ookmarks « o eck - () Settings~
Google |G Go o G b Boakmarks 3blocked 9 Check = ¥ ) et
O P 2 5 [ i3S = . \ s 22
W | @Cnnflgured by Ingate Startup Tool Version 2.3.2 - Ad... | | 8~ B o v |k Page v {F Tools =

A

inG ate SlParator Configured by Ingate Startup Tool Version 2.3.2

4 other administrator(s) currently logged in.
Ty Basic SIP | SIP .. Virtual Private | Quality of | Logging
Adminstrfion Configuration Fulover Networks | Service Jand Tools
A new Ingate SIParator version exists. Get the upgrade here.
+ Changes have been made to the preliminary confisuration, but have not been applied.
Save/Load Show User Table Dofe and Change
(CTL VOO Configuration: Administration Upgrode Look  Time  Restort Language

Test Run and Apply Conf (Help) Show Message About Unapplied Changes
Duration of limited test mode: & On every page

(& On the Save/Load Configuration page
) Never

130 | seconds

Figure 26

Note: If the LAN (Inside) interface is connect to a network with “NO” other subnets then
continue to section 7. If other subnets exist on the LAN then continue on to configure a LAN
gateway and static routes so traffic can reach those networks.

6.11 Configuration of “Default Gateway”

From the web interface click on the top tab called “Network” and then click on “Default
Gateways”. Next fill in the following fields as shown in Figure 27.

- Enter the gateway address of the WAN (Outside) network

- Select the “Outside (ethl) interface from the drop down

- Click “Save” at the bottom of the page.
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= Configured by Ingate Startup Tool Version 2.3.2 - Network Configuration - Default Gateway - Windows Inter... Q@
@ 3~ |8 hittp:{10,216, 160,96 #pos | [#2[x] [cooge |2
File  Edit ‘iew Favorites Tools  Help

Google [G+ viGos DBy @~ Ty bookmarksy Bablacked P check v 2 () setting:

w o ‘@Conﬁgured by Ingate Startup Tool Version 2.3.2 - Met. . | | ,!’;; * B (i~ i Page ~ (0F Todls +

inGate SlParator Configured by Ingate Startup Tool Version 2.3.2

4 other administrator(s) currentlv logged in.

S Basic sSie gsie |, Virtual Private | Quality of | Logging

A new Ingate SIParator version exists. Get the upgrade here.

s Changes have been made to the preliminary configuration. but have not been applied.

Networks and OECTIS Al Interface
Computers G0 Interfaces VLAN EthO Ethl EthZ  Status  PPPoE Surroundings

Default Gateways (Help)

el DNS Name
Priority or IP Address IP Address Interface Delete
[10.132 160 1 ||10.132.160.1 iuutswde {eth1} Vn |

Add new rows | [1 | rows.

Policy For Packets From Unused Gateways (Help)
@ Use default IP Policy
() Discard IP packets

Figure 27 — Default Gateway configuration

6.12 EthO LAN (Inside) Static Route
Click on “Eth0” tab and at the bottom of the page is a section called “Static Routing”.

Complete the following as shown in Figure 28. DNS Name or Network Address, enter in the
“Network” portion that covers all IP Address (subnets) in the LAN network.

For example if the network has 10.1.0.0 plus 10.2.0.0 and 10.3.0.0 then 10 is the common (first
octet) portion of the address. One would then use 10.0.0.0 in this example 10 is the network and
the three zero’s represent endpoints or “hosts”. What this means is anything with a 10.x.x.X type
address will route out the LAN (Inside) interface vs. going out the WAN (Outside) interface
which is set to 0.0.0.0

Next is “Netmask / Bits” some call this “Subnet Mask” for the LAN (Inside) network. In this
example it would be 255.0.0.0 (each 255 represents the network portion of the address and the 0
represents end devices or “hosts”.

Final field is “Router” or gateway off the LAN (Inside) network. In this section the interface
ask’s for “DNS Name or IP Address. In our example we input the IP Address of the Gateway.
Normally it might be something like 10.2.0.1
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Final step is to click “Save”

= Configured by Ingate Startup Tool Version 2.3.2 - Network Configuration - Eth0 - Windows Internet Explorer

%, + [ repyiiozie.e0.98i#p0s %| [Google

Ele Edt Wiew Favortes Tools Help

Google |Cl~ vicen@ @ B~ @~ | ¥y Bookmarksy Bhatlocked | W check v 4 Autolink v 4
w o Egivlﬂ“nnndnn Martiott Hotel Grasy... !@Cﬂnﬁqured by Ingate Sta... X‘ ‘ B-B &~

inG ate SlParator Configured by Ingate Startup Tool Version 2.3.2

3 other administrator(s) currently logged in.

TR Basic SIP SIp ; Virtual Private | Quality of | Logging
Configurafion and Toals i

A new Ingate SIParator version exists. Get the upgrade here.

» Changes have been made to the preliminary configuration, but have not been applied.

Networks and  Default  All Interface
Computers  Gateways Inferfaces VIAN Eth) Eth2 Status  PPPoE Surroundings

General Obtain AP Address Dynamically Speed and Duplex
Physical device: eth0 O @ Automatic negotiation
This interface is: (& On ¢ Of O DHCP client ON @ 100 Mbit's, full duplex
Interface name: O PPPoE client ON © 100 Mbit's, half duplex

iﬂg\dg & 10 Mbit's, full duplex

& 10 Mbit's, half duplex

Directly Connected Networks (Help)

DNS Name Netmask / Bits Network | Broadcast ‘ VLAN |V'LA}\

or IP Address Address Address Id  |Name IDEleh

[ |[1o.216.160.08  ][10.216.160.96 265 266 265,120 |[10.216.160.010216.060.127 |- O

Alias  (Help)

Below are the ranges from which you can select aliases.

‘ Name | | IP Address

|10.2i6.160.1—10.216.160.126I

‘”BM © 10 Mbit's, full duplex

O 10 Mbit's, half duplex

Directly Connected Networks (Help)

| DNS Name Netmask / Bits Network ‘ Broadcast ‘VLAN EVLAJ\:l

|
or IP Address Address Address [Dretets

. | | Id | Name|
[inside 1021516096 | 10.216.160.96 255 265 265 128 |[10.216.160.0[10.216.160.127 E =

Alias (Help)

Below are the ranges from which vou can select aliases.

‘ IP Address

‘ Name

|10.216.160.1—10.216.160.126‘

[ [ DNs N o
|Name DNS Name |IP Address Delete ‘
| jor TP Address | | |

Add new rows 1 s
T

Static Routing (Help)

Routed Network Router
DNS Name or 3 < & DNS Name Delete
N i N
Network Address | etwork Address Netmask /Bits or IP Address IP Address
10 216.0.0 10.216.0.0 25525500 10 216 160.101 10.216.160.101

[ Look up all IP addresses again ]

H i Page generated for "admin’ 2008-03-01 14:31:22 -0000
I n o Ingate SIParator 4.6.1. Copvright © 2007 Ingate Svstems AB.
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Figure 28 — Static Routing — LAN (Inside) Interface

6.13 Saving Modifications

Click on the “Administration” tab at the very top of the web page. Next click on the “Save / Load
Configuration” and then click “Apply Configuration” as shown below in figure 29. Follow the
steps presented by the web page to complete the applying of the new configuration.

(= Configured by Ingate Startup Tool Version 2.3.2 - Administration - Savefload Configuration - Windows Inter... glﬁ”z|

@ ) v | ] htpif10.216,160.960# pos ¥l |42 %] | 5000 [[2]-
File Edit VWiew Favorites Tools Help

Google |G~ viees D B - - 19 bockmarksw Shabtlocked P check ~ P () Settings =
o = — = »
w o | {& Corfigured by Ingate Startup Tool Version 2.3.2 - Ad... | | T.?ﬁ' ~ B o= v |k Page v (O Tools ~

inGate SlParator Configured by Ingate Startup Tool Version 2.3.2

4 other administrator(s) currently logged in.
Ty Basic SIP | SIP .. Virtual Private | Quality of | Logging
A new Ingate SIParator version exists. Get the upgrade here.
+ Changes have been made to the preliminary confisuration, but have not been applied.
Save/Lond Show User Table Date and Change
(€11 0T Configuration: Administration Upgrade look  Time  Restort Language

Test Run and Apply Conf (Help) Show Message About Unapplied Changes
Duration of limited test mode:

& On every page

(& On the Save/Load Configuration page
) Never

130 | seconds

Apply configuration

Figure 29
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7 Configuring Ingate to convert 4 or 7 digit called number to
10 digits

It is possible for AT&T IP Flexible Reach Service to provision your service to receive both 10

and 4 digit Direct Inward Dial (DID) calls. As noted previously, the ShoreTel trunk group

configuration only allows for one or the other not both. Ingate can be configured to convert the 4
digit calls to 10 digits, you can do so via the following configuration, see screen shot below.

In this example 10.100.0.12 is the external IP address of the Ingate (would normally be a public
IP address) and 10.100.0.18 is the ShoreTel ShoreGear switch.

The “Dial Plan” page is located under “SIP Traffic | Dial Plan”. The first line, in the Matching
Request-URI table, matches inbound call with 10 or more digits and the second one matches
inbound calls with 4 or more digits.

It is in the Dial Plan that the actual processing is made and here the order of the lines matter. The
first line will match incoming calls with 10 or more digits and it will be forwarded to the
ShoreGear switch without any change of numbers. The second line will match inbound calls with
4 or more digits and it will forward the call to the ShoreGear switch after adding the prefix
732732 for example.

= - SIP Traffic and Users - Dial Plan - Windows Internet Explorer

)~ &) repyiies.ten.z3 21882 #p0s o[£ [ o

Google |G+ v seka @D O - & P > Y - W $% Bokmarkenw F2oeRank o S5 cravning ~ s Skicka il (@ Instaliningar =
N : = = ] S

TE A |52~ |5 Google Reader (3) & -SIP Trafficand ... @ LCS DEMO Fw - Loggi... | & RT at a glance 5~ B o=~ G |72k Page - (0 Took -

-~

Matching Request-URT (Help)

Use This ... ... Or This
Name Delete
Prefix Head Tail MIin. Tail Domain Reg Expr
inbound_10-digit 0.9 ~| (1o 10.100.0.12 ]
inbound_A-digit 0.9 ~|(a 10.100.0.12 (]

T rows

Forward To (Help)

Use This ... ... Or This ... Or This
Name Subno. Delete
Account Replacement URT Port Transport Reg Expr

+ | Shoretel 1 - = 10.100.0.18 5060 LDP » ]

1 [N [Ee——

Dial Plan Help)

1 WAL Add Prefi 3
No. LT Request-URTL Action 10t al et ENUM Root e Comm
Header To Forward ENUM Class

1 - inbound_10-digit ~ | | Forward ~ ||| Shaoretel |~ - > - ~

2 - = inbound_4-digit ~ ||| Forward ~ ||| Shaoretel |~ | |732732 S > - n

Done &P Internet # 100% -
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8 Configuring Ingate for a secondary Border Element

The AT&T IP Flexible Reach service will provide you with multiple IP addresses for the Border
Element, for failover conditions. You will need to add the secondary IP addresses in the Ingate
configuration. Log into the Ingate web GUI and navigate to the Dial Plan page under SIP Traffic
tab, then under the “Forward To” parameters select the “Add new rows” radio button and enter
the IP address of any secondary Border Elements you wish to add. Be sure to set the “Port”
parameter to 5060 and the “Transport” to UDP.

2R AT&T IP Flexible Reach - SIP Traffic and Users - Dial Plan - Microsoft Internet Explorer

Eile Edit Wiew Favorites Tools Help
OBack -~ o3 - <] &) (3| ) search Favorites &4 Media &%) S = s
Address |g"| hittp:ff10.3.0.2/#pos

in&ate SlIParaior  AT&T IP Flexible Reach Log Out_|

Bosu SIP SIP Virtual Private !]Iunln\‘l of | Logging
bou

Time  SIP
Mliﬂmds Fiitering Dltlm mmmwmm Ciosses Status

Forward To (Help)

Use This ... | ... Or This ... Or This
Name Sub Delete
A [Repl URI| Port |Transport| RegExpr
+ [iIP-PEX | - =l 03039 [s060 fuop =] r
[+ =P '|1 = / 207 242,225,200 _.|5|Iiﬂ [uor =] T r
|[207.242. 225225 [s060 fuor =] | -

Add new rows /IUPS“"I}[ I TOWS per STSA\

Enter the IP address of the primary
AT&T Border element, be sure that
the “Subno.” is 1.

Enter the secondary AT&T Border
Element IP address and verify that
The “Subno.” is 2.

In this example the primary Border element IP address is 207.242.225.200, all outbound calls
will first attempt to utilize this Border element. The secondary IP address (207.242.225.225)
will only be used if the primary fails.

9 Troubleshooting

Troubleshooting Outbound Calls

Symptom: When trying to make a call from an internal ShoreTel extension to PSTN, there is no ringing signal
on the PSTN phone.

Note: If you get a ringing signal on the PSTN phone, these troubleshooting steps will not help you to find the
problem. Please contact your sales representative for support.
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Make a test call

10

signaling sent no—=w-<" Ingate config? >Froblem found  Froblem found ~jpozee config?

o ITSP?
ak {::k

ok
yes
Prablem found Network?
ok

ok

¥ ¥ ¥ J'
Contact Contact Correct emors Contact
Support Support and retest Support

Following is an outbound traffic troubleshooting overview.

Get alog for the failing call:

First try to make a call to a PSTN number from a ShoreTel phone and notice the behavior on the ShoreTel
phone as well as on the PSTN phone.

Next step is to search the log on the Ingate. Log into the Ingate box and navigate to the Display Log page.
Make necessary settings on this page according to the picture below. Especially make sure that you have the
highlighted checkboxes in the correct state.
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Mnﬂw&lth logging  log g
Gopture Network  Lood Configuration Clsses Sanding

Search the Log  (Help)
o
[] Periodical search 33

| towsipage (timeout |

| seconds until next search

: seconds)

Support Report  {Help)
Include configuration database:
O Yes @ No

Make sure the Logclass for SIP

debug messages is set to Localif
wou have a SIP-related problem.

Packet selection:only those packets that meet the search criteria in the three Time Limits
sections below willbe selected This selection will only have effect on the IP Showlog fro
packets as selected choice. date mg m (M
MM-DD Mll S8
Packet Type Selection ) i )
All packets v Joguntik (
7 daie (YYYY-
IP Address Selection {Help) MM.DD) (HH: MM s$)
Al [ not this address [
B:| [ ot this address
Obsrt OAdst @A any ( et ioE
OAtoB OB to A OBetweenAgp [ 20! this conbination This
Protocol/Port Selection IP packets as selected
© AIIP protocols P Yosironenviso
O TCP jm.contxo]ledmcordigumtmns
© UDP |:| anual reconfigurations and
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OICMP O Tx changes
O ESP [ DHCP/FPPoE client
O RADIUS emors
O Protocol number: (Help) | O not [ SNMP probleras
[ Hapdwars errors
SIP Packet Selection (Help) [ Malerrors
CallID: T how intemal SIP sigraling O NeaFlmtedIPsec tunnels
[ Blapklisting events
I Mothoste: { [ IPshe key nsgotiations
IP addresses: | ) [ 1Pefe key negotistion debug
From Header. : [ IPgec user authentication
To Header: | O PP[TP negotiations
SIR enors
[ SIP signaling
SIP packets

[ 5JP license messages
[ P media messages

V

You will now see a log of all SIP packets received and sent by the Ingate, with the newest log entry on the top.

Then press “Display log” on the top of the same page.

Ensure the signaling is received from the ShoreTel:

Localize the call initiation from the ShoreTel by searching for “invite sip” in your browser. You should look for
the first packet coming from the ShoreTel system that starts with a “recv from <IP address of the ShoreGear
switch>" as you can see in the example (only the first lines of the log messages are shown here).

>>> Info: sipfw: recv from 10.100.0.40:5060 via UDP connection 12746:
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INVITE sip:16037914522@10.100.0.13:5060 SIP/2.0

If you cannot find a packet like the one above, the problem is in the communication from ShoreGear to the
Ingate. Follow these steps:

1. Make sure the configuration is applied. If you have the text: Changes have been made to
the preliminary configuration, but have not been applied justabove the
tabs on the top of the page you need to apply the settings. Retest if settings applied.

2. Make sure the Ingate SIP module is turned on, SIP Services — SIP Module — On. Retest if you change
any setting.

3. Make sure the ShoreTel configuration is correct. Check the IP address pointing at Ingate one extra
time. Retest if you change any setting.

4. Make sure there is IP connectivity between the ShoreTel and Ingate. On the Ingate use: Logging and
Tools — Check Network. Contact your network administrator for assistance if needed.

If none of the steps above solves the problem, contact your sales representative for support.

Ensure that the signaling to the ITSP works:
If you find the incoming packet, you should find a similar packet leaving the Ingate just above (just after in
time) the incoming packet. The first rows of the outgoing packet will look something like this:

>>> Info: sipfw: send sf (0x8422820) to 208.49.124.49:5060 via UDP connection 12748:

INVITE sip:16037914522@208.49.124.49:5060; transport=udp SIP/2.0

If you don’t see the outgoing packet, something is probably wrong with the Ingate configuration or you lack
Internet connectivity:

1. Make sure the Ingate is configured correctly.

2. Make sure the IP connectivity between the Ingate and the ITSP is working. On the Ingate use: Logging
and Tools — Check Network and ping the ITSP IP address. Contact your network administrator for
assistance if needed.

If you see a packet sent from the Ingate, verify that it was sent to the IP address provided by the ITSP. If not,
correct your configuration and retest.

If none of the steps above solves the problem, contact your sales representative for support.
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Troubleshooting Inbound calls

Symptom: When trying to make an inbound call to a ShoreTel phone via the SIP Trunk, there is no ringing
signal on the ShoreTel phone.

Note: If you get a ringing signal on the ShoreTel phone, these troubleshooting steps will not help you to find
the problem. Please contact your sales representative for support.

Make & test call

¥
Search the log

. |

roblem found  Problem found MNetwork?

Metwork?

signaling sent
o PBX?

ok ok

Ingate config? Problem found  Protdem found

Ingate config?

Yas
ok ok
¥ * b L +
Contact Contact Corract erors Contact ITSP
Support Support and retest Support

Inbound troubleshooting overview

Get alog for the failing call:
First try to make a call to a ShoreTel phone from a PSTN phone and notice the behavior on the ShoreTel phone

as well as on the PSTN phone.

Next step is to search the log on the Ingate. Log in to the Ingate box and navigate to the Display Log page.
Make necessary settings on the logging page according to the picture below. Especially make sure that you
have the highlighted checkboxes in the correct state.
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Then press “Display log” on the top of the page.

You will now see a log of all SIP packets received and sent by the Ingate, with the newest log entry on the top.

Ensure that the signaling is received from the ITSP:

Localize the call initiation from the Trunking provider by searching for “invite sip” in your browser. (use Ctrl-
F). You should look for the first packet coming from the ITSP system that starts with a “recv from <IP address
of the ITSP>" as you can see in the example (only the first lines of the log message are shown here).
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>>> Info: sipfw: recv from 208.49.124.49:5060 via UDP connection 12748:

INVITE sip:6023574058;npdi=yes@193.12.253.37:5060 SIP/2.0

If you cannot find a packet like the one above, the problem is in the communication from the ITSP to the Ingate.
Follow these steps:

1. Make sure the configuration is applied. If you have the text: Changes have been made to
the preliminary configuration, but have not been applied justabove the
tabs on the top of the page you need to apply the settings. Retest if settings applied.

2. Make sure you have IP connectivity between the Ingate and your ITSP. On the Ingate use: Logging and
Tools — Check Network and ping the ITSP IP address. Contact your network administrator for
assistance if needed.

3. Make sure the Ingate SIP module is turned on, SIP Services — SIP Module — On. Retest if you change
any setting.

If you still don’t see any packets in the log, contact your ITSP for further troubleshooting.

Ensure correct signaling to the ShoreTel PBX:

If you find the incoming packet, you should find a similar packet leaving the Ingate just above (just after in
time) the incoming packet. The first lines of the outgoing packet will look something like this:

>>> Info: sipfw: send sf (0x8419848) to 10.100.0.40:5060 via UDP connection 12746:

INVITE sip:6023574058;npdi=yes@®10.100.0.40:5060;transport=udp SIP/2.0

If you don’t see the outgoing packet, something is probably wrong with the Ingate configuration or you might
lack a connection to your LAN where the ShoreTel is located:

1. Ensure you have IP connectivity between ShoreTel and the Ingate. On the Ingate use: Logging and
Tools — Check Network and ping the Shoretel IP address. Contact your network administrator for
assistance if needed.

2. Make sure your Ingate is configured correctly.

If you see the outgoing packet, make sure that it was sent to the IP address that was used by the Shoregear
switch.

If the call still fails after executing the steps described above, please contact your sales representative for
support.
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Ingate Technical Support

If you require further assistance with the Ingate SIParator you may contact ShoreTel’s
Technical Assistance Center (TAC) at +1 (800) 742-2348 (Toll Free) or +1 (408) 331-
3313 (International). A support contract must be in place before any assistance will be
provided, for contract / account questions please send an email to
shorecare_admin@shoretel.com.
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This Customer Configuration Guide ("CCG") is offered as a convenience to AT&T's
customers. The specifications and information regarding the product in this CCG are
subject to change without notice. All statements, information, and recommendations in
this CCG are believed to be accurate but are presented without warranty of any kind,
express or implied, and are provided “AS IS”. Users must take full responsibility for the
application of the specifications and information in this CCG.

In no event shall AT&T or its suppliers be liable for any indirect, special, consequential,
or incidental damages, including, without limitation, lost profits or loss or damage arising
out of the use or inability to use this CCG, even if AT&T or its suppliers have been
advised of the possibility of such damage.
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