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Introduction

AT&T IP Flexible Reach on AT&T Virtual Private Network (AT&T VPN) Service is an offering that allows calls from a customer managed VoIP environment to connect to the PSTN and offers the customer a viable alternative to traditional PSTN.   

· This application note describes how to configure a Cisco Unified Communications Manager (CUCM) 6.1.5.12900-7 with a Cisco Unified Border Element (CUBE) 1.4 for connectivity to AT&T’s IP Flexible Reach on AT&T VPN service including Calling plans IP Long Distance and IP Local as described below:  
	Calling Plans 
	Description

	IP LD 

(Calling Plan A) 
	· Provides unlimited on-net calling between AT&T VoIP enabled sites

· Provides Long Distance and International Off-net calling at competitive per minute rates

· Standard VoIP feature/functionality 



	Local and Long Distance

(Calling Plan B)
	· All features described above plus

· Unlimited inbound and outbound Local calling

· Provides IP based local trunk feature/ functionality 



	Local and Long Distance Package

(Calling Plan C)
	· All features described above plus

· Flat rate plan with included 300 LD off-net minutes per concurrent call

 


Note: In order to dial 911, customers that select Calling Plan A, are required to maintain an outbound PSTN line at each of their locations. 
· The deployment model covered in this application note is central site (headquarters) customer premise equipment (CUCM/CUBE) and remote site (branch) customer premise equipment (CUBE) to PSTN (IPFlex over AVPN). IPFlex over AVPN provides inbound and outbound call service.
· Laboratory testing was performed for the preparation of this guide. Key features verified were: Outbound Basic Calls, Calling Name delivery, Codec Negotiation, Intra-site Transfers, Intra-site Conferencing, Call Hold and Resume, Call Forward (forward all, busy and no answer), Fax using T.38 (with G3 and SG3 fax machines), conferencing, inbound and outbound calls to TDM networks, hop-off and hop-on calls to the PSTN.
· The CUBE configuration detailed in this document is based on a lab environment with a simple dial-plan used to ensure proper interoperability between AT&T SIP network and Cisco Unified Communications. The configuration described in this document details the important commands to have enabled for interoperability to be successful and care must be taken, by the network administrator deploying CUBE, to ensure these commands are set per each dial-peer required to interoperate with the AT&T SIP network.

· A cluster containing a publisher and up to 4 subscribers are supported at the central site.    Outbound calls can originate from any of the CUCM servers.  Inbound calls route to one server as primary with failover to a secondary.  
· This application note does not cover the use of Calling Search Spaces (CSS) or Partitions on CUCM. To understand and learn how to apply CSS and Partitions refer to the cisco.com link below:

· http://www.cisco.com/en/US/docs/voice_ip_comm/cucm/admin/6_0_1/ccmsys/a03ptcss.html
· This Application Note uses the c2821 IOS-voice-gateway, however other Cisco voice gateways are also an option to use since CUBE implementation does not depend on the platform. Here is a list of Cisco Products capable of CUBE functionality. CUBE 1.4 will be available on IOS release 15.1.1T.  Note: Only ISR G1 models were tested, ISR G2 models were not tested.
· Cisco 3900 Series Integrated Services Routers 
· Cisco 2900 Series Integrated Services Routers 
· Cisco 2800 Series Integrated Services Routers 

· Cisco 3800 Series Integrated Services Routers 

NOTE:  N11 (including 911) calls are not supported unless VoIP Local Service is ordered!!!
 Change History 
The following table will be maintained with the history of document changes and updates.

	ETG Version
	Date Issued
	Author(s)
	Reason for Issue

	1.0
	8/13/2009
	EP, JC
	First issue of this CCG.

	1.1
	10/5/2009
	JC
	Modify Caveats section for defects CSCsy32904 and CSCta52819

	1.2 
	1/8/2010
	EP
	Added details for WinEyeQ Probe PC to network topology section. 

	1.3
	1/15/2010
	EP
	Updated WinEyeQ Probe PC naming convention.  Updated network diagrams.

	1.4
	1/15/2010
	EP
	Additional changes to network topology diagram.

	1.5
	2/3/2010
	AL
	Changes to footers

	1.6
	2/13/2010
	EP
	Incorporate changes from legal

	1.7
	3/1/2010
	EP
	Changes to SIP profile on CUBE

	1.8
	3/8/2010
	EP
	Add information on calling plans

	1.9
	8/13/2010
	EP
	Change CUBE version from 1.2 to 1.4

	1.9a
	10/13/2010
	MDT
	Added clarification regarding Direct Media


Network Topology

Following is a sample diagram of a network topology for a site with a CUCM and CUBE.  In this design, the Customer Edge Router (CER) and CUBE are two separate routers.  The Visual CSU/DSU (optional) and Voice Probe are both AT&T Managed Devices.   Note: The Voice Probe should be plugged into the CER (not the CUBE router). The Voice Probe must be plugged into its own Ethernet port on the CER.   All other equipment is managed by the customer.  

Note: A remote site would not have CUCM servers.
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System Components

Hardware Components

· Cisco IOS gateway running CUBE 1.4 (IOS image version 15.1.(1)T) on a Cisco 2800 ISR.
· CUBE  is an integrated Cisco IOS Software application that runs on various IOS platforms, follow the link for more details: http://www.cisco.com/go/cube
· Cisco Packet Voice Data Module (PVDM) contains multiple DSPs.  . You will need to install PVDM on CUBE if you require MTP, Transcoding or Conference Bridge resources.

· Cisco MCS 7800 Series server (CUCM)

· Cisco IP Phones:  any Cisco IP phone model supporting both RFC2833 and RTCP can be used.  Note: RTCP is supported on the following Cisco IP phone models:  7906,7911,7912,  7931,7941,7942,7945,7961,7962,7965,7970,7971,7975,8961, 9951
· Cisco IOS Gateway (only needed if Fax, analog phones or TDM systems are to interconnect). This component may be a H.323, SIP or MGCP gateway; the protocol is optional and the choice is left up to the customer’s network design.  A sample configuration is shown in the “Configuring a Cisco IOS Gateway for T.38 using SIP” section.  
Software Requirements

· This solution was tested with 6.1.5.12900-7..

· This solution was tested with CUBE version 1.4 IOS version 15.1(1)T., ADVANCED ENTERPRISE SERVICES (adventerprisek9-mz.).
· The documented CUBE configuration can be supported with the following IOS feature sets: IP VOICE, SP SERVICES, ADVANCED IP SERVICES, ADVANCED ENTERPRISE SERVICES, INT VOICE/VIDEO, IPIP GW, TDMIP GW,INT VOICE/VIDEO, IPIPGW, TDMIP GW AES.  Consult Cisco for additional information.
· Consult your Cisco representative for the correct IOS image for the specific application and Device Unit License and Feature License requirements for CUCM and CUBE.
Features

Features Supported

· Basic Call using G.729 across the WAN and G.711ulaw across the LAN

· Calling Name

· Intra-site Call Transfer

· Intra-site Conference, see caveat section for details.

· Call Hold and Resume

· Call Forward All, Busy and No Answer

· AT&T IP Teleconferencing

· Fax using T.38

· CUBE: performs Delayed-Offer-to-Early-Offer conversion of an initial SIP INVITE without SDP

· Outbound and inbound calls to AT&T’s IP and TDM networks
· Remote Sites with CUBE (for Direct Media).
· Direct Media allows the RTP steam from the phones at the remote site to directly flow to the hop-off gateway and not to be routed through the CUCM site. 
Features Not Supported

· CUCM/CUBE Codec negotiation of G.726
· AT&T does not support SIP ”Session Timer” (Session-Expires and Min-SE headers)
Emergency 911/E911 Services Limitations and Restrictions
Emergency 911/E911 Services Limitations and Restrictions - Although AT&T provides 911/E911 calling capabilities, AT&T does not warrant or represent that the equipment and software (e.g., IP PBX) reviewed in this customer configuration guide will properly operate with AT&T IP Flexible Reach to complete 911/E911 calls; therefore, it is Customer’s responsibility to ensure proper operation with its equipment/software vendor.

While AT&T IP Flexible Reach services support E911/911 calling capabilities under certain Calling Plans, there are circumstances when that E911/911 service may not be available, as stated in the Service Guide for AT&T IP Flexible Reach found at http://new.serviceguide.att.com. Such circumstances include, but are not limited to, relocation of the end user’s CPE, use of a non-native or virtual telephone number, failure in the broadband connection, loss of electrical power, and delays that may occur in updating the Customer’s location in the automatic location information database.  Please review the AT&T IP Flexible Reach Service Guide in detail to understand the limitations and restrictions.

Caveats

· When using G.729 between AT&T IP Flexible Reach on AT&T VPN and CUBE/CUCM SIP trunk it is required to configure a Conference Bridge (CFB) resource on CUBE in order for CUCM IP phone to initiate a three-way conference between G729 media end-points.
· Cisco Unified IP phones using SIP as the registration protocol (SIP-line) do not support G.729 with annex B. This current SIP line side support causes failed call attempts when CUBE is set for codec ”g729br8” negotiation. Workaround is to remove ”g729br8” from the preference codec list and only enable ”g729r8”. 
· For forwarded calls from CISCO UCM user to PSTN (out to AT&T’s IP Flex-reach service) some AT&T serviced areas require that the SIP Diversion header contain the full 10-digit DID number of the forwarding party. If a customer uses a 4-digit extension on  CISCO UCM IP phones it is necessary to expand the 4-digit extension, included in the Diversion: header of a forwarding INVITE message, to its full 10-digit DID number when the IP phone is set to call-forward. The requirement to expand the Diversion-Header has been achieved by the use of a SIP profile in CUBE (See configuration section for details.).  Alternatives methods, such as the recommended use of a translation profile have been inconsistent (CSCsx62600) and as such using a SIP profile is the recommended solution.  An example is shown below (to add 732320 onto a 4 digit extension):

voice class sip-profiles 1


   request INVITE sip-header Diversion modify "<sip:(.*)@(.*)>" "<sip:732320\1@\2>" 

CUCM/CUBE Topology Example:
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Configuring Cisco Unified Border Element (CUBE) at Central Site
Critical commands are marked bold with footnote and description at bottom of the page.
CUBE1#sh run

Building configuration...

Current configuration : 9249 bytes

!

version 15.1
service timestamps debug datetime msec

service timestamps log datetime msec

no service password-encryption

!

hostname CUBE1

!

boot-start-marker

boot system flash c2800nm-adventerprisek9-mz.151-1.T.bin

boot-end-marker

!

logging message-counter syslog

logging buffered 51200 warnings

enable password attlabs

!

no aaa new-model

!

dot11 syslog

ip source-route

!

!

ip cef

!

!

no ip domain lookup

ip domain name yourdomain.com

no ipv6 cef

!

multilink bundle-name authenticated

!

!

!

!

!

!

!

voice service voip

 allow-connections sip to sip

 redirect ip2ip

 fax protocol t38 version 0 ls-redundancy 0 hs-redundancy 0 fallback none

 h323

 sip

  bind control source-interface Loopback0

  bind media source-interface Loopback0

  header-passing

  error-passthru

  no update-callerid

  midcall-signaling passthru

  privacy-policy passthru

  g729 annexb-all

!

voice class codec 20

 codec preference 1 g729br8 bytes 30

 codec preference 2 g729r8 bytes 30

 codec preference 3 g711ulaw

!

voice class sip-profiles 1

 request INVITE sip-header Diversion modify "<sip:(.*)@(.*)>" "<sip:352610\1@\2>" 

 request REINVITE sdp-header Attribute modify "a=T38FaxFillBit Removal:0" "" 

  request INVITE sdp-header Audio-Attribute add "a=ptime:30" 

!

!

!

!

!

!

!

!

!

!

!

!

voice-card 0

 dspfarm

 dsp services dspfarm
 
!

!

license udi pid CISCO2821 sn FTX1407A0G4

username tmlabs

!

redundancy

!

!

!

!

!

!

!

!

!

interface Loopback0

 description Public Signaling  and Media IP address

 ip address 135.16.170.155 255.255.255.255

!

interface FastEthernet0/0

 description Facing CM

 ip address 177.168.240.1 255.255.255.0

 duplex full

 speed 100

!

interface FastEthernet0/1

 description Facing CE

 ip address 177.10.10.1 255.255.255.0

 duplex full
 speed 100
!

interface Serial0/0/0

 no ip address

 shutdown

!

ip forward-protocol nd

no ip http server

no ip http secure-server

!

ip default-gateway 177.10.10.2

ip forward-protocol nd

ip route 0.0.0.0 0.0.0.0 177.10.10.2

!

!

dialer-list 1 protocol ip permit

dialer-list 1 protocol ipx permit

!

!

!

!

control-plane

!

!

!

mgcp fax t38 ecm

!

! 

sccp local Loopback0 

sccp ccm 177.168.240.156 identifier 1 version 6.0

sccp ccm 177.168.240.155 identifier 2 version 6.0

sccp
!

sccp ccm group 1

 associate ccm 1 priority 1

 associate profile 2 register ATTCUBE-TRANS

 associate profile 1 register ATTCUBE

!

dspfarm profile 2 transcode

 codec g711ulaw

 codec g711alaw

 codec g729ar8

 codec g729abr8

 codec g729br8

 maximum sessions 6

 associate application SCCP

!

dspfarm profile 1 conference

 codec g711ulaw

 codec g729br8

 codec g729r8

 maximum sessions 8

 associate application SCCP

!

dial-peer voice 1900 voip

 description Outbound Call from CUCMs to IP BEs - Inside 

 session protocol sipv2

 incoming called-number 1T

 voice-class codec 20

 voice-class sip asymmetric payload full

 voice-class sip asserted-id pai

 voice-class sip privacy-policy passthru

 no voice-class sip early-offer forced

 voice-class sip profiles 1

 dtmf-relay rtp-nte

 fax-relay sg3-to-g3

 fax rate 14400 bytes 48
fax protocol t38 version 0 ls-redundancy 0 hs-redundancy 0 fallback none
!

dial-peer voice 1901 voip

 description Outbound Call From CUCMs to IP BE#1 -Outside

 destination-pattern 1T

 session protocol sipv2

 session target ipv4:10.94.2.12

voice-class codec 20

 voice-class sip asymmetric payload full

 voice-class sip asserted-id pai

 voice-class sip privacy-policy passthru

 voice-class sip early-offer forced

 voice-class sip profiles 1

 dtmf-relay rtp-nte

 fax-relay sg3-to-g3

 fax rate 14400 bytes 48

 fax protocol t38 version 0 ls-redundancy 0 hs-redundancy 0 fallback none

!

dial-peer voice 1902  voip

 description From CUCMs to IP BE#2 Outside

 destination-pattern 1T

 session protocol sipv2

 session target ipv4:10.94.2.13

 voice-class codec 20

 voice-class sip asymmetric payload full

 voice-class sip asserted-id pai

 voice-class sip privacy-policy passthru

 voice-class sip early-offer forced

 voice-class sip profiles 1

 dtmf-relay rtp-nte

fax-relay sg3-to-g3

 fax rate 14400 bytes 48

 fax protocol t38 version 0 ls-redundancy 0 hs-redundancy 0 fallback none
!

dial-peer voice 1920  voip

 description  Incoming  Virtual TN Call  from IP BEs to CUCMs - Outside

 session protocol sipv2

 incoming called-number [2-9].........

 voice-class codec 20

 voice-class sip asserted-id pai

 voice-class sip privacy-policy passthru

 voice-class sip profiles 1

 dtmf-relay rtp-nte

 fax-relay sg3-to-g3

 fax rate 14400 bytes 48

 fax protocol t38 version 0 ls-redundancy 0 hs-redundancy 0 fallback none

!

dial-peer voice 1921  voip

 description Incoming Virtual TN Call  from IP BEs to CUCM#1 - Inside

 destination-pattern [2-9].........

 session protocol sipv2

 session target ipv4:177.168.240.155

 voice-class codec 20

 voice-class sip asserted-id pai

 voice-class sip privacy-policy passthru

 voice-class sip profiles 1

 dtmf-relay rtp-nte

 fax-relay sg3-to-g3

 fax rate 14400 bytes 48

 fax protocol t38 version 0 ls-redundancy 0 hs-redundancy 0 fallback none

!

dial-peer voice 1922  voip

 description Incoming Virtual TN Call  from IP BEs to CUCM#2 - Inside

 destination-pattern [2-9].........

 session protocol sipv2

 session target ipv4:177.168.240.156

 voice-class codec 20

 voice-class sip asserted-id pai

 voice-class sip privacy-policy passthru

 voice-class sip profiles 1

 dtmf-relay rtp-nte

 fax-relay sg3-to-g3

 fax rate 14400 bytes 48

 fax protocol t38 version 0 ls-redundancy 0 hs-redundancy 0 fallback none

!

dial-peer voice 1930  voip

 description Incoming non-Virtual TN Call from IPBEs to CUCMs - Outside

 session protocol sipv2

 incoming called-number [2-9]......

 voice-class codec 20

 voice-class sip asserted-id pai

 voice-class sip privacy-policy passthru

 voice-class sip profiles 1

 dtmf-relay rtp-nte

 fax-relay sg3-to-g3

 fax rate 14400 bytes 48

 fax protocol t38 version 0 ls-redundancy 0 hs-redundancy 0 fallback none

!
dial-peer voice 1931 voip

 description Incoming Non-Virtual TN Call  from IP BEs to CUCM#1 - Inside
 destination-pattern [2-9]......

 session protocol sipv2

 session target ipv4:177.168.240.155
 voice-class codec 20

 voice-class sip asserted-id pai

 voice-class sip privacy-policy passthru

 voice-class sip profiles 1

 dtmf-relay rtp-nte

 fax-relay sg3-to-g3

 fax rate 14400 bytes 48

 fax protocol t38 version 0 ls-redundancy 0 hs-redundancy 0 fallback none

!

dial-peer voice 1932  voip

 description Incoming Non-Virtual TN Call  from IP BEs to CUCM#2 - Inside

 destination-pattern [2-9]......

 session protocol sipv2

 session target ipv4:177.168.240.156

 voice-class codec 20

 voice-class sip asserted-id pai

 voice-class sip privacy-policy passthru

 voice-class sip profiles 1

 dtmf-relay rtp-nte

 fax-relay sg3-to-g3

 fax rate 14400 bytes 48

 fax protocol t38 version 0 ls-redundancy 0 hs-redundancy 0 fallback none

!

dial-peer voice 1940  voip

 description Outgoing N11 calls from CUCMs to IP BEs -  Inside 

 session protocol sipv2

 incoming called-number [2-9]11

 voice-class codec 20

 voice-class sip asymmetric payload full

 voice-class sip asserted-id pai

 voice-class sip privacy-policy passthru

 voice-class sip profiles 1

 dtmf-relay rtp-nte

 fax-relay sg3-to-g3

 fax rate 14400 bytes 48

 fax protocol t38 version 0 ls-redundancy 0 hs-redundancy 0 fallback none

!

dial-peer voice 1941  voip

description Outgoing  N11 calls from CUCMs to IP BE #1 -  Outside

 destination-pattern [2-9]11

 session protocol sipv2

 session target ipv4:10.94.2.12

 voice-class codec 20

 voice-class sip asymmetric payload full

 voice-class sip asserted-id pai

 voice-class sip privacy-policy passthru

 voice-class sip early-offer forced

 voice-class sip profiles 1

 dtmf-relay rtp-nte

 fax-relay sg3-to-g3

 fax rate 14400 bytes 48

 fax protocol t38 version 0 ls-redundancy 0 hs-redundancy 0 fallback none

!

dial-peer voice 1942  voip

 description  Outgoing N11 calls from CUCMs to IP BE #2 -  Outside

 destination-pattern [2-9]11

 session protocol sipv2

 session target ipv4: 10.94.2.13

 voice-class codec 20

 voice-class sip asymmetric payload full

 voice-class sip asserted-id pai

voice-class sip privacy-policy passthru

 voice-class sip early-offer forced

 voice-class sip profiles 1

 dtmf-relay rtp-nte

 fax-relay sg3-to-g3

 fax rate 14400 bytes 48

 fax protocol t38 version 0 ls-redundancy 0 hs-redundancy 0 fallback none
!
dial-peer voice 1960 voip

 description Outgoing International Call From CUCMs to IP BEs – Inside

 session protocol sipv2

 incoming called-number 011T

 voice-class codec 20

 voice-class sip asymmetric payload full

voice-class sip asserted-id pai

 voice-class sip privacy-policy passthru

 voice-class sip profiles 1

 dtmf-relay rtp-nte

 fax-relay sg3-to-g3

 fax rate 14400 bytes 48

 fax protocol t38 version 0 ls-redundancy 0 hs-redundancy 0 fallback none

!

dial-peer voice 1961 voip

 description Outgoing International Call from CUCMs to IP BE#1 - Outside 

 destination-pattern 011T

 session protocol sipv2

 session target ipv4:10.94.2.12
 voice-class codec 20

 voice-class sip asymmetric payload full

 voice-class sip asserted-id pai

 voice-class sip privacy-policy passthru

 voice-class sip early-offer forced

 voice-class sip profiles 1

 dtmf-relay rtp-nte

 fax-relay sg3-to-g3

 fax rate 9600 bytes 48

 fax protocol t38 version 0 ls-redundancy 0 hs-redundancy 0 fallback none

!

dial-peer voice 1962  voip

 description Outgoing International Call from CUCMs to IP BE#2 - Outside
 destination-pattern 011T

 session protocol sipv2

 session target ipv4:10.94.2.13
 voice-class codec 20

 voice-class sip asymmetric payload full

 voice-class sip asserted-id pai

 voice-class sip privacy-policy passthru

 voice-class sip early-offer forced

 voice-class sip profiles 1

 dtmf-relay rtp-nte

 fax-relay sg3-to-g3

 fax rate 14400 bytes 48

 fax protocol t38 version 0 ls-redundancy 0 hs-redundancy 0 fallback none

!

!

!

dial-peer hunt 1

sip-ua

 retry invite 2

!

!

line con 0

 login local

line aux 0

line vty 0 4

 password attlabs

 login

 transport preferred telnet

 transport input all

!

scheduler allocate 20000 1000

end

Configuring Cisco Unified Border Element (CUBE) at Remote Site

The Remote Site CUBE configuration is almost identical to the Central Site CUBE configuration with the exception of changing the LAN interface address, Loopback interface addresses and possibly the IPBE IP address (depending on the location of the remote site, the IPBE address may or may not be the same as the IPBE address configured in the Central Site CUBE configuration).
Note: This is the "Direct media" configuration
Critical commands are marked bold with a footnote and description at bottom of the page.

CUBE1#sh run

Building configuration...

Current configuration : 9249 bytes

!

version 15.1

service timestamps debug datetime msec

service timestamps log datetime msec

no service password-encryption

!

hostname CUBE1

!

boot-start-marker

boot system flash c2800nm-adventerprisek9-mz.151-1.T.bin

boot-end-marker

!

logging message-counter syslog

logging buffered 51200 warnings

enable password attlabs

!

no aaa new-model

!

dot11 syslog

ip source-route

!

!

ip cef

!

!

no ip domain lookup

ip domain name yourdomain.com

no ipv6 cef

!

multilink bundle-name authenticated

!

!

!

!

!

!

!

voice service voip

 allow-connections sip to sip

 redirect ip2ip

 fax protocol t38 version 0 ls-redundancy 0 hs-redundancy 0 fallback none

 h323

 sip

  bind control source-interface Loopback0

  bind media source-interface Loopback0

  header-passing

  error-passthru

  no update-callerid

  midcall-signaling passthru

  privacy-policy passthru

  g729 annexb-all

!

voice class codec 20

 codec preference 1 g729br8 bytes 30

 codec preference 2 g729r8 bytes 30

 codec preference 3 g711ulaw

!

voice class sip-profiles 1

 request INVITE sip-header Diversion modify "<sip:(.*)@(.*)>" "<sip:352610\1@\2>" 

 request REINVITE sdp-header Attribute modify "a=T38FaxFillBit Removal:0" "" 

  request INVITE sdp-header Audio-Attribute add "a=ptime:30" 

!

!

!

!

!

!

!

!

!

!

!

!

voice-card 0

 dspfarm

 dsp services dspfarm
 
!

!

license udi pid CISCO2821 sn FTX1407A0G4

username tmlabs

!

redundancy

!

!

!

!

!

!

!

!

!

interface Loopback0

 description Public Signaling  and Media IP address

 ip address 135.16.170.165 255.255.255.255

!

interface FastEthernet0/0

 description Facing CM

 ip address 177.168.230.1 255.255.255.0

 duplex full

 speed 100

!

interface FastEthernet0/1

 description Facing CE

 ip address 177.10.20.1 255.255.255.0

 duplex full

 speed 100

!

interface Serial0/0/0

 no ip address

 shutdown

!

ip forward-protocol nd

no ip http server

no ip http secure-server

!

ip default-gateway 177.10.20.2

ip forward-protocol nd

ip route 0.0.0.0 0.0.0.0 177.10.10.2

!

!

dialer-list 1 protocol ip permit

dialer-list 1 protocol ipx permit

!

!

!

!

control-plane

!

!

!

mgcp fax t38 ecm

!

! 

sccp local Loopback0 

sccp ccm 177.168.240.156 identifier 1 version 6.0

sccp ccm 177.168.240.155 identifier 2 version 6.0

sccp
!

sccp ccm group 1

 associate ccm 1 priority 1

 associate profile 2 register ATTCUBE-TRANS

 associate profile 1 register ATTCUBE

!

dspfarm profile 2 transcode

 codec g711ulaw

 codec g711alaw

 codec g729ar8

 codec g729abr8

 codec g729br8

 maximum sessions 6

 associate application SCCP

!

dspfarm profile 1 conference

 codec g711ulaw

 codec g729br8

 codec g729r8

 maximum sessions 8

 associate application SCCP

!

dial-peer voice 1900 voip

 description Outbound Call from CUCMs to IP BEs - Inside 

 session protocol sipv2

 incoming called-number 1T

 voice-class codec 20

 voice-class sip asymmetric payload full

 voice-class sip asserted-id pai

 voice-class sip privacy-policy passthru

 no voice-class sip early-offer forced

 voice-class sip profiles 1

 dtmf-relay rtp-nte

 fax-relay sg3-to-g3

 fax rate 14400 bytes 48
fax protocol t38 version 0 ls-redundancy 0 hs-redundancy 0 fallback none
!

dial-peer voice 1901 voip

 description Outbound Call From CUCMs to IP BE#1 -Outside

 destination-pattern 1T

 session protocol sipv2

 session target ipv4:10.94.2.12

voice-class codec 20

 voice-class sip asymmetric payload full

 voice-class sip asserted-id pai

 voice-class sip privacy-policy passthru

 voice-class sip early-offer forced

 voice-class sip profiles 1

 dtmf-relay rtp-nte

 fax-relay sg3-to-g3

 fax rate 14400 bytes 48

 fax protocol t38 version 0 ls-redundancy 0 hs-redundancy 0 fallback none

!

dial-peer voice 1902  voip

 description From CUCMs to IP BE#2 Outside

 destination-pattern 1T

 session protocol sipv2

 session target ipv4:10.94.2.13

 voice-class codec 20

 voice-class sip asymmetric payload full

 voice-class sip asserted-id pai

 voice-class sip privacy-policy passthru

 voice-class sip early-offer forced

 voice-class sip profiles 1

 dtmf-relay rtp-nte

fax-relay sg3-to-g3

 fax rate 14400 bytes 48

 fax protocol t38 version 0 ls-redundancy 0 hs-redundancy 0 fallback none

!

dial-peer voice 1920  voip

 description  Incoming  Virtual TN Call  from IP BEs to CUCMs - Outside

 session protocol sipv2

 incoming called-number [2-9].........

 voice-class codec 20

 voice-class sip asserted-id pai

 voice-class sip privacy-policy passthru

 voice-class sip profiles 1

 dtmf-relay rtp-nte

 fax-relay sg3-to-g3

 fax rate 14400 bytes 48

 fax protocol t38 version 0 ls-redundancy 0 hs-redundancy 0 fallback none

!

dial-peer voice 1921  voip

 description Incoming Virtual TN Call  from IP BEs to CUCM#1 - Inside

 destination-pattern [2-9].........

 session protocol sipv2

 session target ipv4:177.168.240.155

 voice-class codec 20

 voice-class sip asserted-id pai

 voice-class sip privacy-policy passthru

 voice-class sip profiles 1

 dtmf-relay rtp-nte

 fax-relay sg3-to-g3

 fax rate 14400 bytes 48

 fax protocol t38 version 0 ls-redundancy 0 hs-redundancy 0 fallback none

!

dial-peer voice 1922  voip

 description Incoming Virtual TN Call  from IP BEs to CUCM#2 - Inside

 destination-pattern [2-9].........

 session protocol sipv2

 session target ipv4:177.168.240.156

 voice-class codec 20

 voice-class sip asserted-id pai

 voice-class sip privacy-policy passthru

 voice-class sip profiles 1

 dtmf-relay rtp-nte

 fax-relay sg3-to-g3

 fax rate 14400 bytes 48

 fax protocol t38 version 0 ls-redundancy 0 hs-redundancy 0 fallback none

!

dial-peer voice 1930  voip

 description Incoming non-Virtual TN Call from IPBEs to CUCMs - Outside

 session protocol sipv2

 incoming called-number [2-9]......

 voice-class codec 20

 voice-class sip asserted-id pai

 voice-class sip privacy-policy passthru

 voice-class sip profiles 1

 dtmf-relay rtp-nte

 fax-relay sg3-to-g3

 fax rate 14400 bytes 48

 fax protocol t38 version 0 ls-redundancy 0 hs-redundancy 0 fallback none

!
dial-peer voice 1931 voip

 description Incoming Non-Virtual TN Call  from IP BEs to CUCM#1 - Inside

 destination-pattern [2-9]......

 session protocol sipv2

 session target ipv4:177.168.240.155

 voice-class codec 20

 voice-class sip asserted-id pai

 voice-class sip privacy-policy passthru

 voice-class sip profiles 1

 dtmf-relay rtp-nte

 fax-relay sg3-to-g3

 fax rate 14400 bytes 48

 fax protocol t38 version 0 ls-redundancy 0 hs-redundancy 0 fallback none

!

dial-peer voice 1932  voip

 description Incoming Non-Virtual TN Call  from IP BEs to CUCM#2 - Inside

 destination-pattern [2-9]......

 session protocol sipv2

 session target ipv4:177.168.240.156

 voice-class codec 20

 voice-class sip asserted-id pai

 voice-class sip privacy-policy passthru

 voice-class sip profiles 1

 dtmf-relay rtp-nte

 fax-relay sg3-to-g3

 fax rate 14400 bytes 48

 fax protocol t38 version 0 ls-redundancy 0 hs-redundancy 0 fallback none

!

dial-peer voice 1940  voip

 description Outgoing N11 calls from CUCMs to IP BEs -  Inside 

 session protocol sipv2

 incoming called-number [2-9]11

 voice-class codec 20

 voice-class sip asymmetric payload full

 voice-class sip asserted-id pai

 voice-class sip privacy-policy passthru

 voice-class sip profiles 1

 dtmf-relay rtp-nte

 fax-relay sg3-to-g3

 fax rate 14400 bytes 48

 fax protocol t38 version 0 ls-redundancy 0 hs-redundancy 0 fallback none

!

dial-peer voice 1941  voip

description Outgoing  N11 calls from CUCMs to IP BE #1 -  Outside

 destination-pattern [2-9]11

 session protocol sipv2

 session target ipv4:10.94.2.12

 voice-class codec 20

 voice-class sip asymmetric payload full

 voice-class sip asserted-id pai

 voice-class sip privacy-policy passthru

 voice-class sip early-offer forced

 voice-class sip profiles 1

 dtmf-relay rtp-nte

 fax-relay sg3-to-g3

 fax rate 14400 bytes 48

 fax protocol t38 version 0 ls-redundancy 0 hs-redundancy 0 fallback none

!

dial-peer voice 1942  voip

 description  Outgoing N11 calls from CUCMs to IP BE #2 -  Outside

 destination-pattern [2-9]11

 session protocol sipv2

 session target ipv4: 10.94.2.13

 voice-class codec 20

 voice-class sip asymmetric payload full

 voice-class sip asserted-id pai

voice-class sip privacy-policy passthru

 voice-class sip early-offer forced

 voice-class sip profiles 1

 dtmf-relay rtp-nte

 fax-relay sg3-to-g3

 fax rate 14400 bytes 48

 fax protocol t38 version 0 ls-redundancy 0 hs-redundancy 0 fallback none
!
dial-peer voice 1960 voip

 description Outgoing International Call From CUCMs to IP BEs – Inside

 session protocol sipv2

 incoming called-number 011T

 voice-class codec 20

 voice-class sip asymmetric payload full

voice-class sip asserted-id pai

 voice-class sip privacy-policy passthru

 voice-class sip profiles 1

 dtmf-relay rtp-nte

 fax-relay sg3-to-g3

 fax rate 14400 bytes 48

 fax protocol t38 version 0 ls-redundancy 0 hs-redundancy 0 fallback none

!

dial-peer voice 1961 voip

 description Outgoing International Call from CUCMs to IP BE#1 - Outside 

 destination-pattern 011T

 session protocol sipv2

 session target ipv4:10.94.2.12

 voice-class codec 20

 voice-class sip asymmetric payload full

 voice-class sip asserted-id pai

 voice-class sip privacy-policy passthru

 voice-class sip early-offer forced

 voice-class sip profiles 1

 dtmf-relay rtp-nte

 fax-relay sg3-to-g3

 fax rate 9600 bytes 48

 fax protocol t38 version 0 ls-redundancy 0 hs-redundancy 0 fallback none

!

dial-peer voice 1962  voip

 description Outgoing International Call from CUCMs to IP BE#2 - Outside

 destination-pattern 011T

 session protocol sipv2

 session target ipv4:10.94.2.13

 voice-class codec 20

 voice-class sip asymmetric payload full

 voice-class sip asserted-id pai

 voice-class sip privacy-policy passthru

 voice-class sip early-offer forced

 voice-class sip profiles 1

 dtmf-relay rtp-nte

 fax-relay sg3-to-g3

 fax rate 14400 bytes 48

 fax protocol t38 version 0 ls-redundancy 0 hs-redundancy 0 fallback none

!

!

!

dial-peer hunt 1

sip-ua

 retry invite 2

!

!

line con 0

 login local

line aux 0

line vty 0 4

 password attlabs

 login

 transport preferred telnet

 transport input all

!

scheduler allocate 20000 1000

end
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SIP Trunk configuration
Main Page:  Two trunks are required to the Central Site CUBE (Central Site CUBE addr is 135.16.170.155 in this example) and two trunks for a Remote Site CUBE (Remote Site CUBE is 135.16.170.165 in this example).   The first trunk at a site will be configured for G.729 only (which is the preferred codec across the WAN).  The second trunk at a site will be configured for G711 and will be used in the event that a G729 call cannot be established.  
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Note: The device pool setting, along with the region setting within the device pool, determines the codec choice.

Central Site CUBE Trunk for G729
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Central Site CUBE Trunk for G711
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Remote Site CUBE Trunk for G729
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Remote Site CUBE Trunk for G711
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SIP Trunk Profile
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Route Group and Route List Configurations
Route group- A route group will be required for each site.  
[image: image18.png]=18]x]

Back + & - (D [ 4| QSeach [ilFavoies GMeda F| Ty cp i o] & o | D 7

Forecast [y /60"
Search the web [ [(Seatch [+] Address [&] tps./17.166.240.155:8443/ccmadmin/iouteroupFindLit do?< -reqParams %> brecCrt-QicolCri=2 e
Links | Customizs Links & ]Fres Hotmal | Windons | Windows Media 7 Netscape ISP Tiy 11 $395 33 GetFree Music T ADL Now!

Ssnegt B 1

Cisco Unified CM Administration
For Cisco Unified Communications Solutions

Cisco Unified CM Administration ]| GO

System v CallRouing v MediaResources v VoiceMal v Device v Appication v User Management v Bulk Adminstration v Help ~

Find and List Route Groups

T asivew [ sobc At [F5] conrsa B Dl e

Route Group (7 -2 0f2)

Rows per pagels0 5
Find Route Group where Route Group Name [Begnswi T ] | clear iker | % | =
r Name
o CUBE BG Central
o CUBE BG Romoter
Add Now | _Select Al | _Clear All | _Delte Selected

Eibore

[T 18 @ neret




Central Site Route Group  - contains two trunks for the Central site CUBE (one for G729 and one for G711 codec)
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Remote Site 1 Route Group - contains two trunks for the Remote site CUBE (one for G729 and one for G711 codec)
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Route List- Main Page
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Route List – Central Site
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Route List – Remote Site
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Regions (codec settings) 
 Main Page: 
The “Central” region is used for the Central Site CUBE (G729 codec)
The “Default”region is used for the Central Site CUBE (G711 codec)

The “Phones” region is used for Central Site IP Phones.
The “ Remote Phones” region is for IP phones at the remote site.
The “Remote1” region is for the Remote CUBE (G729 codec) 

The “Remote1_G711” region is for the Remote CUBE (G711 codec)
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Region – Central
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Region – Default
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Region – Phones
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Region – Remote Phones

[image: image28.png]=18]x]

Gk - & - @ [ 4| QSeach (alFavaites @Meda 8| B 2b Wl =] & & | (D 78 | Forecas [y /60
Search the web [ [(Seaich [] Address [&] hps./177.166.240.165:8443/ccmadmin/regionE . dokey=3866c3 HeB-a23b 0o6a7 10232236415 e
Links | Customizs Links & ]Fres Hotmal & Windons | Windows Media 7 Netscape ISP Tiy 11 $395 33 GetFree Music Ty ADL Now!

Y- > ese B

Cisco Unified CM Administration

For Cisco Unified Communications Solutions "

Cisco Unified CM Administration ]| GO

cisco

System v CallRouting +  MediaResources v VoiceMal v Device = Applcation User Management +  Euk Adminstration v Hely +
n Configuration LN S e ack To Find/List ]
(oo J ooete Ry st L st

—Region Information
Name* [Ramate Phones

Rey

—Region Relationships

Region Audio Codec Video Call Bandwidth Link Loss Type
Central G729 384 Use System Default
Default G711 384 Use System Default
Phones G729 384 Use System Default
Rematel G729 384 Use System Default
Remate1_G711 G711 384 Use System Default
Remate Phones G711 384 Use System Default
NOTE: Regions(s) not displayed Use System Default Use System Default Use System Default

—Modify Relationship to other Regions
Regions. Audio Codec Video Call Bandwidth Link Loss Type

Central j Keep Current Setting =] @ Keep Current Setting Keep Current Setting ]

Default
Phones © Use System Default

Remate Phones Cone

Remotet | S —
Ei0ore [T 18 @ neret





Region – Remote1

[image: image29.png]=18]x]

Gk - & - @ [ 4| QSeach (alFavaites @Meda 8| B 2b Wl =] & & | (D 78 | Forecas [y /60
Search the web [ [(Seaich [-] Address [&] hps.//177.168.240.165:8443/ccmadrin/regionE . dokey=34201366 9267 506 33ct el 3edcalss e
Links | Customizs Links & ]Fres Hotmal & Windons | Windows Media 7 Netscape ISP Tiy 11 $395 33 GetFree Music Ty ADL Now!

Y- > ese B

Cisco Unified CM Administration

For Cisco Unified Communications Solutions "

Cisco Unified CM Administration ]| GO

cisco

System v CallRouting +  MediaResources v VoiceMal v Device = Applcation User Management +  Euk Adminstration v Hely +
n Configuration LN S e ack To Find/List ]
(oo J ooete Ry st L st

—Region Information
Name " [Ramater

Rey

—Region Relationships

Region Audio Codec Video Call Bandwidth Link Loss Type
Central G729 384 Use System Default
Default G711 384 Use System Default
Phones G729 384 Use System Default
Remate1_G711 G711 384 Use System Default
Remate Phones G729 384 Use System Default
wan G729 384 Use System Default
NOTE: Regions(s) not displayed Use System Default Use System Default Use System Default

—Modify Relationship to other Regions
Regions. Audio Codec Video Call Bandwidth Link Loss Type

Central j Keep Current Setting =] @ Keep Current Setting Keep Current Setting ]

Default
Phones © Use System Default

Remate Phones Cone

Remotel = O Tkbps
Ei0ore [T 18 @ neret





Region – Remote1_G711
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Device Pools 
 Main Page:
“Central” device pool is used for the central site CUBE (G729)
“Central_Phones” device pool is used for the central site phones.

“Default” device pool is used for the central site CUBE (G711).

“Remote1” device pool is used for the remote site CUBE (G729).

“Remote1_G711” device pool is used for the remote site CUBE (G729).
“Remote1_Phones” device pool is used for the remote site phones.
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Device Pool – Central
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Device Pool – Default
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Device Pool – Remote1
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Device Pool – Remote1_G711
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Route Patterns

Main Page

Note: In this example, users at Central site dial a “9” to get an outside line.  Users at the remote site dial a “7” to get an outside line.
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Route Pattern for Central Site International Calls
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Route Pattern for Central Site Long Distance Calls
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Route Pattern for Central Site N11 Calls 
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Route Pattern for Remote Site International Calls
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Route Pattern for Remote Site Long Distance Calls
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Route Pattern for Remote Site N11 Calls
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IOS conference bridge on the CUBE
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Transcoder configuration
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Note: If your network will support more than one codec flavor, it is recommended to have a transcoder resource on Cisco Unified CM.

Sample IOS gateway configuration for transcoder registration to Cisco Unified CM

voice-card 0

dsp services dspfarm

!

sccp local FastEthernet0/0

sccp ccm 172.20.110.254 identifier 1

sccp

!

sccp ccm group 1

associate ccm 1 priority 1

associate profile 1 register mtp001121fb3644

!

dspfarm profile 1 transcode

codec g711ulaw

codec g711alaw

codec g729br8

codec g729r8

codec g729abr8

codec g729ar8

maximum sessions 27

associate application SCCP

 IP phone sample configurations

 Central Site
[image: image60.png]=18]x]

Back + & - (D [9) 4| QSeach [ilFavotes GMeda 3| By b W ] & v | (D 78 | Foecsalg /60
Search the Web | (Seach -] Addess [ ps 7177165 210155 0443/ ccmadminfgendeiceE it doe
Lnks @] Custonize ks 2] Free Hoimal | Windows & Windows Meda 78 Netsoape 5P Ty $395 32 et Free Musio Ty AOL Now!

Y- > ese B

Cisco Unified CM Administration Cisco Unified CM Administration ]| GO

For Cisco Unified Communications Solutions

Shse002 5082t stes 0T T50end 1] @B

cisco

System v CallRouing v MediaResources v VoiceMal v Device v Appication v User Management v Bulk Adminstration v Help ~

o Reloted Links: ST I I
(Jsme Homee [ coy @yrese o saanen

Phane Configurat

[—Association Information [~Phone Type
oty B Femn Product Type:  Cisco 7911
Device Protocol: SCCP
1 emsline [11- 7323301077 (no partiion:
2 hene [~Device Information
o | € el Registration Registered with Cisco Unified Communications Manager 177.168.240.155
S 1? Address 1771662002
4 @gaddanewsp WAC Address* [Oo1906a4551L
5 Ggaddanewsp Deseription Fazsanior
6 Sgaddanewsp Device Pool* Central_Phones =] view Details
B - Commen Device < Mone > 5] view Details
Unassigned Assaciated Items SR ] view petails
7 smsline[2]- Add anew DN Phane Button Template*  [Stamdard 7911 |
6 Ggaddanewsp Softiey Template <Tone > |
o | sy Comman Phane Profile*  [Standard Camman Phane Prfie |
10 None Calling Search Space < None > |
ABR Calling Search Space [ None = |
Media Resource Group List [WRGL-Z |
User Hold MOH Audio one = |
Source

Eibore [

2 @ Intemet




[image: image61.png]rosoft Internet Explorer =191
Fie Edl Vew Favoies Toos Help

Gk - & - @ [ 4| QSeach (alFavaites @Meda 8| B 2b Wl =] & & | (D 78 | Forecas [y /60
Search the web [ [[Seatch [] Address [&] hps./17.166.240.155:8443/ccmadmin/ gendevice di. dokey=b00deas? 9042 4bah 4¢3 40706796ck6d._ =] B0
Links | Customizs Links & ]Fres Hotmal & Windons | Windows Media 7 Netscape ISP Tiy 11 $395 33 GetFree Music T ADL Now!

Y- > ese B

Cisco Unified CM Administration Cisco Unified CM Administration x|} GO

For Cisco Unified Communications Solutions

System v CallRouing v MediaResources v VoiceMal v Device v Appication v User Management v Bulk Adminstration v Help ~

Phone Configuration Related Links: PRSI -
@we Yoo [ comr Rt S s

Location™ Hub_fane |
AR Group < Mone > I”|
User Locale < Mone > I”|
Network Locale, < Mone > I”|
Built In Bridge* Default I”|
Privacy® Default I”|
Device Mability Mode* Default T view Curret Device.
Mobilit Settings

Owner User 1D < one > I”|
Phone Personalization®  [Gafault I”|
Phone Load Name

¥ 15 Active

I 1anore Presentation Indicators (internal calls only)
¥ allow Control of Device from CTI

¥ Logged Into Hunt Group

™ Remote Device.

[—Protocol Specific Information
Packet Capture Mode * Ione

|
Eibore [T 18 @ neret





[image: image62.png]rosoft Internet Explorer =191
Fie Edl Vew Favoies Toos Help

Gk - & - @ [ 4| QSeach (alFavaites @Meda 8| B 2b Wl =] & & | (D 78 | Forecas [y /60
Search the web [ [[Seatch [] Address [&] hps./17.166.240.155:8443/ccmadmin/ gendevice di. dokey=b00deas? 9042 4bah 4¢3 40706796ck6d._ =] B0
Links | Customizs Links & ]Fres Hotmal & Windons | Windows Media 7 Netscape ISP Tiy 11 $395 33 GetFree Music T ADL Now!

Y- > ese B

Cisco Unified CM Administration Cisco Unified CM Administration x|} GO

For Cisco Unified Communications Solutions

System v CallRouing v MediaResources v VoiceMal v Device v Appication v User Management v Bulk Adminstration v Help ~

Phone Configuration Related Links: PRSI -
@we Yoo [ comr Rt S s

Packet Capture Duration 0

Presence Group* Standard Presence group

Device Security Profile® Ciseo 7911 - Standard SCCP Non-Secure Profile
SUBSCRIBE Calling Search Space [~ fians >

L e bl

I Unattended Port
I Require DTMF Reception
™ RFC2833 Disabled

[ Certification Authority Proxy Function (CAPF) Information—————————————
Certificate Operation* o Pending Operation

Ll e

Authentication Mode* By Nl String

Authentication String

CETErEETY

Key Size (Bits)* 1024

Operation Completes By 710 | [5 | [21 | [12 ] (vvry:mm:DD:HH)

Certificate Operation Status: None
Note: Security Profile Contains Addition CAPF Settings.

—Fxternal Data | nratians Tnfarmatinn (1 pave hlank ta nse defantt)

Eibore [ [ I8 @ meret





[image: image63.png]rosoft Internet Explorer
Fle Edt Vew Favotes ook Hep

=18]x]

Back + & - (D [ 4| QSeach [ilFavoies GMeda F| Ty cp i o] & o | D 7

[

Search the web [ [[Seatch [] Address [&] hps./17.166.240.155:8443/ccmadmin/ gendevice di. dokey=b00deas? 9042 4bah 4¢3 40706796ck6d._ =] B0

Links ] Customize Liks & Free Holmall €| Windows & Windows Media 754 Netscape ISP Try 1 $9.95 34 Get Fiee Music Try AOL Now!
&

Y- > ese B

Cisco Unified CM Administration

For Cisco Unified Communications Solutions

System +  CallRouting +  MediaResources v Volos Mall

Phone Configuration

FER O

Device v Applcation ~  Lser Managemert +  Bulk Adriistration +

CCEE RIS e ack To Find/List o
cony @ reset L asenew

[—Esternal Data Locations Information (Leave blank to use default) —————————————————

Information

Directory

Messages

Services

Authentication Server

Proxy Server

1dle

1dle Timer (seconds)

Cisco Unified CM Administration ]| GO

[—Extension Information

T Enable Extension Mobility

Log Out Profile [~ ise Current Device Settings -
LoginTime < Nane >
Log out Time < Nane >

[—MLPP Information:

MLPP Domain [ < fions >

198 Tndivatinn* T

Eibore

2 @ Intemet




[image: image64.png]rosoft Internet Explorer =191
Fie Edl Vew Favoies Toos Help

Gk - & - @ [ 4| QSeach (alFavaites @Meda 8| B 2b Wl =] & & | (D 78 | Forecas [y /60
Search the web [ [[Seatch [] Address [&] hps./17.166.240.155:8443/ccmadmin/ gendevice di. dokey=b00deas? 9042 4bah 4¢3 40706796ck6d._ =] B0
Links | Customizs Links & ]Fres Hotmal & Windons | Windows Media 7 Netscape ISP Tiy 11 $395 33 GetFree Music T ADL Now!

Y- > ese B

Cisco Unified CM Administration Cisco Unified CM Administration x|} GO

For Cisco Unified Communications Solutions

System v CallRouing v MediaResources v VoiceMal v Device v Appication v User Management v Bulk Adminstration v Help ~

Phone Configuration Related Links: PRSI -
@we Yoo [ comr Rt S s

MLPP Indication* [Dafault

I |
I

MLPP Preemption* [Gafault

[—Da Not Disturb.
™ Do Not Disturb
DD Option* Ringer OFF

L b

DND Incoming Call Alert [~ Nane =

[—Secure Shell Information
Secure Shell User

Secure Shell Password

[—Product Specific Configuration Layout:

I Disable Speakerphone

™ Enable Group Listen
Forwarding Delay* P — |
PC Port * Enabled 7

Settings Access* Enabled E

Eibore [T 18 @ neret

J





[image: image65.png]rosoft Internet Explorer =191
Fie Edl Vew Favoies Toos Help

Gk - & - @ [ 4| QSeach (alFavaites @Meda 8| B 2b Wl =] & & | (D 78 | Forecas [y /60
Search the web [ [[Seatch [] Address [&] hps./17.166.240.155:8443/ccmadmin/ gendevice di. dokey=b00deas? 9042 4bah 4¢3 40706796ck6d._ =] B0
Links | Customizs Links & ]Fres Hotmal & Windons | Windows Media 7 Netscape ISP Tiy 11 $395 33 GetFree Music T ADL Now!

Y- > ese B

Cisco Unified CM Administration Cisco Unified CM Administration x|} GO

For Cisco Unified Communications Solutions

System v CallRouing v MediaResources v VoiceMal v Device v Appication v User Management v Bulk Adminstration v Help ~

Phone Configuration Related Links: PRSI -

v P osee [ cony s s

Gratuitous ARP* [osabled [
PC Voice VLAN Access* [Enabled [
video Capabilties* [osabled [
web Access* [Enabled [
Span to PC Port* [osabled [
Logging Display* [ecomtrolled &

Load Server

RTCP* Disabled 7

“mare" Soft Key Timer g
Auta Cal Select® Enabled B
Log Server

advertise G.722 Codec* [Use System Default 5]
Widsband Handset UL Control* T - |
Wideband Handset* [Use Phone Defaut 1]
Peer Firmware Sharing* [Oiabled &
Ciseo Discovery Protocel (CDP): Swich Port* T - |
Cisco Discovery Protocal (CDP): PC Port* lenabled &
Link Layer Discovery Protocol - Medis Endpoint | |
Eibore [T 18 @ neret





[image: image66.png]Fle Edt Vew Favotes ook Hep

rosoft Internet Explorer

=18]x]

Back + & - (D [ 4| QSeach [ilFavoies GMeda F| Ty cp i o] & o | D 7

[

Search the Web [

(Semch -] Addess [) hip /7177165 240 155 8483/ccmadnngenice i ks eyeb0deasd 3042 doc e 4070755006 =] 6

Links ] Customize Liks & Free Holmall €| Windows & Windows Media 754 Netscape ISP Try 1 $9.95 34 Get Fiee Music Try AOL Now!
&

Y- > ese B

Cisco Unified CM Administration
For Cisco Unified Communications Solutions

System +  CallRouting +  MediaResources v Volos Mall

Phone Configuration

FER O

— Save| _Dolete | _copy | _eset | _adew

e T —

R ST —

Advertise G.722 Cadec™
Wideband Handset UI Cantral*

Wideband Handset*

Peer Firmuare Sharing*

Cisca Discovery Protacol (CDP): Switch Part®
Cisco Discovery Protocol (CDP): PC Port*

Link Layer Discovery Protocol - Media Endpoint
Discover (LLDP-MED): Switch Part*

Link Layer Discovery Protocol (LLDP): PC Port*
LLDP Asset ID

LLDP Power Priarity*

Display Refresh Rate*

Cisco Unified CM Administration ]| GO

Device v Applcation +  Lser Managemert ~  Bulk Administration = Helo +

CCEE RIS e ack To Find/List o

Juse System Default
lenabled &
[Use Phone Default 5]
[Oiabled &
lenabled &
lenabled &
lenabled &

Enabled 7

I —

78 Hz 7

Eibore

[T 18 @ neret




IP Phone Sample Configuration – Remote Site
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Set G.729 codec to 30 byte payload 
(required to achieve the lowest bandwidth per call)
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Under Service Parameters menu, set “Preferred G.729 Millisecond Packet Size” to 30 (from the default of 20).

Turning Silence Suppression on /off
Silence Suppression can be turned on or off from the “Service Parameters” menu.
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To turn Silence Suppression off: 

1) Set “Silence Suppression” to false.

2) Set “Strip G.729 Annex B (Silence Suppression ) from Capabilities to “true”

To turn Silence Suppression on:

1) Set “Silence Suppression” to true.

2) Set “Strip G.729 Annex B (Silence Suppression ) from Capabilities to “false”

Enabling PRACK for early-media negotiation
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Note: PSTN network call prompters that utilize early-media cut-through to offer menu options to the caller (DTMF select menu) before the call is connected. In order for the CUCM/CUBE solution to achieve successful early-media cut-through the CUCM to CUBE call leg must be enabled with SIP PRACK. To enable SIP PRACK on Cisco Unified CM you must set the parameter “SIP Rel1XXX Enabled” to “True”. The parameter is found under System->Service Parameters-><Server Name or IP address>->Cisco CallManager (service)->Clusterwide Parameters (Device-SIP), in the Cisco Unified CM.

 (Optional) SIP Trunk  for fax interface  (fax is connected via FXS port on an IOS Gateway) 
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Route Pattern for SIP Gateway
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Configuring the Cisco IOS Gateway for T.38 using SIP

Critical commands have been bolded

term length 0

Lima#sh run

Building configuration...

Current configuration : 6148 bytes

!

version 12.4

service timestamps debug datetime msec

service timestamps log datetime msec

no service password-encryption

!

hostname Lima

!

boot-start-marker

boot-end-marker

!

logging buffered 51200 warnings

enable password cisco

!

no aaa new-model

dot11 syslog

ip cef

!

!

!

!

no ip domain lookup

ip domain name yourdomain.com

multilink bundle-name authenticated

!

!

voice-card 0

!

!

!

voice service voip 

 h323

!

!

voice class codec 1

 codec preference 1 g729br8 bytes 30

 codec preference 2 g729r8 bytes 30

!

!

!

interface FastEthernet0/0

shutdown

 speed 100

 full-duplex

!

interface FastEthernet0/1

 ip address 177.168.240.25 255.255.255.0

 duplex auto

 speed auto

!

!

ip forward-protocol nd

ip route 0.0.0.0 0.0.0.0 177.168.240.1

!

!

ip http server

ip http access-class 23

ip http authentication local

ip http secure-server

ip http timeout-policy idle 60 life 86400 requests 10000

!

control-plane

!

!

!

voice-port 0/0/0

!

voice-port 0/0/1

!

!
dial-peer voice 1999 voip

 description outgoing fx call to AT&T

 destination-pattern 91..........

 rtp payload-type nse 99

 rtp payload-type nte 100

 voice-class codec 1

 session protocol sipv2

 session target ipv4:177.168.240.155

 dtmf-relay rtp-nte

 fax-relay sg3-to-g3

 fax rate 14400 bytes 48

 fax protocol t38 ls-redundancy 0 hs-redundancy 0 fallback pass-through g711ulaw

!

dial-peer voice 4060 voip

rtp payload-type nse 99

 rtp payload-type nte 100

 voice-class codec 1

 session protocol sipv2

 session target ipv4:177.168.240.155

 incoming called-number 732330105.

 dtmf-relay rtp-nte

 fax-relay sg3-to-g3

 fax rate 14400 bytes 48

 fax protocol t38 ls-redundancy 0 hs-redundancy 0 fallback pass-through g711ulaw

!

!
dial-peer voice 4067 pots

 description Fax test set

 destination-pattern 7323301050

 port 0/0/0

 forward-digits 0

!
dial-peer voice 4068 pots
 description Fax test set

 destination-pattern 7323301051

 port 0/0/1

 forward-digits 0

!

!

line con 0

 login local

line aux 0

line vty 0 4

 access-class 23 in

 privilege level 15

 login local

 transport input telnet ssh

line vty 5 15

 access-class 23 in

 privilege level 15

 login local

 transport input telnet ssh

!

Acronyms

	Acronym 
	Definitions

	AT&T BVoIP
	AT&T Business Voice over Internet Protocol

	AT&T VPN
	AT&T Virtual Private Network (aka AVPN)

	CE
	Customer Edge

	Cisco GW
	Cisco Gateway    

	CSU/DSU
	Channel Service Unit/Data Service Unit

	CUBE
	Cisco Unified Border Element

	CUCM
	Cisco Unified Communications Manager

	DSP
	Digital Signal Processor

	DTMF
	Dual Tone Multi-Frequency

	FXS
	Foreign Exchange Station

	GW
	Gateway

	HIPCS
	A specific type of AT&T PER

	MGCP 
	Media Gateway Control Protocol

	MTP
	Media Termination Point

	PER
	Provider Edge Router

	PSTN
	Public Switched Telephone Network

	PVDM
	Packet Voice Data Module

	RTP; cRTP
	Real-time Transport Protocol ; compressed Real-time Transport Protocol

	SCCP 
	Skinny Client Control Protocol

	SDP
	Session Description Protocol

	SIP
	 Session Initiation Protocol

	 TDM
	Time Division Multiplex


This Customer Configuration Guide ("CCG") is offered as a convenience to AT&T's customers.  The specifications and information regarding the product in this CCG are subject to change without notice.  All statements, information, and recommendations in this CCG are believed to be accurate, but are presented without warranty of any kind, express or implied, and are provided “AS IS”.  Users must take full responsibility for the application of the specifications and information in this CCG. 

In no event shall AT&T or its suppliers be liable for any indirect, special, consequential, or incidental damages, including, without limitation, lost profits or loss or damage arising out of the use or inability to use this CCG, even if AT&T or its suppliers have been advised of the possibility of such damage.
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� This command enables CUBEs basic IP-to-IP voice communication feature.





� This command enables T.38 fax at a global level, meaning all VoIP dial-peers not configured for a specific fax protocol will utilize this setting. If T.38 protocol should be applied to individual dial-peers only this command must be disabled using the “no” form of the command and configure the command under the appropriate dial-peers





� These commands are used to bind SIP signaling and media established via the SIP signaling to interface loopback 1. This makes sure that all SIP handling is done using the single interface and no other intreface which prevents possible SIP signaling loops or errors. If you are using two interfaces (inside interface, outside interface) to provide address-hiding these commands are not necessary.


� This command allows for SIP error messages to pass-through end-to-end without modification through CUBE.





� This command must be enabled at a global level to maintain integrity of SIP signaling between AT&T network and Cisco Unified CM across CUBE.





� This command allows for privacy settings to be transparently passed across between AT&T network and Cisco Unified CM. The command can be set either at a global level, as it is in this example, or it can be set at the dial-peer level.





� This command allows CUBE to negotiate all flavors of G729 codec and must be configured in order to interoperate seamlessly across AT&T’s BVOIP services. The command can be enabled either globally, such as in this example, or per dial-peer basis using the “voice-class sip g729 annexb-all” command.





� This command enables multiple codec support and performs codec filtering required for correct interoperability between AT&T SIP network and Cisco Unified CM.





� Cisco IP phones registered to Cisco UCM using SIP protocol will not support g729 with annexB. If you are registering phones to Cisco UCM using SIP protocol remove this “codec preference 1 g729br8” command from your voice class codec list.





� The “codec preference” commands also controls the payload packet size.  Use “codec preference 1 g729r8 bytes 30” to set your payload packet size rate to 30 bytes. Make sure you match the packet size rate set on CUBE to the packet size rate set on CISCO UCM, see  CISCO UCM config for details.





� If using a 4 digit extension, this SIP profile expands the Diversion header number from a 4-digit extension to a full 10-digit DID number in order to obtain interoperability with AT&T’s HIPCS (NSN) served users during call-forward calls. Note: Customer must modify the “352610” in this statement to reflect the site specific TN’s





� This SIP profile removes the SDP attribute “T38FaxFillBitRemoval:0” from a Cisco IOS gateway upspeed Re-INVITE (inbound call to CPE). Some SIP components within AT&T’s SIP core do not support the “:0” as the boolean value, instead some AT&T devices interpret the full attribute as the boolean value (1=attribute present, 0=attribute not present). For this reason we remove the attribute completely to achieve fax t.38 interoperability across AT&T’s entire SIP core.





� This SIP profile is required in order to advertise the ptime=30 attribute in the outgoing SIP INVITE from CUBE to AT&T, currently RFC’s do not have a standard method to advertise ptime values for each offered codec within a SDP offering with multiple codecs. This SIP profile allows for CUBE to include the ptime attribute with a value of 30ms.


� This command enables DSP farming, allowing DSP resources to register to Cisco Unified CM as MTP, CFB or Transcoder devices





� Commands to configure DSP resources as conference bridge (CFB) device for Cisco Unified CM


� Assigns voice class codec 20 settings to dial-peer (codec support and filtering)





� This command forces RFC2833 RTP packets to utilize symmtric payload-type values between the SIP call-legs. This command is optional.


� The asserted-id pai command enables the delivery of caller id information using P-asserted-ID method, across the SIP trunk, on CUBE. This command can be enabled at the global level under “voice service voip” to affect all SIP dial-peers or under a specific dial-peer to only affect the dial-peer with the command configured.


� This command allows for privacy settings to be transparently passed across between AT&T network and Cisco Unified CM. In this example the command is set at the dial-peer level, you can also set the command at a global level to affect all dial-peers without needing to set the command on each dial-peer.


� This command disables delay offer-to-early offer conversion of initial SIP INVITE message to calls matched to this dial-peer level.  This command only used on “inside” dial peers.  


� This command enables the SIP profiles feature for calls matching this dial-peer.


� This command enables DTMF digit passing using RTP NTE (RFC2833) to calls matching this dial-peer.


� This command enables delay offer-to-early offer conversion of initial SIP INVITE message to calls matched to this dial-peer level.   Used on “outside” dial peers.  





� Dial-peer hunt 1 indicates that dial peers will be selected by the following criteria 1) longest match in phone number,2)  explicit preference and 3) random selection.  This creates a load balancing across multiple dial-peers with the same destination-pattern and the same preference.


� This command enables CUBEs basic IP-to-IP voice communication feature.





� This command enables T.38 fax at a global level, meaning all VoIP dial-peers not configured for a specific fax protocol will utilize this setting. If T.38 protocol should be applied to individual dial-peers only this command must be disabled using the “no” form of the command and configure the command under the appropriate dial-peers





� These commands are used to bind SIP signaling and media established via the SIP signaling to interface loopback 1. This makes sure that all SIP handling is done using the single interface and no other intreface which prevents possible SIP signaling loops or errors. If you are using two interfaces (inside interface, outside interface) to provide address-hiding these commands are not necessary.


� This command allows for SIP error messages to pass-through end-to-end without modification through CUBE.





� This command must be enabled at a global level to maintain integrity of SIP signaling between AT&T network and Cisco Unified CM across CUBE.





� This command allows for privacy settings to be transparently passed across between AT&T network and Cisco Unified CM. The command can be set either at a global level, as it is in this example, or it can be set at the dial-peer level.





� This command allows CUBE to negotiate all flavors of G729 codec and must be configured in order to interoperate seamlessly across AT&T’s BVOIP services. The command can be enabled either globally, such as in this example, or per dial-peer basis using the “voice-class sip g729 annexb-all” command.





� This command enables multiple codec support and performs codec filtering required for correct interoperability between AT&T SIP network and Cisco Unified CM.





� Cisco IP phones registered to Cisco UCM using SIP protocol will not support g729 with annexB. If you are registering phones to Cisco UCM using SIP protocol remove this “codec preference 1 g729br8” command from your voice class codec list.





� The “codec preference” commands also controls the payload packet size.  Use “codec preference 1 g729r8 bytes 30” to set your payload packet size rate to 30 bytes. Make sure you match the packet size rate set on CUBE to the packet size rate set on CISCO UCM, see  CISCO UCM config for details.





� If using a 4 digit extension, this SIP profile expands the Diversion header number from a 4-digit extension to a full 10-digit DID number in order to obtain interoperability with AT&T’s HIPCS (NSN) served users during call-forward calls.





� This SIP profile removes the SDP attribute “T38FaxFillBitRemoval:0” from a Cisco IOS gateway upspeed Re-INVITE (inbound call to CPE). Some SIP components within AT&T’s SIP core do not support the “:0” as the boolean value, instead some AT&T devices interpret the full attribute as the boolean value (1=attribute present, 0=attribute not present). For this reason we remove the attribute completely to achieve fax t.38 interoperability across AT&T’s entire SIP core.





� This SIP profile is required in order to advertise the ptime=30 attribute in the outgoing SIP INVITE from CUBE to AT&T, currently RFC’s do not have a standard method to advertise ptime values for each offered codec within a SDP offering with multiple codecs. This SIP profile allows for CUBE to include the ptime attribute with a value of 30ms.


� This command enables DSP farming, allowing DSP resources to register to Cisco Unified CM as MTP, CFB or Transcoder devices





� Commands to configure DSP resources as conference bridge (CFB) device for Cisco Unified CM


� Assigns voice class codec 20 settings to dial-peer (codec support and filtering)





� This command forces RFC2833 RTP packets to utilize symmtric payload-type values between the SIP call-legs. This command is optional.


� The asserted-id pai command enables the delivery of caller id information using P-asserted-ID method, across the SIP trunk, on CUBE. This command can be enabled at the global level under “voice service voip” to affect all SIP dial-peers or under a specific dial-peer to only affect the dial-peer with the command configured.


� This command allows for privacy settings to be transparently passed across between AT&T network and Cisco Unified CM. In this example the command is set at the dial-peer level, you can also set the command at a global level to affect all dial-peers without needing to set the command on each dial-peer.


� This command disables delay offer-to-early offer conversion of initial SIP INVITE message to calls matched to this dial-peer level.  This command only used on “inside” dial peers.  


� This command enables the SIP profiles feature for calls matching this dial-peer.


� This command enables DTMF digit passing using RTP NTE (RFC2833) to calls matching this dial-peer.


� This command enables delay offer-to-early offer conversion of initial SIP INVITE message to calls matched to this dial-peer level.   Used on “outside” dial peers.  





� Dial-peer hunt 1 indicates that dial peers will be selected by the following criteria 1) longest match in phone number,2)  explicit preference and 3) random selection.  This creates a load balancing across multiple dial-peers with the same destination-pattern and the same preference.
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