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Overview

The AT&TGlobal Network Cliens a program that enables yoitac OS®X computerto easily connect to
the Internetk YR @2 dzNJ O2YLJI y2Qa LINAGIGS ySis2N]

UsingThis Document

This document is intended faill users ofthe ART Global Network Client for Ma&s a tool to understand
the basic function and configuration of the client.

The reader is assumed to have basic knowleafgdac OS nd computer networking.

This documat may refer you to your Help Desk or Customer Accdurhinistratorfor additional help
on various topics. Your Customer Account Administrator is an employee at your compaogwh
provide you with additionbsupport and is usually a technical resource for your company.
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AT&T Global Network Clie@wverview

The AT&T Global Network Client for Mac is software ihdesigned t@llow Mac OS devices to easily
accesstheIntdd/ SG Ty R @2dzNJ O2YLI yeQa LINAGFGS ySie2N)] F
provides a simple, powerful interface that detects and connects over cellulafj,\&@nd broadband

networks. It also provides idepth diagnostic logging.

Preparing foinstdlation

SystemRequirements

The AT&T Global Network Client for Mac and its components are supported on the following operating
systems and hardware. (The AT&Ibbal NetworlkClienthas not been formally testedn other operating
systems and lesser hardvegr

Operating System Hardware

Mac OS 1®.or 10.10 80 MB free disk space
Wi-Ficonnection: wireless adapte

Mobility connection:AT&T BeamAT&T
USBConnect Momentumy AT&T
A USBConne&hockwae

Administrator Rights
Required : The user must
have Mac OS
administrator rights when
the installation is

executed.
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Requirements foinstallationand Use

Before starting the AT&T Global Network Client for Mac installation and setup, verify you have the
information required in the following checklist. If you are missing any information, please contact your
Customer Accourddministrator.

1 MacOS aministrator rights to install or upgrade

1 Hardware/Equipment necessary to establish basic network connectivity. For example, an existing
Internet connection via cable or DSL -Mijor Mobility modem/card.

For credential driven connections:
M1 Account
f UserlD

1 Password

Obtaining the AT&T Global Network Client

The AT&TGlobal NetworlkClientcan bedownloaded from the public Internet JRUisted below) If you
have previously installethe AT&T Global Network éfit from a private FTP/Intranet download location,
you may be using a custom version of the ATHdbal NetworlClient; contact your Customer Account
Administrator to request an updated version.

Package Download

Client Package http://www.corp.att.com/agnc/mac/agnc_mapkg

Figurel: Download Location Table
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Installation

UpgradingPreviousReleases

If you already havéhe AT&T Global Network Client for Miastalled on your workstation it will be
uninstalled during the upgrade. Your profiles will be saved during an upgrade.

Installation

Begin the installation by doublelicking on thenstallation packageon your installation media (USB drive,
software download, etc.).

Client Installation Package
AT&T Global Network Client for Mac agnc_ macpkg

Figure2: Installation Package File Name

‘s Install AT&T Global Metwork Client

Welcome to the AT&T Global Network Client Installer

Step 1

ClickContinueon the
Introduction windowto continue.

You will be guided through the steps necessary to
install this software.

Go Back | Continue |

Figure3: Installation Itroduction Window
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Step 2

You must agree to the Licensgreemento
continue. CliciContinueand Agreeto the terms
and conditions.

Step 3

Select the disk where you would like to install the
AT&T Global Network Client and cli@¢&ntinue

Step 4

The installation will display how much disk space
required for the installation and provides an
opportunity to change it prior to installing. Click
Install to begin the installation.

8 00

‘w Install AT&T Global Network Client

Software License Agreement

| English 3

Program License Agreement

EXTENDED ACCESS USERS - IF ¥OU ARE USING THE EXTENDED ACCESS FEATURE OF THIS
PROGAAM AND TS SERVICE N THAN v
BASIE, YOUR SYETEMS ADMINISTRATOR MUST PROVIDE YOU WITH AN APPROPRIATE LICENSE FOR
USE OF THIS PROSRAM. IF YOUR SVSTEMS ADMINISTRATOR DOES NOT PROVIDE YOU WITH SUCH
AN AGREEMENT, THEN DO NOT USE THIS PROGRAM AS VOU ARE NOT LCENSED TO USE IT. WHILE
‘THE LICENSE PROVIDED B YOUR SYSTEME ADMINISTRATOR SHALL SUPERCEDE THE LCENSE
TERMS THAT ARE PRESENTED BELOW, PLEASE CLICK THE"ACCEPT* BUTTON BELOW TO PROCEED
WITH INSTALLATION OF THIS PROGRAM

OTHER USERS - YOU SHOULD CAREFULLY READ THE FOLLOWING TERMS. YOUR INSTALLATION OF
THE PROGRM! INDICATES YOUR ACCEPTANCE OF THESE LICENSE TERMS,

PLEASE READ THIS AGREEMENT CAREFULLY BEFORE INSTALUNG THE PROGRAM. ATAT GLOBAL
NETWORK SERVICES, LLC_["ATAT") OR THE LOCAL SERVICE PROVIDER WILL ONLY LCENSE THE
PROSAAN TOYOU IF YOU FIRST ACCEPT THE TERM S OF THIS ASREEMENT BY INSTALLING THE
PROGAAN. IF YOU DO NOT AGREE TO THE TERMS OF THIS AGREEMENT, 0O NOT USETHE
PROGAAM; ETHER RETURN OR DESTROY VOUR COPY.

sy arvd uso of e program,

rd O “Propam). Thsk arveed o Vou by o ATAT
o tha local sanvice pravidr {"Wer” or "Lz in Yau courtry. A listof lacal sanvica providkors and amy courry s
sorma s included a7 o el o s Program Liconso Agraamernt.

Tho Programs coniamedin iz pack: Usars i o vy e
ans may ot usa the Pragram cartained in iz Packag o upgrada any Programs i Vo did nat okmsin o Us.

| Print... | | Save. | | GoBack || Continue |

Figure4. License Agreement Window

‘4 Install AT&T Clobal Network Client

Select a Destination

Select the disk where you want to install the AT&T Clobal
Network Client software.

Macintosh HD
488.55 GB available
499.25 GB total

8 00

Installing this software requires 72.5 MB of space.

| CoBack | | Continue

Figureb: Select Destination

‘e Install AT&T Global Network Client

Standard Install on “Macintosh HD"

This will take 72.5 MB of space on your computer.

Click Install to perform a standard installation of
this software on the disk "Macintosh HD".

| Change Install Locat .

| Customize | GoBack | | Install

Figure6: Installation Type
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Step 5

Enteryour localMac OSadministrator
NameandPasswordo authorizethe

‘w Install AT&T Global Network Client

Standard Install on “Macintosh HD"

installation.If you are unsureof the
credentialsor do not havethe
requiredpermissionscontactyour
Customer Account Administrato€lick
Install Softwareto continue

Whenthe installation has completed, you will
see a dialog to let you know that your
computer must be restarted in order for the
AT&T Global Network Clietd be ready to
use. CliclRestartin order  restart your
workstation.

n
&

Installer is trying to install new software. Type
your password to allow this.

Name: [ My Username

Password: |

| Cancel | | Install Software |

| Change Install Location... |

Customize

| GoBack | Install

Figure7: Installation

‘e Install AT&T Clobal Network Client

The llation was cc

pleted successfully.

The installation was successful.

The software was installed.

Click Restart to finish installing the software.

Figure8: Installation Complete
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Mobility Kernel Extensioninstallation

The installatiorof the AT&T Global Network Clieinstalls kernel extensions to enable use of the
supported Mobility devices. Appendix A contains the list of Mobility Devices supportbe By &T
Global Network Client
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Connecting to théNetwork

Most users are able to establish anmection with no manual configuration prior to their first connection.
The AT&TGlobal NetworlkClientis designed tanclude an Automatic Connectidaature which will
attempt a connection ovethe possible network types installed on your computer.

Starting the AT& Global NetworlClient

To launch the AT&Global Network Cliembpen the Launchpad and
click theAT&T Global Network Cliencon.

Mg 10D O TSI TENT
Connecting
Step 1

Figure9:
AT&T Global Network Client Ico

To connect, click thbiggreenConnectoutton on theMain Windowor click on theConnectutton
underneath the method desired, e.g. \Wi.

800 AT&T Global Network Client
e © (oo n
‘Welcome to AT&T Devices Maintenance & Support Profiles

Wi-Fi

Click the CONMECT button at right or
on one of the available networks below,

—
iy

Mabile
Figurell:
A % Wi-Fi Connect Button
Figure 10: Main Window
© 2015 AT&T Intellectual Property. All rights reserved. AT&T, the AT&T logo and all other AT&T marks contained herein are trademarks of AT&T Intellectual Property and/or
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Step 2
X . 000 AT&T Global Network Client
The first time you connect the AT&3Jlobal 3 n
Network Cllenw'” prompt you to enter your "\«'r'eI:c"lr??:gJAT&T Devices. Maintenance & Support Profiles
Account User ID andPassword Select theService ProfilaiName. | My Profile
you wish to use to connect. This information O Connect without credentials
shouldhave been provided to you by your (+) Use these credentials
O 2 Y LJI Ghgtdmar Accourddministrator. If you Account  account
are unsure of the type of service, please check w User ID  userid
your Customer AcountAdministrator. There are ST T
two types of networkconnections. | Internet Access

(= IPSec VPN Tunnel - Company Intranet

1 Internet Accesg With this option, yu can
choose to connect to the Internemnly. This Cancel
option can beused if you are on a mobile ——
computer at an AT&T or AT&T Partner o
Mobile Wi-FiHotspot

{1 IPSec VPN TunneThis option will allow _ N _ _
82dz G2 O2yy 800 G2 @& Figurel2: Initial ProfileCreation
network over an existing broadband
connection, over an AT&Wi-Fior AT&T partneiWi-Fihot spot, or using your supported AT&T
mobility device

If you are only usigpthe AT&T Global Network Clietd connect to the Internet using an AT&T mobility
device and youCustomer Account Administrattwas not provided you any credentials, select the
Connect without credential®ption to connect without entering any credentgal ClickDKto continue
the connection.
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Step 3 006 6 AT&T Global Network Client

© n

Welcome to/ ATGT Davices Maintenance &.Support orofiles

After you click OK and your profile has been
created, you will be prompted for the password

Please enter your local MAC OS user name and password

you will use to connectThe password prompt Dear bt | MAC developer

dialog also allows you to change the profile yot Password: eessses

are going to use to connect if you have multiple ¥/ Save username and password in Keychain
profiles defined. Enter your password in the Please enter your AT&T service information

Password field and click OK to begin the Profile My profile v
connection. g i

Account account

User ID userid

TokenAuthentication Password |
If you are using an authentication type which Cancel oK |

requires a PIN and token, enter your PIN w
immediately followed by the current token in

the Password field.

If your token is in the New PIN state when you
initiate the connection, the AT&T Global
Network Client has been designed to prompt yowenter your new PIN.

Figurel3: Prompt for Password

If your token $in the Next Card Code required state when you initiate the connection, the AT&T Global
Network Client has been designedgmmpt you for your next card code after you have successfully
authenticated using your cuent PIN and token.

0 06 AT&T Global Network Client 000 AT&T Global Network Client

Please re-enter new PIN: Wait for token to change, then enter the new tokencode:

J ]

1:20 0:40

—
"~

Figurel4: Prompt for New PIN Figurel5: Prompt for Next Card Cod
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Software Token Authentication

If the RSA SecurelBoftware Token Authenticator is installed, the AT&T Global Network Client will
recognize iandissue a prompt asking if the Software Token should be used for authentication.

Use RSA SecurelD Software Token?

RSA SecurelD Software Token Authenticator is
installed on your computer. Would you like to use it

to authenticate with this profile?

| NO | [ ¥Es |

Figurel6: Prompt for Next Card Cod

lfthel yasSN) A& a, Sd¢é3x GKS ONBRSYi(GAlIfa aONBSy oAt f
AT&T Global Network Client will automatically obtain the token code during authentication using the PIN
you entered.

000 AT&T Global Network Client

Please enter your local MAC OS user name and password

User name: [MacOsUserName

Password: ‘--o.o--

(M Save username and password in Keychain

Please enter your AT&T service information

Profile | MyProfile 2
+ —

Account l MyAccount
User ID  MyUserld
Enter PIN | eseed|
(™ Use Software Token

| Cancel ]M

Figurel7: Prompt for PIN.
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GenericChallengeResponseAuthentication

The AT&T Global Network Client includes
support for generic challenge/response e
authentication, in addition to the NewlR = 2
and Next Card Code challenge/response - '
scenarios. This support is useful if your
company uses one of a variety of
challenge/response authentication
YSGK2RAX Ay Of dzRAY 3

AT&T Clobal Network Client

Window

Enter digits from your static grid card for A3 C4 F5

like. Generic challenge/response support I |
requires the appropriateonfiguration in 1:03
the AT&T authentication server. When [ Cancel | [mOK)

properly configuregdthe AT&T Global
Network Clienwill display the challenge
text from your compag Quadthentication
servers and provide you the opportunity tc
enter the appropriate response to
comgpete the authentication.

Figurel8: Generic Challenge/Response

AT&T Global Network Client

@ @ 2

Welcome to AT&T Devices Maintenance & Support Profiles

Connected

Included on theMain Windowwhen
connected are details on the current
connection including the current
connection media and the bytes sent and
received in the last second.

You are now connected W‘
-

You are now connected via Cellular

Connected to: 18135551212

A 9,566 Bytes
95,650 Bytes

Figurel9: Main Window Connected
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Network Awareness

TheCustomer Account Administratshould
detect which networks are currently available
and will enable and disable the connection
panels appropriately. Th€onnectbutton is
programmedsoyou can still attempt to connect,
even if theAT&T Global Network Cliedbes not
recognize an existing connection.

_ Figure20: Main Window: Network Awarenes
Disconnect

To end your segsn click the orang®isconnectutton on theMain Window.

Figure21: Disconnect
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