
NETWORX 
  

 UNIVERSAL  
CONTRACT GS00T07NSD0007 

MOD # - PS422/EFFECTIVE DATE – 2/11/14 

GSA and AT&T Proprietary Page i  
For use pursuant to contract GS00T07NSD0007   Mod PS422/ 1. Table of Contents 

TTEECHHNIICCAL  VVOOLLUUMEE  

TTAABBLLEE  OOFF  CCOONNTTEENNTTSS  

 Table of Contents .................................................................. i 

 List of Figures .................................................................... xci 

 List of Tables ..................................................................... cxi 

 List of Acronyms .............................................................. cxli 

1.0 Technical Volume [L.34.1] .................................................... 1 

1.1 Executive Summary........................................................ ES-1 

1.2 Compliance with RFP Requirements 

1.3  Networx Architecture [L.34.1.3] ......................................... 10 

1.3.1  Approach to Ensure Infrastructure Security [L.34.1.3.1] ....... 17 

1.3.1.a Security Mechanisms and Controls [L.34.1.3.1.a] ................ 19 

1.3.1.b Measures to Protect Against Cyber Attacks [L.34.1.3.1.b] .... 22 

1.3.1.b.1 Network Management Security Protection Methods ............. 22 

1.3.1.b.1.1 Enterprise Network Management ......................................... 23 

1.3.1.b.1.2 IP Network Configuration Management ................................ 24 

1.3.1.b.1.3 Automated Network Provisioning and Configuration Tools ... 24 

1.3.1.b.2 Incident Detection Security Protection Mechanisms ............. 25 

1.3.1.b.3 Incident Response and Remediation Security 

Protection Mechanisms ........................................................ 26 

1.3.1.b.4 Cyber Attack Prevention ....................................................... 28 

1.3.1.b.5 Customer Security Protection Mechanisms .......................... 31 

1.3.1.c Application of Security and Reliability Best  

Practices [L.34.1.3.1.c] ......................................................... 33 

1.3.1.d Approach to Incorporating Security  

Enhancements [L.34.1.3.1.d] ................................................ 35 



NETWORX 
  

 UNIVERSAL  
CONTRACT GS00T07NSD0007 

MOD # - PS422/EFFECTIVE DATE – 2/11/14 

GSA and AT&T Proprietary Page ii  
For use pursuant to contract GS00T07NSD0007   Mod PS422/ 1. Table of Contents 

1.3.1.d.1 Services over IP Security ...................................................... 36 

1.3.1.d.2 Storage Area Networks ......................................................... 36 

1.3.1.d.3 Mobile and Remote Users .................................................... 37 

1.3.1.d.4 Identity Systems ................................................................... 37 

1.3.1.e Certification and Accreditation (C&A)  

Experience [L.34.1.3.1.e] ...................................................... 39 

1.3.1.e.1 AT&T Information Assurance (IA) Team ............................... 40 

1.3.1.e.2 C&A Guidelines .................................................................... 40 

1.3.1.e.3 C&A Documents and Tools .................................................. 41 

1.3.1.e.4 C&A Experience ................................................................... 42 

 

1.3.2  Approach to Ensure Service Quality  

and Reliability [L.34.1.3.2] .................................................... 44 

1.3.2.1 Service Quality and Reliability of the AT&T Network ............ 46 

1.3.2.a Access Arrangements Characteristics  and  

Performance [L.34.1.3.2.a] ................................................... 47 

1.3.2.a.1 Wireline Access .................................................................... 49 

1.3.2.a.2 Broadband Access [L.34.1.3.2.a.2] ....................................... 51 

1.3.2.a.3 Wireless Access ................................................................... 52 

1.3.2.a.3.1 Future Broadband Wireless Offerings................................... 52 

1.3.2.a.3.1.1  ................................................................................... 53 

1.3.2.a.3.1.2  Space  ................................................................ 54 

1.3.2.a.3.1.3  ................................................................................... 55 

1.3.2.b Peering Relationships [L.34.1.3.2.b] ..................................... 55 

1.3.2.b.1 IP Peering ............................................................................. 55 

1.3.2.b.1.1 U.S. Private IP Peering ......................................................... 55 

1.3.2.b.1.2 Domestic Peering Strategy ................................................... 56 

1.3.2.b.1.3 Peering Diversity .................................................................. 57 



NETWORX 
  

 UNIVERSAL  
CONTRACT GS00T07NSD0007 

MOD # - PS422/EFFECTIVE DATE – 2/11/14 

GSA and AT&T Proprietary Page iii  
For use pursuant to contract GS00T07NSD0007   Mod PS422/ 1. Table of Contents 

1.3.2.b.1.4 Global Peering ...................................................................... 57 

1.3.2.b.1.5 Peer Monitoring .................................................................... 58 

1.3.2.b.2 Roaming ............................................................................... 58 

1.3.2.b.2.1 GSM Architecture and Roaming ........................................... 58 

1.3.2.b.2.2 Data Service Roaming and Remote Access ......................... 59 

1.3.2.c Congestion and Flow Control Strategy [L.34.1.3.2.c] ........... 61 

1.3.2.c.1 Congestion and Flow Control ............................................... 63 

1.3.2.c.2 Network Modeling and Intelligent Operational  Support 

Systems ................................................................................ 63 

1.3.2.c.3 Transmission Facilities Restoration Mechanisms ................. 65 

1.3.2.c.4 Switch Facilities and Routing/Congestion Mechanisms ........ 65 

1.3.2.c.5 Wireless Routing/Congestion Mechanisms .......................... 66 

1.3.2.c.6 Router Facilities and Routing/Congestion Mechanisms........ 67 

1.3.2.c.7 Network Reliability and Restoration Capability ..................... 68 

1.3.2.d Approach to Perform Service Delivery Verification 

[L.34.1.3.2.d] ......................................................................... 69 

1.3.2.d.1 Service Assurance Architecture ............................................ 70 

1.3.2.d.2 Service Verification Testing .................................................. 73 

1.3.2.d.3 Service Verification Process ................................................. 73 

1.3.2.d.4 Performance Management Operations Support System ...... 74 

1.3.2.d.5 Network Level Reports ......................................................... 75 

1.3.2.d.6 Service Performance Dashboard .......................................... 76 

1.3.2.e Approach for Time-Sensitive Traffic Quality [L.34.1.3.2.e] .... 77 

1.3.2.e.1 Time-sensitive Traffic in AT&T MPLS Network ..................... 79 

 

1.3.3  Approach to Network Architecture, Convergence, 

Interoperability, and Evolution [L.34.1.3.3] ............................ 84 

1.3.3.a Approach to Providing Integrated Access [L.34.1.3.3.a] ....... 86 



NETWORX 
  

 UNIVERSAL  
CONTRACT GS00T07NSD0007 

MOD # - PS422/EFFECTIVE DATE – 2/11/14 

GSA and AT&T Proprietary Page iv  
For use pursuant to contract GS00T07NSD0007   Mod PS422/ 1. Table of Contents 

1.3.3.a.1 Multi-Service Access (MSA) ................................................. 87 

1.3.3.a.2 Access Network Strategies ................................................... 88 

1.3.3.a.3 Multi-Service Edge (MSE) .................................................... 89 

1.3.3.a.4 Network Evolution ................................................................. 90 

1.3.3.b Overall Network Architecture [L.34.1.3.3.b] .......................... 91 

1.3.3.b.1 Network Reach and Capacity ............................................... 93 

1.3.3.b.2 Reliability .............................................................................. 94 

1.3.3.b.2.1 Optical .................................................................................. 94 

1.3.3.b.2.2 SONET ................................................................................. 96 

1.3.3.b.3 Circuit Switched Voice .......................................................... 97 

1.3.3.b.3.1 Network Disaster Recovery (NDR) Teams ........................... 97 

1.3.3.b.4 Upper Network Layers .......................................................... 98 

1.3.3.b.4.1 MPLS .................................................................................... 99 

1.3.3.b.4.2 Services over IP ................................................................. 100 

1.3.3.b.4.3 Interconnects With Extranets .............................................. 102 

1.3.3.b.5 Management and Security Architecture .............................. 102 

1.3.3.b.5.1 Operations Administration Management and  

Provisioning (OAM&P) ........................................................ 105 

1.3.3.b.5.2 Security Built Into the Network ............................................ 105 

1.3.3.b.6 Standards-based Networking ............................................. 106 

1.3.3.b.7 Technological Evolution ...................................................... 106 

1.3.3.c Network Evolution, Convergence, and Interoperability 

[L.34.1.3.3.c] ....................................................................... 107 

1.3.3.c.1 Evolution of the Core .......................................................... 109 

1.3.3.c.2 Evolution of Interoperability at The Edge ............................ 111 

1.3.3.c.3 Access Mobility ................................................................... 113 

1.3.3.d Approach to Incorporate Emerging  

Technology [L.34.1.3.3.d] ................................................... 114 



NETWORX 
  

 UNIVERSAL  
CONTRACT GS00T07NSD0007 

MOD # - PS422/EFFECTIVE DATE – 2/11/14 

GSA and AT&T Proprietary Page v  
For use pursuant to contract GS00T07NSD0007   Mod PS422/ 1. Table of Contents 

1.3.3.d.1 Approach for Enhancing the Network Infrastructure ........... 114 

1.3.3.d.2 Approach for Enhancing the Operational  

Support Systems ................................................................ 116 

1.3.3.d.3 Approach for Enhancing the Security System .................... 118 

1.3.3.d.3.1 Two-Stage Security Introduction Process ........................... 118 

1.3.3.d.4 Infrastructure Enhancements and  

Emerging Technologies ...................................................... 119 

1.3.3.d.5 Problems and Solutions with Emerging Technologies ........ 120 

1.3.3.d.5.1 AT&T One Process Phase Gate Approach ......................... 121 

1.3.3.e Approach to Ensure Converged Service  

Quality [L.34.1.3.3.e]........................................................... 122 

1.3.3.e.1 Standardized Service Delivery Platform ............................. 123 

1.3.3.e.1.2 Standardized Network Application Infrastructure ................ 124 

1.3.3.e.2 Standardized Service over IP Infrastructure (SoIP) ............ 125 

1.3.3.e.3 Converged Quality of Service ............................................. 126 

1.3.3.f Approach to Support Interoperability of IP and  

Public Switched Networks [L.34.1.3.3.f] .............................. 130 

1.3.3.f.1 Registration and Device Location ....................................... 132 

1.3.3.f.2 PSTN Call Routing and Handoff ......................................... 133 

1.3.3.f.3 Call Routing in VoIP............................................................ 133 

1.3.3.f.4 Setting up the Call’s Talk Path ............................................ 133 

1.3.3.f.5 Number Assignments and Allocation .................................. 134 

1.3.3.f.6 ENUM and its Evolution ...................................................... 134 

1.3.3.g  IPv4-to-IPv6 Migration Support [L.34.1.3.3.g] ..................... 136 

1.3.3.g.1 AT&T’s IPv6 Strategy ......................................................... 138 

1.3.3.g.1.1 Dedicated IPv6 Network Support ........................................ 139 

1.3.3.g.1.2 Remote IPv6 Network Access ............................................ 140 

1.3.3.g.1.3 IPv6 VPN Options ............................................................... 140 



NETWORX 
  

 UNIVERSAL  
CONTRACT GS00T07NSD0007 

MOD # - PS422/EFFECTIVE DATE – 2/11/14 

GSA and AT&T Proprietary Page vi  
For use pursuant to contract GS00T07NSD0007   Mod PS422/ 1. Table of Contents 

1.3.3.g.1.4 IPv6 Translation Mechanisms ............................................. 141 

1.3.3.g.2 Beyond the Deployment ..................................................... 141 

 

1.3.4  Non-domestic Services [L.34.1.3.4] .................................... 143 

1.3.4.1 In-country AT&T POPs ....................................................... 151 

1.3.4.2 Regional Private Line Extensions ....................................... 151 

1.3.4.3 In-Region AT&T Remote Dial Access ................................. 153 

1.3.4.4 In-Region AT&T Internet Data Centers ............................... 153 

1.3.4.5 In-country AT&T Customer Care Centers ........................... 154 

1.3.4.a  Non-domestic and International Carrier Agreements .......... 155 

1.3.4.a.1 Offshore Carrier Access Arrangements .............................. 156 

1.3.4.a.2 Bilateral Network Interconnects for Voice and  

Data Services ..................................................................... 157 

1.3.4.a.3 Global Public and Private Peering Arrangements  

For  IP Services .................................................................. 158 

1.3.4.a.4 International Private Lines (IPLs) ........................................ 158 

1.3.4.a.5 Remote Access .................................................................. 159 

1.3.4.a.5.1 Extended Dial Access ......................................................... 159 

1.3.4.a.5.2 DSL Access ........................................................................ 159 

1.3.4.a.5.3 Wi-Fi Access ....................................................................... 160 

1.3.4.a.5.4 Wired Ethernet Access ....................................................... 161 

1.3.4.a.5.5 Global System for Mobile Communications (GSM) Direct .. 162 

1.3.4.a.5.6 Cellular Wireless Data (3G/GPRS/EDGE) Access ............. 163 

1.3.4.a.6 Global Networks of Subcontractors on  

AT&T Networx Team .......................................................... 164 

1.3.4.b  Non-domestic Infrastructure Security Measures ................. 166 

1.3.4.b.1 Control of Key Infrastructure ............................................... 166 



NETWORX 
  

 UNIVERSAL  
CONTRACT GS00T07NSD0007 

MOD # - PS422/EFFECTIVE DATE – 2/11/14 

GSA and AT&T Proprietary Page vii  
For use pursuant to contract GS00T07NSD0007   Mod PS422/ 1. Table of Contents 

1.3.4.b.2 Infrastructure Security Requirements for  

Non-domestic Suppliers ...................................................... 167 

1.3.4.b.3 Active Security Program ..................................................... 169 

1.3.4.b.4 Security Leadership Role .................................................... 171 

1.3.4.c  Peering and Bilateral Arrangements ................................... 172 

1.3.4.c.1 U.S. Public and Private Peering ......................................... 174 

1.3.4.c.2 Global Peering .................................................................... 175 

1.3.4.d  Future Plans to Extend Non-domestic Services ................. 177 

1.3.4.d.1 New in-country AT&T Nodes or  

Points-of-Presence (PoPs) ................................................. 178 

1.3.4.d.2 New Offshore Carrier Access Arrangements ...................... 178 

1.3.4.d.3 New Regional Private Line Extensions ............................... 178 

1.3.4.d.4 New International Private Line (IPL) Arrangements ............ 179 

1.3.4.d.5 New Remote Access Arrangements ................................... 179 

 

1.3.5 National Policy-based Requirements [L.34.1.3.5] ............... 182 

1.3.5.a Approach to NS/EP Functional  

Requirements [L.34.1.3.5.a] ............................................... 184 

1.3.5.a.1 Government Emergency Telecommunication  

Services (GETS) and GETS Non Traceability Option. ........ 185 

1.3.5.a.1.1 GETS with Non Traceability (NT) Option ............................ 187 

1.3.5.a.2 Wireless Priority Service (WPS) ......................................... 187 

1.3.5.a.3 Telecommunication Service Priority (TSP) ......................... 188 

1.3.5.a.3.1 TSP Provisioning ................................................................ 188 

1.3.5.a.3.2 TSP Restoration ................................................................. 189 

1.3.5.a.4 Next Generation (NG) GETS and NT  

in VoIP Environment ........................................................... 189 



NETWORX 
  

 UNIVERSAL  
CONTRACT GS00T07NSD0007 

MOD # - PS422/EFFECTIVE DATE – 2/11/14 

GSA and AT&T Proprietary Page viii  
For use pursuant to contract GS00T07NSD0007   Mod PS422/ 1. Table of Contents 

1.3.5.a.4.1 VoIP—Platform for the Next Generation of NS/EP 

Communications Services .................................................. 190 

1.3.5.a.5 Standards Activities ............................................................ 190 

1.3.5.b Approach to Protecting SS7 Signaling  

Systems [L.34.1.3.5.b] ........................................................ 191 

1.3.5.b.1 Protection of SS7 Signaling System ................................... 192 

1.3.5.b.1.1 Physical Isolation ................................................................ 192 

1.3.5.b.1.2 Physical Diversity ............................................................... 192 

1.3.5.b.1.3 SS7 Message Screening .................................................... 192 

1.3.5.b.1.4 Message Throttling ............................................................. 193 

1.3.5.b.1.5 Secure Tunneling ............................................................... 193 

1.3.5.b.2 Protection of Satellite Command Link ................................. 193 

1.3.5.c National Capital Region Assured Service  

Network Architecture [L.34.1.3.5.c] ..................................... 194 

1.3.5.1 Narrative Text Requirement ................................................ 196 

1.3.5.1.1 NS/EP Functional Requirements Implementation  

Plan (NS/EP FRIP) – Part A [C.5.2.2] ................................. 196 

1.3.5.1.2 NS/EP Functional Requirements Implementation  

Plan (NS/EP FRIP) – Part B [C.5.2.2] ................................. 196 

1.3.5.1.3 NS/EP FRIP – Part B Strategy ........................................... 196 

1.3.5.1.4 National Capital Region Network Switches/Routers ......... 196b 

1.3.5.1.5 Telecommunications Service Priority (TSP) Restore  

for Secondary Network Circuits ......................................... 196c 

 

1.3.5.d Section 508 Requirements [L.34.1.3.5.d]........................... 196c 

1.3.5.d.1 Understanding the Networx Section 508 Requirements ..... 197 

1.3.5.d.2 AT&T’s Section 508 Support for Agencies .......................... 198 



NETWORX 
  

 UNIVERSAL  
CONTRACT GS00T07NSD0007 

MOD # - PS422/EFFECTIVE DATE – 2/11/14 

GSA and AT&T Proprietary Page ix  
For use pursuant to contract GS00T07NSD0007   Mod PS422/ 1. Table of Contents 

1.3.5.d.3 Providing Access to Networx Services for Persons  

with Disabilities ................................................................... 201 

1.3.5.d.3.1 Voluntary Product Accessibility Templates ......................... 202 

1.3.5.d.3.2 Functional Performance (Subpart C, Paragraph 1194.31) .. 203 

1.3.5.d.4 Section 508 Compliant Reporting ....................................... 208 

1.3.5.d.5 Section 508 Compliant Training .......................................... 208 

 

1.3.6 Common Architectural Components ................................... 209 

1.3.6.1  Network Architecture Synchronization ................................ 209 

1.3.6.2 Satisfaction of Performance Requirements [L.34.1.4.5]...... 213 

1.3.6.2.a Approach to Optimizing IP-Based  

Services [L.34.1.4.5.a] ........................................................ 213 

1.3.6.2.a.1 Service Convergence ......................................................... 215 

1.3.6.2.b Methods for Optimizing the Network  

Architecture [L.34.1.4.5.b] ................................................... 217 

1.3.6.2.c Performance Level Improvements [L.34.1.4.5.c] ................ 220 

1.3.6.2.c.1 Multiservice Access (MSA) ................................................. 221 

1.3.6.2.c.2 Access Network Strategies ................................................. 222 

1.3.6.2.c.3 Multiservice Edge (MSE) .................................................... 222 

1.3.6.2.c.4 Network Evolution ............................................................... 223 

1.3.6.2.d Vision for Service Interoperability [L.34.1.4.5.d] ................. 223 

1.3.6.2.d.1 Standardized Service Delivery Platform ............................. 224 

1.3.6.2.d.2 Standardized Service over IP Infrastructure (SoIP) ............ 225 

1.3.6.2.d.3 Standardized Network Application Infrastructure ................ 226 

1.3.6.2.d.4 Transport Layer Control Plane ............................................ 226 

1.3.6.3 Transport/IP/Optical KPI Monitoring  .................................. 228 

1.3.6.3.a Approach for Measuring SDP-to-SDP KPIs  ....................... 228 

1.3.6.2.b Proposed Statistical Sampling .......................................... 228e 



NETWORX 
  

 UNIVERSAL  
CONTRACT GS00T07NSD0007 

MOD # - PS422/EFFECTIVE DATE – 2/11/14 

GSA and AT&T Proprietary Page x  
For use pursuant to contract GS00T07NSD0007   Mod PS422/ 1. Table of Contents 

1.3.6.2.c Proposed Statistical Sampling ........................................... 228f 

1.3.6.2.d Proposed Statistical Sampling .......................................... 228h 

1.4 Transport/IP/Optical Services [L.34.1.4] ......................... 229 

1.4.1 Voice Services (VS) [C.2.2.1] ............................................. 233 

1.4.1.1 Technical Approach to Transport Service  

Delivery [L.34.1.4.1] ............................................................ 233 

1.4.1.1.a  Approach to Service Delivery ............................................. 233 

1.4.1.1.b  Benefits to Technical Approach .......................................... 237 

1.4.1.1.c  Major Issues to Service Delivery ........................................ 239 

1.4.1.1.d Network Architecture Synchronization ................................ 240 

1.4.1.2  Satisfaction of Transport Performance  

Requirements [L.34.1.4.2] .................................................. 240 

1.4.1.2.a  Service Quality and Performance ....................................... 241 

1.4.1.2.b  Approach to Monitoring and Measuring Performance......... 241 

1.4.1.2.c Performance Level Improvements ...................................... 243 

1.4.1.2.d Rationale and Benefits for Additional  

Performance Metrics........................................................... 243 

1.4.1.3  Satisfaction of Transport/IP/Optical Service  

Specifications [L.34.1.4.3] ................................................... 243 

1.4.1.3.a Service Description ............................................................. 243 

1.4.1.3.a.1 Technical Capabilities ......................................................... 244 

1.4.1.3.a.2 Features ............................................................................. 244 

1.4.1.3.a.3 Interfaces ............................................................................ 246 

1.4.1.3.b  Attributes and Values of Service Enhancements ................ 246 

1.4.1.3.c  Service Delivery Network Modifications .............................. 247 

1.4.1.3.d  Transport/IP/Optical Service Experience ............................ 247 

1.4.1.4  Robust Delivery of Transport/IP/Optical  

Services [L.34.1.4.4] ........................................................... 250 



NETWORX 
  

 UNIVERSAL  
CONTRACT GS00T07NSD0007 

MOD # - PS422/EFFECTIVE DATE – 2/11/14 

GSA and AT&T Proprietary Page xi  
For use pursuant to contract GS00T07NSD0007   Mod PS422/ 1. Table of Contents 

1.4.1.4.a  Network Traffic Utilization ................................................... 250 

1.4.1.4.b  System Robustness and Resiliency ................................... 251 

1.4.1.5  Transport/IP/Optical Service Optimization and  

Interoperability [L.34.1.4.5] ................................................. 252 

1.4.1.5.a  Approach to Optimizing IP-Based and Optical Services ..... 252 

1.4.1.5.b  Network Architecture Optimization ..................................... 252 

1.4.1.5.c  Optimizing Engineering Techniques ................................... 252 

1.4.1.5.d  Vision to Implement Service Internetworking ...................... 253 

1.4.1.6  Narrative Responses .......................................................... 253 

1.4.1.7  Stipulated Deviations .......................................................... 253 

1.4.1.7.1 Reserved ............................................................................ 253 

1.4.1.7.2 Reserved ............................................................................ 253 

1.4.1.7.3 Reserved ............................................................................ 254 

1.4.1.7.4 Reserved .......................................................................... 254a 

 

1.4.2 Circuit Switched Data Services (CSDS) [C.2.2.2] ............... 255 

1.4.2.1 Technical Approach to Transport/IP/Optical  

Service Delivery [L.34.1.4.1] ............................................... 255 

1.4.2.1.a Approach to Service Delivery ............................................. 255 

1.4.2.1.b Benefits to Technical Approach .......................................... 258 

1.4.2.1.c Major Issue to Service Delivery .......................................... 259 

1.4.2.1.d Network Architecture Synchronization ................................ 261 

1.4.2.2 Satisfaction of Transport/IP/Optical Performance 

Requirements [L.34.1.4.2] .................................................. 261 

1.4.2.2.a Service Quality and Performance ....................................... 261 

1.4.2.2.b Approach to Monitoring and Measuring Performance......... 262 

1.4.2.2.c Performance Level Improvements ...................................... 263 



NETWORX 
  

 UNIVERSAL  
CONTRACT GS00T07NSD0007 

MOD # - PS422/EFFECTIVE DATE – 2/11/14 

GSA and AT&T Proprietary Page xii  
For use pursuant to contract GS00T07NSD0007   Mod PS422/ 1. Table of Contents 

1.4.2.2.d Rationale and Benefits for Additional  

Performance Metrics........................................................... 264 

1.4.2.3 Satisfaction of Transport/IP/Optical Service  

Specifications [L.34.1.4.3] ................................................... 264 

1.4.2.3.a Service Description ............................................................. 264 

1.4.2.3.a.1 Technical Capabilities ......................................................... 265 

1.4.2.3.a.2  Features ............................................................................. 265 

1.4.2.3.a.3  Interfaces ............................................................................ 266 

1.4.2.3.b Attributes and Value of Service Enhancements .................. 266 

1.4.2.3.c Service Delivery Network Modifications .............................. 267 

1.4.2.3.d Transport/IP/Optical Service Experience ............................ 267 

1.4.2.4  Robust Delivery of Transport/IP/Optical  

Services [L.34.1.4.4] ........................................................... 269 

1.4.2.4.a  Network Traffic Utilization ................................................... 269 

1.4.2.4.b  System Robustness and Resiliency ................................... 270 

1.4.2.5  Transport/IP/Optical Service Optimization and  

Interoperability [L.34.1.4.5] ................................................. 270 

1.4.2.5.a  Approach to Optimizing IP-based and Optical Services ..... 270 

1.4.2.5.b  Network Architecture Optimization ..................................... 270 

1.4.2.5.c  Optimizing Engineering Techniques ................................... 271 

1.4.2.5.d  Vision to Implement Service Internetworking ...................... 271 

1.4.2.6  Stipulated Deviations .......................................................... 272 

1.4.2.6.1 Reserved ............................................................................ 272 

 

1.4.3 Toll-Free Service (TFS) [C.2.2.3] ........................................ 273 

1.4.3.1 Technical Approach to Transport/IP/Optical  

Service Delivery [L.34.1.4.1] ............................................... 273 

1.4.3.1.a Approach to Service Delivery ............................................. 273 



NETWORX 
  

 UNIVERSAL  
CONTRACT GS00T07NSD0007 

MOD # - PS422/EFFECTIVE DATE – 2/11/14 

GSA and AT&T Proprietary Page xiii  
For use pursuant to contract GS00T07NSD0007   Mod PS422/ 1. Table of Contents 

1.4.3.1.b Benefits of Technical Approach .......................................... 276 

1.4.3.1.c Major Issue to Service Delivery .......................................... 279 

1.4.3.1.d Network Architecture Synchronization ................................ 281 

1.4.3.2 Satisfaction of Transport/IP/Optical Performance 

Requirements [L.34.1.4.2] .................................................. 281 

1.4.3.2.a Service Quality and Performance ....................................... 281 

1.4.3.2.b Approach to Monitoring and Measuring Performance......... 282 

1.4.3.2.c Performance Level Improvements ...................................... 283 

1.4.3.2.d Rationale and Benefits for Additional  

Performance Metrics........................................................... 283 

1.4.3.2.e Enhanced Announcements ................................................. 284 

1.4.3.2.e.1 Real-Time Announcement Updates .................................. 284a 

1.4.3.3 Satisfaction of Transport/IP/Optical Service  

Specifications [L.34.1.4.3] ................................................. 284a 

1.4.3.3.a Service Description ........................................................... 284a 

1.4.3.3.a.1 Technical Capabilities and Features ................................. 284b 

1.4.3.3.a.2 Interfaces ............................................................................ 285 

1.4.3.3.b Attributes and Values of Service Enhancements ................ 286 

1.4.4.3.b.1 Network Queuing (NQ) ....................................................... 286 

1.4.4.3.b.2 Natural Speech Recognition and Dialogue ......................... 286 

1.4.3.3.b.3 Automated Call Flow Powered by VoiceTone ..................... 288 

1.4.3.3.b.4 Automated Notification ........................................................ 288 

1.4.3.3.b.5 Language Support .............................................................. 289 

1.4.3.3.c Service Delivery Network Modifications .............................. 289 

1.4.3.3.d Transport/IP/Optical Service Experience ............................ 289 

1.4.3.4 Robust Delivery of Transport/IP/Optical  

Services [L.34.1.4.4] ........................................................... 291 

1.4.3.4.a Network Traffic Utilization ................................................... 291 



NETWORX 
  

 UNIVERSAL  
CONTRACT GS00T07NSD0007 

MOD # - PS422/EFFECTIVE DATE – 2/11/14 

GSA and AT&T Proprietary Page xiv  
For use pursuant to contract GS00T07NSD0007   Mod PS422/ 1. Table of Contents 

1.4.3.4.b System Robustness and Resiliency ................................... 291 

1.4.3.5 Transport/IP/Optical Service Optimization and  

Interoperability [L.34.1.4.5] ................................................. 291 

1.4.3.5.a Approach to Optimizing IP-based and Optical Services ..... 291 

1.4.3.5.b Network Architecture Optimization ..................................... 292 

1.4.3.5.c Optimizing Engineering Techniques ................................... 292 

1.4.3.5.d Vision to Implement Service Internetworking ...................... 292 

1.4.3.6 Narrative Text Requirements .............................................. 292 

1.4.3.6.1 Responsible Organization [C.2.2.3.1.4 (1)] ......................... 292 

1.4.3.6.2 International Calling [C.2.2.3.1.4 (4)] .................................. 293 

1.4.3.6.3 Language Capabilities [C.2.2.3.1.4 (9)] .............................. 293 

1.4.3.6.4 Features [C.2.2.3.2] ............................................................ 294 

1.4.3.6.5 Agency-based Routing Database (also known as Host 

Connect) [C.2.2.3.2.1 (1)] ................................................... 295 

1.4.3.6.6 Alternate Routing (also known as “Cascade”  

routing) [C.2.2.3.2.1 (2)] ...................................................... 296 

1.4.3.6.7 Call Redirection [C.2.2.3.2.1 (8)] ........................................ 298 

1.4.3.6.8 Call Redirection [C.2.2.3.2.1 (8)] ........................................ 298 

1.4.3.6.9 Computer Telephony Integration (CTI) [C.2.2.3.2.1 (9)] ..... 298 

1.4.3.6.10 Custom Call Records [C.2.2.3.2.1 (10)] .............................. 299 

1.4.3.6.11 Interactive Voice Response (IVR) [C.2.2.3.2.1 (14)(9)] ...... 300 

1.4.3.6.12 Network Call Distributor [C.2.2.3.2.1 (16)] .......................... 301 

1.4.3.6.13 Call-routing Logic/Algorithms [C.2.2.3.2.1 (16)] .................. 301 

1.4.3.6.14 Least-Cost Routing [C.2.2.3.2.1 (16) (3)] ............................ 302 

1.4.3.6.15 Maximum Processing Rate [C.2.2.3.2.1 (16)] ..................... 302 

1.4.3.6.16 Call-routing User Interface [C.2.2.3.2.1 (16)] ...................... 303 

1.4.3.6.17 Agency-Provided Equipment [C.2.2.3.2.1 (16)(4)] .............. 304 



NETWORX 
  

 UNIVERSAL  
CONTRACT GS00T07NSD0007 

MOD # - PS422/EFFECTIVE DATE – 2/11/14 

GSA and AT&T Proprietary Page xv  
For use pursuant to contract GS00T07NSD0007   Mod PS422/ 1. Table of Contents 

1.4.3.6.18 Additional Reporting or Monitoring  

Options [C.2.2.3.2.1 (16)(4)] ............................................... 304 

1.4.3.6.19 Real Time Reporting [C.2.2.3.2.1 (22)] ............................... 305 

1.4.3.6.20 Reports by Electronic Means [C.2.2.3.2.2] ......................... 305 

1.4.3.6.21 Additional Historical or Real-Time Reports [C.2.2.3.2.2]..... 306 

1.4.3.7 Stipulated Deviations .......................................................... 307 

1.4.3.7.1 Reserved [C.2.2.3.3.2 (9)] .................................................. 307 

 

1.4.4 Frame Relay Service [C.2.3.1] ............................................ 308 

1.4.4.1 Technical Approach to Transport/IP/Optical  

Service Delivery [L.34.1.4.1] ............................................... 308 

1.4.4.1.a Approach to Service Delivery ............................................. 308 

1.4.4.1.b Benefits to Technical Approach .......................................... 312 

1.4.4.1.c Major Issue to Service Delivery .......................................... 313 

1.4.4.1.d Network Architecture Synchronization ................................ 315 

1.4.4.2 Satisfaction of Transport/IP/Optical Performance 

Requirements [L.34.1.4.2] .................................................. 316 

1.4.4.2.a Service Quality and Performance ....................................... 316 

1.4.4.2.b Approach to Monitoring and Measuring Performance......... 317 

1.4.4.2.c Performance Level Improvements ...................................... 318 

1.4.4.2.d Rationale and Benefits for Additional  

Performance Metrics........................................................... 318 

1.4.4.3 Satisfaction of Transport/IP/Optical Service  

Specifications [L.34.1.4.3] ................................................... 319 

1.4.4.3.a Service Description ............................................................. 319 

1.4.4.3.a.1 Overview ............................................................................. 319 

1.4.4.3.a.2 Technical Capabilities ......................................................... 319 

1.4.4.3.a.3 Features ............................................................................. 319 



NETWORX 
  

 UNIVERSAL  
CONTRACT GS00T07NSD0007 

MOD # - PS422/EFFECTIVE DATE – 2/11/14 

GSA and AT&T Proprietary Page xvi  
For use pursuant to contract GS00T07NSD0007   Mod PS422/ 1. Table of Contents 

1.4.4.3.a.4 Disaster Recovery .............................................................. 321 

1.4.4.3.a.5 Congestion Management .................................................... 322 

1.4.4.3.a.6 IPeFR ................................................................................. 322 

1.4.4.3.a.7 Interfaces ............................................................................ 324 

1.4.4.3.b Attributes and Values of Service Enhancements ................ 324 

1.4.4.3.c Service Delivery Network Modifications .............................. 326 

1.4.4.3.d Transport/IP/Optical Service Experience ............................ 326 

1.4.4.4 Robust Delivery of Transport/IP/Optical  

Services [L.34.1.4.4] ........................................................... 327 

1.4.4.4.a Network Traffic Utilization ................................................... 327 

1.4.4.4.b System Robustness and Resiliency ................................... 328 

1.4.4.5 Transport/IP/Optical Service Optimization and  

Interoperability [L.34.1.4.5] ................................................. 330 

1.4.4.5.a Approach to Optimizing IP-based and Optical Services ..... 330 

1.4.4.5.b Network Architecture Optimization ..................................... 330 

1.4.4.5.c Optimizing Engineering Techniques ................................... 330 

1.4.4.5.d Vision to Implement Service Internetworking ...................... 330 

1.4.4.6 Stipulated Deviations .......................................................... 331 

1.4.4.6.1 Reserved ............................................................................ 331 

1.4.4.6.2 Reserved ............................................................................ 331 

 

1.4.5 Asynchronous Transfer Mode Services  

(ATMS) [C.2.3.2] ................................................................. 332 

1.4.5.1 Technical Approach to Transport/IP/Optical  

Service Delivery [L.34.1.4.1] ............................................... 332 

1.4.5.1.a Approach to Service Delivery ............................................. 332 

1.4.5.1.b Benefits of Technical Approach .......................................... 336 

1.4.5.1.c Major Issue to Service Delivery .......................................... 338 



NETWORX 
  

 UNIVERSAL  
CONTRACT GS00T07NSD0007 

MOD # - PS422/EFFECTIVE DATE – 2/11/14 

GSA and AT&T Proprietary Page xvii  
For use pursuant to contract GS00T07NSD0007   Mod PS422/ 1. Table of Contents 

1.4.5.1.d Network Architecture Synchronization ................................ 339 

1.4.5.2 Satisfaction of Transport/IP/Optical Performance 

Requirements [L.34.1.4.2] .................................................. 340 

1.4.5.2.a Service Quality and Performance ....................................... 340 

1.4.5.2.b Approach to Monitoring and Measuring Performance......... 341 

1.4.5.2.c Performance Level Improvements ...................................... 343 

1.4.5.2.d  Rationale and Benefits for Additional  

Performance Metrics........................................................... 344 

1.4.5.3 Satisfaction of Transport/IP/Optical Service  

Specifications [L.34.1.4.3] ................................................... 344 

1.4.5.3.a Service Description ............................................................. 344 

1.4.5.3.a.1 Overview ............................................................................. 344 

1.4.5.3.a.2 Technical Capabilities ......................................................... 345 

1.4.5.3.a.3 Features ............................................................................. 345 

1.4.5.3.a.4 Disaster Recovery .............................................................. 347 

1.4.5.3.a.5 IPeATM ............................................................................... 347 

1.4.5.3.a.6 Interfaces ............................................................................ 349 

1.4.5.3.b  Attributes and Values of Service Enhancements ................ 349 

1.4.5.3.c Service Delivery Network Modifications .............................. 351 

1.4.5.3.d Transport/IP/Optical Service Experience ............................ 351 

1.4.5.4 Robust Delivery of Transport/IP/Optical  

Services [L.34.1.4.4] ........................................................... 352 

1.4.5.4.a Network Traffic Utilization ................................................... 352 

1.4.5.4.b  System Robustness and Resiliency ................................... 353 

1.4.5.5  Transport/IP/Optical Service Optimization and  

Interoperability [L.34.1.4.5] ................................................. 355 

1.4.5.5.a Engineering Optmization .................................................... 355 

1.4.5.5.b Network Architecture Optimization ..................................... 355 



NETWORX 
  

 UNIVERSAL  
CONTRACT GS00T07NSD0007 

MOD # - PS422/EFFECTIVE DATE – 2/11/14 

GSA and AT&T Proprietary Page xviii  
For use pursuant to contract GS00T07NSD0007   Mod PS422/ 1. Table of Contents 

1.4.5.5.c Optimizing Engineering Techniques ................................... 356 

1.4.5.5.d Vision to Implement Service Internetworking ...................... 356 

1.4.5.6 Narrative Text Requirement ................................................ 356 

1.4.5.6.1 Reserved ............................................................................ 356 

1.4.5.6.2 CBR Performance Metrics .................................................. 356 

1.4.5.7 Stipulated Deviations .......................................................... 357 

1.4.5.7.1 Reserved ............................................................................ 357 

1.4.5.7.2 Reserved [C.2.3.2.4.1] ........................................................ 357 

1.4.5.7.3 Reserved [C.2.3.2.4.1] ........................................................ 357 

 

1.4.6 Internet Protocol Service (IPS) [C.2.4.1] ............................. 359 

1.4.6.1 Technical Approach to Transport/IP/Optical  

Service Delivery [L.34.1.4.1] ............................................... 359 

1.4.6.1.a Approach to Service Delivery ............................................. 359 

1.4.6.1.b Benefits to Technical Approach .......................................... 365 

1.4.6.1.c Major Issue to Service Delivery .......................................... 367 

1.4.6.1.d Network Architecture Synchronization ................................ 369 

1.4.6.2 Satisfaction of Transport/IP/Optical Performance 

Requirements [L.34.1.4.2] .................................................. 370 

1.4.6.2.a Service Quality and Performance ....................................... 370 

1.4.6.2.b Approach to Monitoring and Measuring Performance......... 373 

1.4.6.2.c Performance Level Improvements ...................................... 376 

1.4.6.2.d Rationale and Benefits for Additional  

Performance Metrics........................................................... 376 

1.4.6.3 Satisfaction of Transport/IP/Optical Service  

Specifications [L.34.1.4.3] ................................................... 377 

1.4.6.3.a Service Description ............................................................. 377 

1.4.6.3.b Attributes and Values of Service Enhancements ................ 381 





























NETWORX 
  

 UNIVERSAL  
CONTRACT GS00T07NSD0007 

MOD # - PS422/EFFECTIVE DATE – 2/11/14 

GSA and AT&T Proprietary Page xxxii  
For use pursuant to contract GS00T07NSD0007   Mod PS422/ 1. Table of Contents 

1.4.7.4 Robust Delivery of Transport/IP/Optical  

Services [L.34.1.4.4] ........................................................... 410 

1.4.7.4.a  Network Traffic Utilization ................................................... 410 

1.4.7.4.b  System Robustness and Resiliency ................................... 410 

1.4.7.5  Transport/IP/Optical Service Optimization and  

Interoperability [L.34.1.4.5] ................................................. 411 

1.4.7.5.a  Approach to Optimizing IP-based and Optical Services ..... 411 

1.4.7.5.b  Network Architecture Optimization ..................................... 412 

1.4.7.5.c  Optimizing Engineering Techniques ................................... 412 

1.4.7.5.d  Vision to Implement Service Internetworking ...................... 412 

1.4.7.6 Stipulated Deviations .......................................................... 412 

 

1.4.8  Private Line Service (PLS) [C.2.5.1] ................................... 413 

1.4.8.1  Technical Approach to Transport/IP/Optical  

Service Delivery [L.34.1.4.1] ............................................... 413 

1.4.8.1.a  Approach to Service Delivery ............................................. 413 

1.4.8.1.b  Benefits to Technical Approach .......................................... 418 

1.4.8.1.c  Major Issue to Service Delivery .......................................... 419 

1.4.8.1.d  Network Architecture Synchronization ................................ 421 

1.4.8.2  Satisfaction of Transport/IP/Optical Performance 

Requirements [L.34.1.4.2] .................................................. 422 

1.4.8.2.a  Service Quality and Performance ...................................... 422 

1.4.8.2.b  Approach to Monitoring and Measuring Performance....... 423a 

1.4.8.2.c  Performance Level Improvements ...................................... 425 

1.4.8.2.d  Rationale and Benefits for Additional  

Performance Metrics........................................................... 427 

1.4.8.3  Satisfaction of Transport/IP/Optical Service  

Specifications [L.34.1.4.3] ................................................... 427 



NETWORX 
  

 UNIVERSAL  
CONTRACT GS00T07NSD0007 

MOD # - PS422/EFFECTIVE DATE – 2/11/14 

GSA and AT&T Proprietary Page xxxiii  
For use pursuant to contract GS00T07NSD0007   Mod PS422/ 1. Table of Contents 

1.4.8.3.a  Service Description ............................................................. 427 

1.4.8.3.a.1 EDRO for Transport Diversity and CSRA for  

Transport Avoidance........................................................... 430 

1.4.8.3.b  Attributes and Values of Service Enhancements ................ 431 

1.4.8.3.c  Service Delivery Network Modifications .............................. 431 

1.4.8.3.d  Transport/IP/Optical Service Experience ............................ 431 

1.4.8.4  Robust Delivery of Transport/IP/Optical  

Services [L.34.1.4.4] ........................................................... 432 

1.4.8.4.a  Network Traffic Utilization ................................................... 432 

1.4.8.4.b  System Robustness and Resiliency ................................... 433 

1.4.8.5  Transport/IP/Optical Service Optimization and  

Interoperability [L.34.1.4.5] ................................................. 435 

1.4.8.5.a  Approach to Optimizing IP-based and Optical Services ..... 435 

1.4.8.5.b  Network Architecture Optimization ..................................... 436 

1.4.8.5.c  Optimizing Engineering Techniques ................................... 436 

1.4.8.5.d  Vision to Implement Service Internetworking ...................... 436 

1.4.8.6 Stipulated Deviations .......................................................... 436 

1.4.8.7 Ethernet Private Line Services ........................................... 436 

1.4.8.7.1 Service Description ........................................................... 436a 

1.4.8.7.2 Access Arrangements ....................................................... 436a 

 

1.4.9 Synchronous Optical Network Services  

(SONETS) [C.2.5.2] ............................................................ 437 

1.4.9.1 Technical Approach to Transport/IP/Optical  

Service Delivery [L.34.1.4.1] ............................................... 437 

1.4.9.1.a Approach to Service Delivery ............................................. 437 

1.4.9.1.b Benefits to Technical Approach .......................................... 443 

1.4.9.1.c Major Issue to Service Delivery .......................................... 447 



NETWORX 
  

 UNIVERSAL  
CONTRACT GS00T07NSD0007 

MOD # - PS422/EFFECTIVE DATE – 2/11/14 

GSA and AT&T Proprietary Page xxxiv  
For use pursuant to contract GS00T07NSD0007   Mod PS422/ 1. Table of Contents 

1.4.9.1.d Network Architecture Synchronization ................................ 450 

1.4.9.2 Satisfaction of Transport/IP/Optical Performance 

Requirements [L.34.1.4.2] .................................................. 451 

1.4.9.2.a Service Quality and Performance ....................................... 451 

1.4.9.2.b  Approach to Monitoring and Measuring Performance......... 451 

1.4.9.2.c Performance Level Improvements ...................................... 453 

1.4.9.2.d  Rationale and Benefits for Additional  

Performance Metrics........................................................... 454 

1.4.9.3 Satisfaction of Transport/IP/Optical Service  

Specifications [L.34.1.4.3] ................................................... 454 

1.4.9.3.a Service Description ............................................................. 454 

1.4.9.3.b Attributes and Values of Service Enhancements ................ 459 

1.4.9.3.c Service Delivery Network Modifications .............................. 461 

1.4.9.3.d Transport/IP/Optical Service Experience ............................ 461 

1.4.9.4 Robust Delivery of Transport/IP/Optical  

Services [L.34.1.4.4] ........................................................... 462 

1.4.9.4.a Network Traffic Utilization ................................................... 462 

1.4.9.4.b System Robustness and Resiliency ................................... 463 

1.4.9.5 Transport/IP/Optical Service Optimization and  

Interoperability [L.34.1.4.5] ................................................. 466 

1.4.9.5.a Approach to Optimizing IP-based and Optical Services ..... 466 

1.4.9.5.b Network Architecture Optimization ..................................... 466 

1.4.9.5.c Optimizing Engineering Techniques ................................... 466 

1.4.9.5.d Vision to Implement Service Internetworking ...................... 466 

1.4.9.6 Narrative Responses .......................................................... 467 

1.4.9.6.1 Bandwidth on demand [C.2.5.2.2.1 (1)] .............................. 467 

1.4.9.7 Stipulated Deviations .......................................................... 467 

1.4.9.7.1 Reserved [C.2.5.2.4.1] ........................................................ 467 



NETWORX 
  

 UNIVERSAL  
CONTRACT GS00T07NSD0007 

MOD # - PS422/EFFECTIVE DATE – 2/11/14 

GSA and AT&T Proprietary Page xxxv  
For use pursuant to contract GS00T07NSD0007   Mod PS422/ 1. Table of Contents 

 

1.4.10  Optical Wavelength Service over Wave Division  

Multiplexing (OWS over WDM) [C.2.5.4.1] ......................... 468 

1.4.10.1 Technical Approach to Transport/IP/Optical  

Service Delivery [L.34.1.4.1] ............................................... 468 

1.4.10.1.a Approach to Service Delivery ............................................. 468 

1.4.10.1.b Benefits to Technical Approach .......................................... 473 

1.4.10.1.c  Major Issue to Service Delivery .......................................... 475 

1.4.10.1.d Network Architecture Synchronization ................................ 477 

1.4.10.2 Satisfaction of Transport/IP/Optical Performance 

Requirements [L.34.1.4.2] .................................................. 478 

1.4.10.2.a Service Quality and Performance ....................................... 478 

1.4.10.2.b Approach to Monitoring and Measuring Performance......... 479 

1.4.10.2.c Performance Level Improvements ...................................... 481 

1.4.10.2.d Rationale and Benefits for Additional  

Performance Metrics........................................................... 481 

1.4.10.3 Satisfaction of Transport/IP/Optical Service  

Specifications [L.34.1.4.3] ................................................... 481 

1.4.10.3.a Service Description ............................................................. 481 

1.4.10.3.b Attributes and Values of Service Enhancements ................ 488 

1.4.10.3.c  Service Delivery Network Modifications .............................. 490 

1.4.10.3.d  Transport/IP/Optical Service Experience ............................ 490 

1.4.10.4 Robust Delivery of Transport/IP/Optical  

Services [L.34.1.4.4] ........................................................... 491 

1.4.10.4.a Network Traffic Utilization ................................................... 491 

1.4.10.4.b System Robustness and Resiliency ................................... 492 

1.4.10.5 Transport/IP/Optical Service Optimization and  

Interoperability [L.34.1.4.5] ................................................. 494 



NETWORX 
  

 UNIVERSAL  
CONTRACT GS00T07NSD0007 

MOD # - PS422/EFFECTIVE DATE – 2/11/14 

GSA and AT&T Proprietary Page xxxvi  
For use pursuant to contract GS00T07NSD0007   Mod PS422/ 1. Table of Contents 

1.4.10.5.a Approach to Optimizing IP-based and Optical Services ..... 494 

1.4.10.5.b Network Architecture Optimization ..................................... 494 

1.4.10.5.c Optimizing Engineering Techniques ................................... 494 

1.4.10.5.d Vision to Implement Service Internetworking ...................... 494 

1.4.10.6 Narrative Responses .......................................................... 495 

1.4.10.6.1  Protocol Transparency – CONUS and Non-Domestic  

(Optional) [C.2.5.4.1.1.4 (7)] ............................................... 495 

1.4.10.6.2  Byte transparency [C.2.5.4.1.1.4 (8) (b)] ............................. 495 

1.4.10.6.3 Access Methods [C.2.5.4.1.1.4 (12) (a)] ............................. 496 

1.4.10.6.4  Access Methods [C.2.5.4.1.1.4 (12) (c)] ............................. 496 

1.4.10.6.5  Access Methods [C.2.5.4.1.1.4 (12) (c)] ............................. 496 

1.4.10.7 Stipulated Deviations .......................................................... 497 

1.4.10.7.1 Reserved ............................................................................ 497 

 

1.4.11 Combined Services (CS) [C.2.6.1] ...................................... 498 

1.4.11.1 Technical Approach to Transport/IP/Optical  

Service Delivery [L.34.1.4.1] ............................................... 498 

1.4.11.1.a Approach to Service Delivery ............................................. 498 

1.4.11.1.b Benefits to Technical Approach .......................................... 501 

1.4.11.1.c Major Issue to Service Delivery .......................................... 503 

1.4.11.1.d Network Architecture Synchronization ................................ 503 

1.4.11.2 Satisfaction of Transport/IP/Optical Performance 

Requirements [L.34.1.4.2] .................................................. 504 

1.4.11.2.a Service Quality and Performance ....................................... 504 

1.4.11.2.b Approach to Monitoring and Measuring Performance......... 504 

1.4.11.2.c Performance Level Improvements ...................................... 506 

1.4.11.2.d Rationale and Benefits for Additional  

Performance Metrics........................................................... 506 



NETWORX 
  

 UNIVERSAL  
CONTRACT GS00T07NSD0007 

MOD # - PS422/EFFECTIVE DATE – 2/11/14 

GSA and AT&T Proprietary Page xxxvii  
For use pursuant to contract GS00T07NSD0007   Mod PS422/ 1. Table of Contents 

1.4.11.3 Satisfaction of Transport/IP/Optical Service  

Specifications [L.34.1.4.3] ................................................... 506 

1.4.11.3.a Service Description ............................................................. 506 

1.4.11.3.b Attributes and Values of Service Enhancements ................ 508 

1.4.11.3.b.1 Remote Call Forwarding (RCF) .......................................... 508 

1.4.11.3.b.2 Alternate Enhanced Redirect Solution (AERS)  ................ 508a 

1.4.11.3.b.3 Caller ID With Name (CNAM) ............................................ 508c 

1.4.11.3.c Service Delivery Network Modifications ............................ 508d 

1.4.11.3.d Transport/IP/Optical Service Experience ............................ 509 

1.4.11.4 Robust Delivery of Transport/IP/Optical  

Services [L.34.1.4.4] ........................................................... 511 

1.4.11.4.a Network Traffic Utilization ................................................... 511 

1.4.11.4.b System Robustness and Resiliency ................................... 512 

1.4.11.5 Transport/IP/Optical Service Optimization and  

Interoperability [L.34.1.4.5] ................................................. 512 

1.4.11.5.a Approach to Optimizing IP-based and  

Optical Services .................................................................. 512 

1.4.11.5.b Network Architecture Optimization ..................................... 512 

1.4.11.5.c Optimizing Engineering Techniques ................................... 513 

1.4.11.5.d Vision to Implement Service Internetworking ...................... 513 

1.4.11.6 Narrative Text Requirements .............................................. 513 

1.4.11.6.1 Portfolio of Standard Features with Unlimited Usage 

[C.2.6.1.1.4 (2)] ................................................................... 513 

1.4.11.6.2 Additional Optional Service Offerings [C.2.6.1.1.4 (3)] ....... 513 

1.4.11.6.3 Toll Free Service Option [C.2.6.1.3.1 (1)] ........................... 514 

1.4.11.6.4 Internet Protocol Service Option [C.2.6.1.3.1 (2)] ............... 514 

1.4.11.6.5 Cellular/Personal Communications Service  

Option [C.2.6.1.3.1 (3)] ....................................................... 515 



NETWORX 
  

 UNIVERSAL  
CONTRACT GS00T07NSD0007 

MOD # - PS422/EFFECTIVE DATE – 2/11/14 

GSA and AT&T Proprietary Page xxxviii  
For use pursuant to contract GS00T07NSD0007   Mod PS422/ 1. Table of Contents 

1.4.11.7 Stipulated Deviations .......................................................... 515 

1.4.11.7.1 Reserved [C.2.6.1.1.4 (1)] .................................................. 515 

 

1.4.12 Premises-Based IP-Virtual Private Network  

Service (PBIP-VPNS) [C.2.7.2] ........................................... 516 

1.4.12.1  Technical Approach to Transport/IP/Optical  

Service Delivery [L.34.1.4.1] ............................................... 516 

1.4.12.1.a  Approach to Service Delivery ............................................. 516 

1.4.12.1.b Benefits to Technical Approach .......................................... 521 

1.4.12.1.c Major Issue to Service Delivery .......................................... 522 

1.4.12.1.d  Network Architecture Synchronization ................................ 524 

1.4.12.2  Satisfaction of Transport/IP/Optical Performance 

Requirements [L.34.1.4.2] .................................................. 525 

1.4.12.2.a  Service Quality and Performance ....................................... 525 

1.4.12.2.b  Approach to Monitoring and Measuring Performance......... 529 

1.4.12.2.c  Performance Level Improvements ...................................... 531 

1.4.12.2.d  Rationale and Benefits for Additional  

Performance Metrics........................................................... 531 

1.4.12.3  Satisfaction of Transport/IP/Optical Service  

Specifications [L.34.1.4.3] ................................................... 532 

1.4.12.3.a  Service Description ............................................................. 532 

1.4.12.3.b  Attributes and Values of Service Enhancements ................ 534 

1.4.12.3.c  Service Delivery Network Modifications .............................. 535 

1.4.12.3.d  Transport/IP/Optical Service Experience ............................ 536 

1.4.12.4  Robust Delivery of Transport/IP/Optical  

Services [L.34.1.4.4] ........................................................... 537 

1.4.12.4.a  Network Traffic Utilization ................................................... 537 

1.4.12.4.b  System Robustness and Resiliency ................................... 538 



NETWORX 
  

 UNIVERSAL  
CONTRACT GS00T07NSD0007 

MOD # - PS422/EFFECTIVE DATE – 2/11/14 

GSA and AT&T Proprietary Page xxxix  
For use pursuant to contract GS00T07NSD0007   Mod PS422/ 1. Table of Contents 

1.4.12.4.b.1 Capacity Planning ............................................................... 540 

1.4.12.5  Transport/IP/Optical Service Optimization and  

Interoperability [L.34.1.4.5] ................................................. 540 

1.4.12.5.a  Approach to Optimizing IP-based and Optical Services ..... 540 

1.4.12.5.b  Network Architecture Optimization ..................................... 540 

1.4.12.5.c  Optimizing Engineering Techniques ................................... 541 

1.4.12.5.d  Vision to Implement Service Internetworking ...................... 541 

1.4.12.6 Narrative Text Requirement [C.2.7.2.3.1 (1 - 7)] ................. 541 

1.4.12.7 Stipulated Deviations .......................................................... 542 

 

1.4.13  Network-Based IP Virtual Private Network Service  

(NBIP-VPNS) [C.2.7.3] ....................................................... 543 

1.4.13.1 Technical Approach to Transport/IP/Optical  

Service Delivery [L.34.1.4.1] ............................................... 543 

1.4.13.1.a  Approach to Service Delivery ............................................. 543 

1.4.13.1.b  Benefits to Technical Approach .......................................... 551 

1.4.13.1.c  Major Issue to Service Delivery .......................................... 552 

1.4.13.1.d  Network Architecture Synchronization ................................ 554 

1.4.13.2  Satisfaction of Transport/IP/Optical Performance 

Requirements [L.34.1.4.2] .................................................. 555 

1.4.13.2.a Service Quality and Performance ....................................... 555 

1.4.13.2.b  Approach to Monitoring and Measuring Performance......... 558 

1.4.13.2.c  Performance Level Improvements ...................................... 560 

1.4.13.2.d  Rationale and Benefits for Additional  

Performance Metrics........................................................... 560 

1.4.13.3  Satisfaction of Transport/IP/Optical Service  

Specifications [L.34.1.4.3] ................................................... 561 

1.4.13.3.a  Service Description ............................................................. 561 



NETWORX 
  

 UNIVERSAL  
CONTRACT GS00T07NSD0007 

MOD # - PS422/EFFECTIVE DATE – 2/11/14 

GSA and AT&T Proprietary Page xl  
For use pursuant to contract GS00T07NSD0007   Mod PS422/ 1. Table of Contents 

1.4.13.3.a.1 Class of Service (CoS) ....................................................... 564 

1.4.13.3.a.2 High Availability Options for SEDs ...................................... 565 

1.4.13.3.b  Attributes and Values of Service Enhancements ................ 566 

1.4.13.3.c  Service Delivery Network Modifications .............................. 567 

1.4.13.3.d  Transport/IP/Optical Service Experience ............................ 568 

1.4.13.4  Robust Delivery of Transport/IP/Optical  

Services [L.34.1.4.4] ........................................................... 569 

1.4.13.4.a  Network Traffic Utilization ................................................... 569 

1.4.13.4.b  System Robustness and Resiliency ................................... 570 

1.4.13.4.b.1 Capacity Planning ............................................................... 571 

1.4.13.5  Transport/IP/Optical Service Optimization and  

Interoperability [L.34.1.4.5] ................................................. 572 

1.4.13.5.a  Approach to Optimizing IP-based and Optical Services ..... 572 

1.4.13.5.b  Network Architecture Optimization ..................................... 572 

1.4.13.5.c  Optimizing Engineering Techniques ................................... 572 

1.4.13.5.d  Vision to Implement Service Internetworking ...................... 573 

1.4.13.6 Narrative Requirements ...................................................... 573 

1.4.13.6.1 Application Level QoS Support ........................................... 574 

1.4.13.6.2 Standardized Modes QoS Support ..................................... 574 

1.4.13.7  Stipulated Deviations ........................................................ 574a 

1.4.13.8 EMNS Enhanced Network-Based IPVPN ......................... 574a    

1.4.13.8.1 EMNS Enhanced Network-Based IPVPN -  

Service Description ........................................................... 574a 

1.4.13.8.2 EMNS Enhanced Network-Based IPVPN –  

Remote Access Service Feature ....................................... 574c 

1.4.13.8.3 EMNS Enhanced NBIPVPN –  

Service Quality & Performance .......................................... 574c 

1.4.13.8.4 EIASS Gateway Feature  .................................................. 574e 



NETWORX 
  

 UNIVERSAL  
CONTRACT GS00T07NSD0007 

MOD # - PS422/EFFECTIVE DATE – 2/11/14 

GSA and AT&T Proprietary Page xli  
For use pursuant to contract GS00T07NSD0007   Mod PS422/ 1. Table of Contents 

1.4.13.8.5 Trusted Internet Connection (TIC) Interconnect ............ 574l(1) 

1.4.13.8.5.1 Agency Responsibilities ................................................. 574l(1) 

1.4.13.8.6 Certification & Accreditation (C&A) at FIPS-199  

High-High-High Impact Level  ........................................ 574l(2) 

1.4.13.9 NBIP-VPNS Subrate Ports .............................................. 574m 

1.4.13.9.1 Service Description .......................................................... 574m 

1.4.13.9.2 Availability and  

Service Enabling Devices (SEDs) ................................... 574m 

1.4.13.10 EMNS Fixed Site VPN Services ....................................... 574n 

1.4.13.10.1 Service Description ........................................................... 574n 

1.4.13.11 EMNS Extranet Connectivity Services .............................. 574p 

1.4.13.11.1 Service Description ........................................................... 574p 

1.4.13.12 NBIP-VPNS Premier Service ............................................. 574t 

1.4.13.12.1 NBIP-VPNS Premier Service Port .................................... 574u 

1.4.13.12.2 NBIP-VPNS Premier Service – Connectivity  

to External Networks....................................................... 574ee 

1.4.13.12.3 NBIP-VPNS Premier Service - Occasional Use Ports ...... 574ff 

1.4.13.12.4 NBIP-VPNS Premier Service - Secure  

Internet Gateway ............................................................ 574gg 

1.4.13.12.5 Rapid Router Deployment .............................................. 574nn 

1.4.13.12.5.1 Training and Maintenance Procedures  ........................... 574ss 

1.4.13.13 NBIP-VPN RAS – SOHO Service .................................... 574ss 

1.4.13.13.1 Service Description ........................................................... 574tt 

1.4.13.13.2 Access Interfaces ........................................................... 574uu 

1.4.13.13.3 Implementation ............................................................... 574uu 

1.4.13.13.4 Agency Responsibilities .................................................. 574uu 

1.4.13.14 Dedicated TIC Portal ..................................................... 574ww 

1.4.13.14.1 Service Description ........................................................ 574ww 



NETWORX 
  

 UNIVERSAL  
CONTRACT GS00T07NSD0007 

MOD # - PS422/EFFECTIVE DATE – 2/11/14 

GSA and AT&T Proprietary Page xlii  
For use pursuant to contract GS00T07NSD0007   Mod PS422/ 1. Table of Contents 

1.4.13.14.2 Service Features ............................................................. 574yy 

1.4.13.15 Diversity Options ............................................................. 574zz 

1.4.13.16 Diversity Parameters .................................................... 574aaa 

1.4.13.17 AT&T Telepresence Feature ........................................ 574aaa 

1.4.13.18 Platinum NBIP-VPNS Service .......................................... 574jjj 

1.4.13.18.1 Dynamic IPSec VPN ...................................................... 574kkk 

1.4.13.18.2 IP Unicast and Bi-Directional Multicast ............................. 574lll 

1.4.13.18.3 6CoS ................................................................................. 574lll 

1.4.13.18.4 Jumbo Frames ........................................................... 574mmm 

1.4.13.18.5 Public Key Infrastructure (PKI) Management ................ 574nnn 

1.4.13.19 Custom Multi-VPN ........................................................ 574ooo 

 

1.4.14 Voice over Internet Protocol (IP) Transport  

Service (VoIPTS) [C.2.7.8] ................................................. 575 

1.4.14.1 Technical Approach to Transport/IP/Optical  

Service Delivery [L.34.1.4.1] ............................................... 575 

1.4.14.1.a  Approach to Service Delivery [L.34.1.4.1.a] ........................ 575 

1.4.14.1.b  Benefits to Technical Approach [L.34.1.4.1.b] .................... 578 

1.4.14.1.c  Major Issue to Service Delivery [L.34.1.4.1.c] ..................... 580 

1.4.14.1.d  Network Architecture Synchronization [L.34.1.4.1.d] .......... 581 

1.4.14.2  Satisfaction of Transport/IP/Optical Performance 

Requirements [L.34.1.4.2] .................................................. 582 

1.4.14.2.a  Service Quality and Performance [L.34.1.4.2.a] ................. 582 

1.4.14.2.b  Approach to Monitoring and Measuring  

Performance [L.34.1.4.2.b] ................................................. 583 

1.4.14.2.c  Performance Level Improvements [L.34.1.4.2.c] ................ 586 

1.4.14.2.d  Rationale and Benefits for Additional  

Performance Metrics [L.34.1.4.2.d] ..................................... 587 



NETWORX 
  

 UNIVERSAL  
CONTRACT GS00T07NSD0007 

MOD # - PS422/EFFECTIVE DATE – 2/11/14 

GSA and AT&T Proprietary Page xliii  
For use pursuant to contract GS00T07NSD0007   Mod PS422/ 1. Table of Contents 

1.4.14.3  Satisfaction of Transport/IP/Optical Service  

Specifications [L.34.1.4.3] ................................................... 588 

1.4.14.3.a  Service Description [L.34.1.4.3.a] ....................................... 588 

1.4.14.3.b  Attributes and Values of Service  

Enhancements [L.34.1.4.3.b] .............................................. 592 

1.4.14.3.c  Service Delivery Network Modifications [L.34.1.4.3.c] ........ 594 

1.4.14.3.d  Transport/IP/Optical Service Experience [L.34.1.4.3.d] ...... 594 

1.4.14.4  Robust Delivery of Transport/IP/Optical  

Services [L.34.1.4.4] ........................................................... 595 

1.4.14.4.a  Network Traffic Utilization [L.34.1.4.4.a] ............................. 595 

1.4.14.4.b  System Robustness and Resiliency [L.34.1.4.4.b] .............. 596 

1.4.14.5  Transport/IP/Optical Service Optimization and  

Interoperability [L.34.1.4.5] ................................................. 597 

1.4.14.5.a Approach to Optimizing IP-based and Optical  

Services [L.34.1.4.5.a] ........................................................ 597 

1.4.14.5.b  Network Architecture Optimization [L.34.1.4.5.b] ................ 597 

1.4.14.5.c  Optimizing Engineering Techniques [L.34.1.4.5.c] ............. 597 

1.4.14.5.d  Vision to Implement Service  

Internetworking [L.34.1.4.5.d] ............................................. 597 

1.4.14.6 Narrative Text Requirement ................................................ 598 

1.4.14.6.1 Routing Prioritization [C.2.7.8.1.4 (2)] ................................. 598 

1.4.14.6.2 Private Dial Plans [C.2.7.8.1.4(3)(d)] .................................. 599 

1.4.14.6.3 Access Gateway [C.2.7.8.1.4 (4)(a)] ................................... 600 

1.4.14.6.4 Reserved ............................................................................ 601 

1.4.14.6.5 Reserved ............................................................................ 601 

1.4.14.6.6 Agency Firewalls [C.2.7.8.1.4 (6)] ....................................... 602 

1.4.14.6.7 PBX Requirements [C.2.7.8.1.4 (8)] ................................... 602 

1.4.14.6.8 VoIP Security [C.2.7.8.1.4 (11)] .......................................... 603 



NETWORX 
  

 UNIVERSAL  
CONTRACT GS00T07NSD0007 

MOD # - PS422/EFFECTIVE DATE – 2/11/14 

GSA and AT&T Proprietary Page xliv  
For use pursuant to contract GS00T07NSD0007   Mod PS422/ 1. Table of Contents 

1.4.14.6.9 Security Updates [C.2.7.8.1.4 (11)] .................................... 605 

1.4.14.6.10 Denial of Service [C.2.7.8.1.4 (11)(a)] ................................ 605 

1.4.14.6.11 Intrusion [C.2.7.8.1.4 (11)(b)] .............................................. 607 

1.4.14.6.12 Invasion of Privacy [C.2.7.8.1.4 (11)(c)] .............................. 607 

1.4.14.6.13 Voice Over Internet Protocol Transport Service  

Interfaces [C.2.7.8.3.2 (1)] .................................................. 608 

1.4.14.7  Stipulated Deviations .......................................................... 609 

1.4.14.8 Local SIP Trunk Service ..................................................... 609 

1.4.14.8.1 On-Net and Off-Net Calling ............................................... 609b 

1.4.14.8.2 Service Features ............................................................... 609c 

1.4.14.8.3 Local Number Assignments .............................................. 609e 

1.4.14.8.4 IP, PSTN and Long Distance Capability ........................... 609e 

1.4.14.8.5 Trunk and Transport Capabilities ....................................... 609f 

1.4.14.9 Custom Local SIP Trunking  ............................................. 609g 

 

1.4.15 Internet protocol Telephone Service (IPTelS) [C.2.7.10] .... 610 

1.4.15.1  Technical Approach to Transport/IP/Optical  

Service Delivery [L.34.1.4.1] ............................................... 610 

1.4.15.1.a  Approach to Service Delivery [L.34.1.4.1.a] ........................ 610 

1.4.15.1.b  Benefits to Technical Approach [L.34.1.4.1.b] .................... 613 

1.4.15.1.c  Major Issue to Service Delivery [L.34.1.4.1.c] ..................... 615 

1.4.15.1.d  Network Architecture Synchronization [L.34.1.4.1.d] .......... 616 

1.4.15.2  Satisfaction of Transport/IP/Optical Performance 

Requirements [L.34.1.4.2] .................................................. 617 

1.4.15.2.a  Service Quality and Performance [L.34.1.4.2.a] ................. 617 

1.4.15.2.b  Approach to Monitoring and Measuring  

Performance [L.34.1.4.2.b] ................................................. 619 

1.4.15.2.c  Performance-Level Improvements [L.34.1.4.2.c] ................ 620 



NETWORX 
  

 UNIVERSAL  
CONTRACT GS00T07NSD0007 

MOD # - PS422/EFFECTIVE DATE – 2/11/14 

GSA and AT&T Proprietary Page xlv  
For use pursuant to contract GS00T07NSD0007   Mod PS422/ 1. Table of Contents 

1.4.15.2.d  Rationale and Benefits for Additional Performance  

Metrics [L.34.1.4.2.d] .......................................................... 621 

1.4.15.3  Satisfaction of Transport/IP/Optical Service  

Specifications [L.34.1.4.3] ................................................... 623 

1.4.15.3.a  Service Description [L.34.1.4.3.a] ....................................... 623 

1.4.15.3.b  Attributes and Values of Service  

Enhancements [L.34.1.4.3.b] .............................................. 628 

1.4.15.3.c  Service Delivery Network Modifications [L.34.1.4.3.c] ........ 629 

1.4.15.3.d Transport/IP/Optical Service Experience [L.34.1.4.3.d] ...... 629 

1.4.15.4 Robust Delivery of Transport/IP/Optical  

Services [L.34.1.4.4] ........................................................... 630 

1.4.15.4.a  Network Traffic Utilization [L.34.1.4.4.a] ............................. 630 

1.4.15.4.b  System Robustness and Resiliency [L.34.1.4.4.b] .............. 631 

1.4.15.5  Transport/IP/Optical Service Optimization and  

Interoperability [L.34.1.4.5] ................................................. 632 

1.4.15.5.a  Approach to Optimizing IP-based and Optical  

Services [L.34.1.4.5.a] ........................................................ 632 

1.4.15.5.b  Network Architecture Optimization [L.34.1.4.5.b] ................ 632 

1.4.15.5.c  Optimizing Engineering Techniques [L.34.1.4.5.c] ............. 632 

1.4.15.5.d  Vision to Implement Service  

Internetworking [L.34.1.4.5.d] ............................................. 633 

1.4.15.6 Narrative Text Requirement ................................................ 633 

1.4.15.6.1 Connection to the IP Network [C.2.7.10.1.3] ....................... 633 

1.4.15.6.2 Routing 700 Number Calls [C.2.7.10.1.4 (2)(e)] ................. 634 

1.4.15.6.2.1 Incoming-to-VoIP ................................................................ 635 

1.4.15.6.2.2 VoIP-to-Outgoing ................................................................ 635 

1.4.15.6.2.3 VoIP-to-VoIP ....................................................................... 635 

1.4.15.6.3 PSTN Gateways [C.2.7.10.1.4 (3)] ..................................... 635 



NETWORX 
  

 UNIVERSAL  
CONTRACT GS00T07NSD0007 

MOD # - PS422/EFFECTIVE DATE – 2/11/14 

GSA and AT&T Proprietary Page xlvi  
For use pursuant to contract GS00T07NSD0007   Mod PS422/ 1. Table of Contents 

1.4.15.6.4 Routing Priority [C.2.7.10.1.4 (5)] ....................................... 636 

1.4.15.6.5 Station Mobility [C.2.7.10.1.4 (6)] ....................................... 637 

1.4.15.6.6 Agency Firewall Traversal [C.2.7.10.1.4 (8)] ....................... 638 

1.4.15.6.7 Security Practices [C.2.7.10.1.4 (11)] ................................. 639 

1.4.15.6.8 Security Updates [C.2.7.10.1.4 (11)] .................................. 641 

1.4.15.6.9 Denial of Service [C.2.7.10.1.4 (11)(a)] .............................. 641 

1.4.15.6.10 Intrusion [C.2.7.10.1.4 (11)(b)] ............................................ 642 

1.4.15.6.11 Invasion of Privacy [C.2.7.10.1.4 (11)(c)] ............................ 643 

1.4.15.6.12 IP Telephony Service Interfaces [C.2.7.10.3.1 (1)] ............. 644 

1.4.15.7 Stipulated Deviations .......................................................... 645 

1.4.15.8 IPTelS Deployment Service ................................................ 645 

1.4.15.8.1 IPTelS Deployment Services Task List ............................. 645a 

1.4.15.9 Auto Attendant ................................................................... 645f 

1.4.15.9.1 Core Structure and Operation ........................................... 645h 

1.4.15.9.2 Auto Attendant Features ..................................................... 645j 

1.4.15.9.3 Reporting and Maintenance ................................................ 645l 

 

1.4.16  Converged IP Service (CIPS) [C.2.7.11] ............................. 646 

1.4.16.1  Technical Approach to Transport/IP/Optical  

Service Delivery [L.34.1.4.1] ............................................... 646 

1.4.16.1.a  Approach to Service Delivery ............................................. 646 

1.4.16.1.b  Benefits to Technical Approach .......................................... 648 

1.4.16.1.c  Major Issue to Service Delivery .......................................... 650 

1.4.16.1.d  Network Architecture Synchronization ................................ 651 

1.4.16.2  Satisfaction of Transport/IP/Optical Performance 

Requirements [L.34.1.4.2] .................................................. 652 

1.4.16.2.a  Service Quality and Performance ....................................... 652 

1.4.16.2.b  Approach to Monitoring and Measuring Performance......... 653 



NETWORX 
  

 UNIVERSAL  
CONTRACT GS00T07NSD0007 

MOD # - PS422/EFFECTIVE DATE – 2/11/14 

GSA and AT&T Proprietary Page xlvii  
For use pursuant to contract GS00T07NSD0007   Mod PS422/ 1. Table of Contents 

1.4.16.2.c  Performance Level Improvements ...................................... 655 

1.4.16.2.d  Rationale and Benefits for Additional  

Performance Metrics........................................................... 656 

1.4.16.3  Satisfaction of Transport/IP/Optical Service  

Specifications [L.34.1.4.3] ................................................... 657 

1.4.16.3.a  Service Description ............................................................. 657 

1.4.16.3.b  Attributes and Values of Service Enhancements ................ 661 

1.4.16.3.c  Service Delivery Network Modifications .............................. 662 

1.4.16.3.d  Transport/IP/Optical Service Experience ............................ 662 

1.4.16.4  Robust Delivery of Transport/IP/Optical  

Services [L.34.1.4.4] ........................................................... 663 

1.4.16.4.a  Network Traffic Utilization ................................................... 663 

1.4.16.4.b  System Robustness and Resiliency ................................... 664 

1.4.16.5  Transport/IP/Optical Service Optimization and  

Interoperability [L.34.1.4.5] ................................................. 665 

1.4.16.5.a  Approach to Optimizing IP-based and Optical Services ..... 665 

1.4.16.5.b  Network Architecture Optimization ..................................... 665 

1.4.16.5.c  Optimizing Engineering Techniques ................................... 665 

1.4.16.5.d  Vision to Implement Service Internetworking ...................... 665 

1.4.16.6 Narrative Text Requirement ................................................ 666 

1.4.16.6.1 Non-Domestic Coverage [C.2.7.11.1.3] .............................. 666 

1.4.16.6.2 Routing Priority [C.2.7.11.1.4 (2)] ....................................... 666 

1.4.16.6.3 SEDs and Gateways [C.2.7.11.1.4 (5)] ............................... 667 

1.4.16.6.4 Network Capacity [C.2.7.11.1.4 (6)] .................................... 668 

1.4.16.6.5 Utilization Statistics [C.2.7.11.1.4 (8)(b)] ............................. 669 

1.4.16.6.6 Active Directory [C.2.7.11.1.4 (13)] ..................................... 670 

1.4.16.6.7 Agency Firewalls [C.2.7.11.1.4 (14)] ................................... 671 

1.4.16.6.8 Security Safeguards [C.2.7.11.1.4 (15)] .............................. 671 



NETWORX 
  

 UNIVERSAL  
CONTRACT GS00T07NSD0007 

MOD # - PS422/EFFECTIVE DATE – 2/11/14 

GSA and AT&T Proprietary Page xlviii  
For use pursuant to contract GS00T07NSD0007   Mod PS422/ 1. Table of Contents 

1.4.16.6.9 Security Practices [C.2.7.11.1.4 (15)] ................................. 673 

1.4.16.6.10 Denial of Service [C.2.7.11.1.4 (15)(a)] .............................. 673 

1.4.16.6.11 Intrusion Prevention [C.2.7.11.1.4 (15)(b)] .......................... 675 

1.4.16.6.12 Invasion of Privacy [C.2.7.11.1.4 (15)(c)] ............................ 675 

1.4.16.6.13 Encryption [C.2.7.11.1.4 (15)(d)] ........................................ 676 

1.4.16.7  Stipulated Deviations .......................................................... 677 

 

1.4.16.8 CIPS with Managed Router Service ................................... 677 

1.4.16.8.1 Service Description ........................................................... 677a 

1.4.16.8.2 AT&T Monitoring, Maintenance and Management ........... 677a 

1.4.16.8.3 Implementation Support .................................................... 677b 

1.4.16.8.4 Availability and Service Interfaces .................................... 677b 

1.41.6.8.5 Agency Responsibilities ..................................................... 677c 

1.4.16.8.6 Features Available for CIPS with Managed Router ........... 677c 

1.4.17 Layer 2 Virtual Private Network Services  

(L2VPNS) [C.2.7.12] ........................................................... 678 

1.4.17.a Reserved [L.34.1.4.6.a] ...................................................... 678 

1.4.17.b Reserved [L.34.1.4.6.b] ...................................................... 678 

1.4.17.c Service Description [L.34.1.4.6.c] ....................................... 678 

1.4.17.c.1 Capabilities ......................................................................... 682 

1.4.17.c.2 Features ............................................................................. 684 

1.4.17.c.3 Interfaces and Speeds ........................................................ 685 

1.4.17.d Service Quality and Performance [L.34.1.4.6.d] ................. 685 

1.4.20.e Attributes and Values of Service Enhancements  

[L.34.1.4.6.e] ....................................................................... 686 

1.4.17.f Service Delivery Experience [L.34.1.4.6.f] .......................... 686 

1.4.17.g Approach to Perform Service Verification [L.34.1.4.6.g] ..... 687 

1.4.17.h Optional Services Network Impact [L.34.1.4.6.h] ................ 688 



NETWORX 
  

 UNIVERSAL  
CONTRACT GS00T07NSD0007 

MOD # - PS422/EFFECTIVE DATE – 2/11/14 

GSA and AT&T Proprietary Page xlix  
For use pursuant to contract GS00T07NSD0007   Mod PS422/ 1. Table of Contents 

1.4.17.i Approach to Incorporating Optional Services,  

Enhancements, or Improvements [L.34.1.4.6.i] .................. 689 

1.4.17.1 to 1.4.17.5.d is Reserved 

1.4.17.6  Stipulated Deviations .......................................................... 701 

1.4.17.6.1 Reserved ............................................................................ 701 

1.4.17.6.2 Reserved ............................................................................ 701 

1.4.17.7 Narrative Requirements ...................................................... 701 

1.4.17.7.1 Encapsulation Protocols [C.2.7.12.1.4 (8)] ......................... 701 

1.4.17.8 Provider Edge POP Diversity Feature ................................ 701 

1.4.17.8.1 One L2VPNS POP and one Ethernet POP in  

the same LATA  ................................................................ 701a 

1.4.17.8.2 Multiple L2VPNS POPs in the same LATA ....................... 701a 

1.4.17.8.3 Multiple Ethernet POPs in the same LATA ....................... 701a 

1.4.17.8.4 Only one L2VPNS POP in a LATA ................................... 701b 

1.4.17.8.5 Availability and Customer Responsibilities ....................... 701b 

 
1.4.18 Dark Fiber Services (DFS) [C.2.5.3] ................................... 702 

1.4.18.a Reserved [L.34.1.4.6.a] ...................................................... 702 

1.4.18.b Reserved [L.34.1.4.6.b] ...................................................... 702 

1.4.18.b.1 Reserved ............................................................................ 702 

through 

1.4.18.b.25 Reserved ............................................................................ 702 

1.4.18.c Service Description [L.34.1.4.6.c] ....................................... 714 

1.4.18.d Service Quality and Performance [L.34.1.4.6.d] ................. 719 

1.4.18.e Attributes and Values of Service  

Enhancements [L.34.1.4.6.e] .............................................. 720 

1.4.18.f Service Delivery Experience [L.34.1.4.6.f] .......................... 720 

1.4.18.g Approach to Perform Service Verification [L.34.1.4.6.g] ..... 722 



NETWORX 
  

 UNIVERSAL  
CONTRACT GS00T07NSD0007 

MOD # - PS422/EFFECTIVE DATE – 2/11/14 

GSA and AT&T Proprietary Page l  
For use pursuant to contract GS00T07NSD0007   Mod PS422/ 1. Table of Contents 

1.4.18.h Optional Services Network Impact [L.34.1.4.6.h] ................ 723 

1.4.18.i Approach to Incorporating Optional Services, Enhancements, 

or Improvements [L.34.1.4.6.i] ............................................ 723 

1.4.18.1 Narrative Requirements [L.34.1.4.6.b] ................................ 724 

1.4.18.1.1 Geographical Coverage –  

Non-domestic [C.2.5.3.1.4 (1)(a)] ..................................... 724a 

1.4.18.1.2 Geographical Coverage –  

CONUS [C.2.5.3.1.4 (1)(b)(i)(1)] ....................................... 724a 

1.4.18.1.3 Geographical Coverage – CONUS –  

Inter-city [C.2.5.3.1.4 (1)(b)(i)(2)] ...................................... 724b 

1.4.18.1.4 Geographical Coverage – CONUS - 

Inter-city [C.2.5.3.1.4 (1)(b)(i)(3)] ...................................... 724b 

1.4.18.1.5 Geographical Coverage – CONUS –  

Intra-city [C.2.5.3.1.4 (1)(b)(ii)(1)] ...................................... 724c 

1.4.18.1.6 Geographical Coverage – CONUS –  

Intra-city [C.2.5.3.1.4 (1)(b)(ii)(2)] ..................................... 724d 

1.4.18.1.7 Geographical Coverage – CONUS –  

Intra-city [C.2.5.3.1.4 (1)(b)(ii)(3)] ..................................... 724d 

1.4.18.1.8 Geographical Coverage – CONUS –  

Intra-city [C.2.5.3.1.4 (1)(b)(ii)(4)] ..................................... 724e 

1.4.18.1.9 Geographical Coverage – OCONUS –  

Intercity [C.2.5.3.1.4 (1)(C)(i)(1)] ....................................... 724e 

1.4.18.1.10 Geographical Coverage – OCONUS –  

Intercity [C.2.5.3.1.4 (1)(C)(i)(2)] ....................................... 724e 

1.4.18.1.11 Geographical Coverage – OCONUS –  

Intercity [C.2.5.3.1.4 (1)(C)(i)(3)] ........................................ 724f 

1.4.18.1.12 Geographical Coverage – OCONUS –  

Intra-city [C.2.5.3.1.4 (1)(C)(ii)(1)] ...................................... 724f 



NETWORX 
  

 UNIVERSAL  
CONTRACT GS00T07NSD0007 

MOD # - PS422/EFFECTIVE DATE – 2/11/14 

GSA and AT&T Proprietary Page li  
For use pursuant to contract GS00T07NSD0007   Mod PS422/ 1. Table of Contents 

1.4.18.1.13 Geographical Coverage – OCONUS –  

Intra-city [C.2.5.3.1.4 (1)(C)(ii)(2)] ...................................... 724f 

1.4.18.1.14 Gateways – Expansion [C.2.5.3.1.4 (5)(f)] ........................ 724g 

1.4.18.1.15 Gateways – Monitoring [C.2.5.3.1.4 (5)(g)] ....................... 724g 

1.4.18.1.16 Fiber Deployed [C.2.5.3.1.4 (7)(a)] ................................... 724g 

1.4.18.1.17 Fiber Deployed – NZDS [C.2.5.3.1.4 (7)(b)(i)] .................. 724h 

1.4.18.1.18 Fiber Deployed – Corning ELEAF [C.2.5.3.1.4 (7)(b)(ii)] .. 724h 

1.4.18.1.19 Fiber Deployed – True-Wave [C.2.5.3.1.4 (7)(b)(iii)] ......... 724h 

1.4.18.1.20 Fiber Deployed – True-Wave RS [C.2.5.3.1.4 (7)(b)(iv)] ... 724h 

1.4.18.1.21 Fiber Deployed – All-Wave [C.2.5.3.1.4 (7)(b)(v)] ............... 724i 

1.4.18.1.22 Fiber Deployed – SMF-28 [C.2.5.3.1.4 (7)(b)(vi)] ............... 724i 

1.4.18.1.23 Verification Testing [C.2.5.3.1.4 (9)(a)(v)] ........................... 724i 

1.4.18.1.24 Service Components – Laterals [C.2.5.3.1.4 (10)(b)(i)] ... 724m 

1.4.18.1.25 Interface [C.2.5.3.3] ......................................................... 724m 

1.4.18.2 Stipulated Deviations [L.34.1.4.6.a] ................................. 724m 

 

1.4.19 Optical Wavelength Service over Automatic Switched 

Transport Network (OWS over ASTN) [C.2.5.4.2] .............. 725 

1.4.19.a Reserved [L.34.1.4.6.a] ...................................................... 725 

1.4.19.a.1 Reserved [C.2.5.4.2.1.2 (4)] ............................................... 725 

1.4.19.a.2 Reserved [C.2.5.4.2.4] ........................................................ 725 

1.4.19.a.3 Reserved [C.2.5.4.2.4.1] ..................................................... 725 

1.4.19.b Reserved [L.34.1.4.6.b] ...................................................... 725 

1.4.19.c Technical Description [L.34.1.4.6.c] .................................... 726 

1.4.19.c.1 AT&T Intelligent Optical Network ........................................ 738 

1.4.19.c.2 Optical Networking – Transport via Optical Network 

Connections ........................................................................ 739 

1.4.19.d Service Quality and Performance [L.34.1.4.6.d] ................. 740 



NETWORX 
  

 UNIVERSAL  
CONTRACT GS00T07NSD0007 

MOD # - PS422/EFFECTIVE DATE – 2/11/14 

GSA and AT&T Proprietary Page lii  
For use pursuant to contract GS00T07NSD0007   Mod PS422/ 1. Table of Contents 

1.4.19.e Attributes and Values of Service  

Enhancements [L.34.1.4.6.e] .............................................. 741 

1.4.19.f Service Delivery Experience [L.34.1.4.6.f] .......................... 743 

1.4.19.g Approach to Perform Service Verification [L.34.1.4.6.g] ..... 744 

1.4.19.h Optional Services Network Impact [L.34.1.4.6.h] ................ 746 

1.4.19.i Approach to Incorporating Optional Services,  

Enhancements, or Improvements [L.34.1.4.6.i] .................. 746 

1.4.19.1 Stipulated Deviations [L.34.1.4.6.a] .................................. 747a 

1.4.19.1.1 Reserved .......................................................................... 747a 

 
1.4.20 Ethernet Services (EthS) [C.2.7.1] ...................................... 748 

1.4.20.a Reserved [L.34.1.4.6.a] ...................................................... 748 

1.4.20.a.1 Reserved [C.2.7.1.1.4 (16)] ................................................ 748 

1.4.20.b Reserved [L.34.1.4.6.b] ...................................................... 748 

1.4.20.b.1 Reserved ............................................................................ 748 

through 

1.4.20.b.12 Reserved ............................................................................ 748 

1.4.20.c Service Description [L.34.1.4.6.c] ....................................... 763 

1.4.20.c.1 Capabilities ......................................................................... 763 

1.4.20.c.2 Features ............................................................................. 767 

1.4.20.c.3 Interfaces ............................................................................ 768 

1.4.20.d Service Quality and Performance [L.34.1.4.6.d] ................. 769 

1.4.20.e Attributes and Values of Service  

Enhancements [L.34.1.4.6.e] .............................................. 770 

1.4.20.f Service Delivery Experience [L.34.1.4.6.f] .......................... 772 

1.4.20.g Approach to Perform Service Verification [L.34.1.4.6.g] ..... 773 

1.4.20.h Optional Services Network Impact [L.34.1.4.6.h] ................ 774 



NETWORX 
  

 UNIVERSAL  
CONTRACT GS00T07NSD0007 

MOD # - PS422/EFFECTIVE DATE – 2/11/14 

GSA and AT&T Proprietary Page liii  
For use pursuant to contract GS00T07NSD0007   Mod PS422/ 1. Table of Contents 

1.4.20.i Approach to Incorporating Optional Services,  

Enhancements, or Improvements [L.34.1.4.6.i] .................. 774 

1.4.20.1 Narrative Requirements [L.34.1.4.6.b] ................................ 774 

1.4.20.1.1 Geographic Coverage [C.2.7.1.1.4 (1)] ............................... 774 

1.4.20.1.2 Geographic Coverage [C.2.7.1.1.4 (1a)] ............................. 774 

1.4.20.1.3 Geographic Coverage [C.2.7.1.1.4 (1b)] ........................... 774a 

1.4.20.1.4 Ethernet UNI [C.2.7.1.1.4 (2)] ........................................... 774a 

1.4.20.1.5 Ethernet VC [C.2.7.1.1.4 (3)] ............................................ 774b 

1.4.20.1.6 Ethernet Delivery [C.2.7.1.1.4 (4)] .................................... 774b 

1.4.20.1.7 Circuit Emulation [C.2.7.1.1.4 (5)] ..................................... 774b 

1.4.20.1.8 Multipoint EVC [C.2.7.1.1.4 (6)] ........................................ 774b 

1.4.20.1.9 EVC Multiplexing [C.2.7.1.1.4 (7)] .................................... 774b 

1.4.20.1.10 Bandwidth Profiles [C.2.7.1.1.4 (8)] .................................. 774b 

1.4.20.1.11 Bandwidth Profiles [C.2.7.1.1.4 (11)] ................................. 774c 

1.4.20.1.12 Proactive Performance Monitoring (PM) Capabilities 

[C.2.7.1.1.4 (14)] ................................................................ 774c 

1.4.20.1.13 Virtual Connection Sizes [C.2.7.1.1.4 (21)(a)] .................. 774n 

1.4.20.1.14 Transport Methods – Ethernet over CWDM/DWDM  

[C.2.7.1.1.4 (23)(a)(b)(c)(d)(e)] ......................................... 774n 

1.4.20.2 Stipulated Deviations [L.34.1.4.6.a] .................................. 774o 

 
1.4.21 <Reserved> ...................................................................... 774o 

1.5 Management and Applications Services [L.34.1.5] 

1.5.1 Dedicated Hosting Services (DHS) [C.2.4.2] ...................... 777 

1.5.1.1 Technical Approach to Management and Applications  

Service Delivery [L.34.1.5.1] ............................................... 777 

1.5.1.1.a Approach to Service Delivery [L.34.1.5.1.a] ........................ 777 

1.5.1.1.b Benefits to Technical Approach [L.34.1.5.1.b] .................... 780 



NETWORX 
  

 UNIVERSAL  
CONTRACT GS00T07NSD0007 

MOD # - PS422/EFFECTIVE DATE – 2/11/14 

GSA and AT&T Proprietary Page liv  
For use pursuant to contract GS00T07NSD0007   Mod PS422/ 1. Table of Contents 

1.5.1.1.c  Major Issue to Service Delivery [L.34.1.5.1.c] ..................... 782 

1.5.1.2  Satisfaction of Management and Applications  

Performance Requirements [L.34.1.5.2] ............................. 783 

1.5.1.2.a  Service Quality and Performance [L.34.1.5.2.a] ................. 783 

1.5.1.2.b  Approach to Monitoring and Measuring  

Performance [L.34.1.5.2.b] ................................................. 784 

1.5.1.2.c Approach to Perform Service Delivery  

Verification [L.34.1.5.2.c] .................................................... 786 

1.5.1.2.d Performance Level Improvements [L.34.1.5.2.d] ................ 787 

1.5.1.2.e Approach and Benefits for Additional Performance  

Metrics [L.34.1.5.2.e] .......................................................... 787 

1.5.1.3 Satisfaction of Management and Applications Service 

Specifications [L.34.1.5.3] ................................................... 788 

1.5.1.3.a Service Requirements Description [L.34.1.5.3.a] ................ 788 

1.5.1.3.a.1 Hosting Network ................................................................. 791 

1.5.1.3.a.2 Power Architecture ............................................................. 792 

1.5.1.3.a.3 Computer Room Air Conditioning ....................................... 793 

1.5.1.3.a.4 Smoke Detection and Fire Suppression ............................. 794 

1.5.1.3.a.5 Physical IDC Security ......................................................... 795 

1.5.1.3.a.6 IDC Operations Centers ..................................................... 796 

1.5.1.3.b  Attributes and Values of Service  

Enhancements [L.34.1.5.3.b] .............................................. 796 

1.5.1.3.b.1  Dedicated Hosting Reporting .............................................. 798 

1.5.1.3.c  Service Delivery Network Modifications [L.34.1.5.3.c] ........ 798 

1.5.1.3.d  Management and Applications Services  

Experience [L.34.1.5.3.d] .................................................... 798 

1.5.1.3.e  Approach to Network Infrastructure  

Management [L.34.1.5.3.e] ................................................. 800 



NETWORX 
  

 UNIVERSAL  
CONTRACT GS00T07NSD0007 

MOD # - PS422/EFFECTIVE DATE – 2/11/14 

GSA and AT&T Proprietary Page lv  
For use pursuant to contract GS00T07NSD0007   Mod PS422/ 1. Table of Contents 

1.5.1.4  Narrative Text Requirements .............................................. 800 

1.5.1.4.1 Customer Relationship Management (CRM) Application 

Hosting [C.2.4.2.2.1 (4)] ...................................................... 801 

1.5.1.4.2 Database Systems Application Hosting [C.2.4.2.2.1 (4)] .... 803 

1.5.1.4.3 Document Management Application  

Hosting [C.2.4.2.2.1 (4)] ...................................................... 804 

1.5.1.4.4 E-mail/Messaging Application Hosting [C.2.4.2.2.1 (4)] ...... 805 

1.5.1.4.5 Enterprise Resource Planning (ERP) Application  

Hosting [C.2.4.2.2.1 (4)] ...................................................... 807 

1.5.1.4.6 Human Resource Application Hosting [C.2.4.2.2.1 (4)] ...... 809 

1.5.1.5 Stipulated Deviations .......................................................... 810 

1.5.1.6 EMNS Dedicated Hosting (DHS) – Directory Services ....... 810 

1.5.1.6.1 EMNS DHS – Directory Services Description ..................... 810 

1.5.1.7 Value Added EDI Network Hosting ................................... 810a 

1.5.1.7.1 Service Description ........................................................... 810a 

1.5.1.7.2  ............................................................. 810c 

1.5.1.8 Server & Operating System Support Service (SOSS) ...... 810e 

1.5.1.8.1 Service Description ............................................................ 810f 

1.5.1.8.2 Implementation Support .................................................... 810g 

1.5.1.8.3 Agency Responsibilities .................................................... 810g 

1.5.1.8.4 Key Performance Indicators (KPI)  ................................... 810h 

1.5.1.8.5 Service Offering ................................................................ 810h 

1.5.1.9 LAN Switch Management ................................................... 810i 

1.5.1.9.1 Service Description ............................................................. 810i 

1.5.1.9.2 Implementation Support ...................................................... 810j 

1.5.1.9.3 Agency Responsibilities ...................................................... 810j 

1.5.1.10 Global Load Balancing (GLB)  ............................................ 810j 

1.5.1.10.1 Service Description ............................................................ 810k 



NETWORX 
  

 UNIVERSAL  
CONTRACT GS00T07NSD0007 

MOD # - PS422/EFFECTIVE DATE – 2/11/14 

GSA and AT&T Proprietary Page lvi  
For use pursuant to contract GS00T07NSD0007   Mod PS422/ 1. Table of Contents 

1.5.1.10.2 Implementation Support ...................................................... 810l 

1.5.1.10.3 Agency Responsibilities ...................................................... 810l 

 1.5.1.11 Synaptic Hosting Service .................................................... 810l 

1.5.1.11.1 Service Description 

1.5.1.11.2 Components .................................................................... 810m 

1.5.1.11.3 Support .............................................................................. 810t 

1.5.1.11.4 Production Support ........................................................... 810u 

1.5.1.12  Service Reports ............................................. 810w 

1.5.1.12.1 Service Description ........................................................... 810w 

 

1.5.2 Collocated Hosting Services (CHS) [C.2.4.3] ..................... 811 

1.5.2.1  Technical Approach to Management and Applications  

Service Delivery [L.34.1.5.1] ............................................... 811 

1.5.2.1.a  Approach to Service Delivery ............................................. 811 

1.5.2.1.b  Benefits to Technical Approach .......................................... 813 

1.5.2.1.c  Major Issue to Service Delivery .......................................... 815 

1.5.2.2  Satisfaction of Management and Applications  

Performance Requirements [L.34.1.5.2] ............................. 816 

1.5.2.2.a  Service Quality and Performance ....................................... 816 

1.5.2.2.b  Approach to Monitoring and Measuring Performance......... 817 

1.5.2.2.c  Approach to Perform Service Delivery Verification ............. 818 

1.5.2.2.d  Performance Level Improvements ...................................... 819 

1.5.2.2.e  Approach and Benefits for Additional  

Performance Metrics........................................................... 820 

1.5.2.3 Satisfaction of Management and Applications Service 

Specifications [L.34.1.5.3] ................................................... 820 

1.5.2.3.a  Service Requirements Description ..................................... 820 

1.5.2.3.a.1 Hosting Network ................................................................. 823 



NETWORX 
  

 UNIVERSAL  
CONTRACT GS00T07NSD0007 

MOD # - PS422/EFFECTIVE DATE – 2/11/14 

GSA and AT&T Proprietary Page lvii  
For use pursuant to contract GS00T07NSD0007   Mod PS422/ 1. Table of Contents 

1.5.2.3.a.2 Power Architecture ............................................................. 824 

1.5.2.3.a.3 Computer Room Air Conditioning ....................................... 825 

1.5.2.3.a.4 Smoke Detection and Fire Suppression ............................. 826 

1.5.2.3.a.5 Physical IDC Security ......................................................... 827 

1.5.2.3.b  Attributes and Values of Service Enhancements ................ 829 

1.5.2.3.c  Service Delivery Network Modifications .............................. 831 

1.5.2.3.d  Management and Applications Services Experience .......... 831 

1.5.2.3.e  Approach to Network Infrastructure Management .............. 832 

1.5.2.4 Narrative Text Requirements .............................................. 832 

1.5.2.4.1 The IDC shall support the following  

capabilities: [C.2.4.3.1.4] .................................................... 832 

1.5.2.4.2 The IDC shall support the following  

capabilities: [C.2.4.3.1.4] .................................................... 832 

1.5.2.5 Stipulated Deviations .......................................................... 833 

1.5.2.6 Government Provided Rack Features................................. 833 

1.5.2.6.1 Vendor Data Center ............................................................ 833 

1.5.2.6.1.1 AT&T IDC Guidelines for Government  

Furnished Equipment........................................................ 833b 

1.5.2.6.2 Vendor Install .................................................................... 833d 

1.5.2.6.3 Custom Power .................................................................. 833d 

1.5.2.7 POP-Based Collocation Hosting Service .......................... 833e 

1.5.2.7.1 Capabilities  ...................................................................... 833e 

1.5.2.7.2 Service Locations ............................................................. 833e 

1.5.2.8 Internet Data Center (IDC) Cross-connect ......................... 833f 

1.5.2.8.1 IDC Cross-connect – Implementation Support .................. 833f 

1.5.2.8.2 IDC Cross-connect – Agency Responsibilities ................... 833f 

1.5.2.9 AT&T IDC Guidelines for Secured Rack  

without Power ................................................................... 833g 



NETWORX 
  

 UNIVERSAL  
CONTRACT GS00T07NSD0007 

MOD # - PS422/EFFECTIVE DATE – 2/11/14 

GSA and AT&T Proprietary Page lviii  
For use pursuant to contract GS00T07NSD0007   Mod PS422/ 1. Table of Contents 

1.5.2.9.1 Secured Rack without Power ............................................ 833g 

1.5.2.9.2 AT&T Provided Rack Options ........................................... 833g 

 

1.5.3 Video Teleconferencing Services (VTS) [C.2.8.1] .............. 834 

1.5.3.1 Technical Approach to Management and Applications  

Service Delivery [L.34.1.5.1] ............................................... 834 

1.5.3.1.a Approach to Service Delivery [L.34.1.5.1.a] ........................ 834 

1.5.3.1.a.1 Future Service Direction ..................................................... 837 

1.5.3.1.b Benefits to Technical Approach [L.34.1.5.1.b] .................... 837 

1.5.3.1.c Major Issue to Service Delivery [L.34.1.5.1.c] ..................... 839 

1.5.3.2 Satisfaction of Management and Applications  

Performance Requirements [L.34.1.5.2] ............................. 841 

1.5.3.2.a Service Quality and Performance [L.34.1.5.2.a] ................. 841 

1.5.3.2.b Approach to Monitoring and Measuring Performance 

[L.34.1.5.2.b] ....................................................................... 841 

1.5.3.2.c Approach to Perform Service Delivery Verification 

[L.34.1.5.2.c] ....................................................................... 843 

1.5.3.2.d Performance Level Improvements [L.34.1.5.2.d] ................ 844 

1.5.3.2.e Approach and Benefits for Additional Performance  

Metrics [L.34.1.5.2.e] .......................................................... 845 

1.5.3.3 Satisfaction of Management and Applications Service 

Specifications [L.34.1.5.3] ................................................... 845 

1.5.3.3.a Service Requirements Description [L.34.1.5.3.a] ................ 845 

1.5.3.3.a.1 Capabilities ......................................................................... 845 

1.5.3.3.a.2 Features ............................................................................. 846 

1.5.3.3.a.2.1 Assisted Conferences (Reservation-based) ....................... 847 

1.5.3.3.a.2.2 On-Demand Conferences (Reservation-less) ..................... 848 

1.5.3.3.a.2.3 Conference Viewing Options .............................................. 849 



NETWORX 
  

 UNIVERSAL  
CONTRACT GS00T07NSD0007 

MOD # - PS422/EFFECTIVE DATE – 2/11/14 

GSA and AT&T Proprietary Page lix  
For use pursuant to contract GS00T07NSD0007   Mod PS422/ 1. Table of Contents 

1.5.3.3.a.3 Interfaces and Speeds ........................................................ 850 

1.5.3.3.b Attributes and Values of Service  

Enhancements [L.34.1.5.3.b] .............................................. 850 

1.5.3.3.c Service Delivery Network Modifications [L.34.1.5.3.c] ........ 851 

1.5.3.3.d Management and Applications Services Experience 

[L.34.1.5.3.d] ....................................................................... 851 

1.5.3.3.e Approach to Network Infrastructure  

Management [L.34.1.5.3.e] ................................................. 853 

1.5.3.4 Narrative Requirements [L.34.1.5.4.b] ................................ 853 

1.5.3.4.1 Dissimilar Interfaces [C.2.8.1.1.4 (5)].................................. 853 

1.5.3.4.2 Bridge Capabilities [C.2.8.1.1.4 (6)] .................................... 854 

1.5.3.4.3 VTS Conferencing Capacity [C.2.8.1.1.4 (13)(f)] ................ 855 

1.5.3.4.4 Firewall Compatibility [C.2.8.1.1.4 (17)] .............................. 855 

1.5.3.4.5 Commercial Reports Availability [C.2.8.1.1.4 (18)] ............. 856 

1.5.3.4.6 Pre-Testing, Registration, and  

Certification [C.2.8.1.2 (2)] .................................................. 858 

1.5.3.4.6.1 Step 1: Registration ............................................................ 858 

1.5.3.4.6.2 Step 2: Pre-Testing ............................................................. 859 

1.5.3.4.6.3 Step 3: Certification ............................................................ 859 

1.5.3.5  Stipulated Deviations .......................................................... 859 

 

1.5.4 Audio Conferencing Services (ACS) [C.2.8.2] .................... 860 

1.5.4.1 Technical Approach to Management and Applications  

Service Delivery [L.34.1.5.1] ............................................... 860 

1.5.4.1.a Approach to Service Delivery [L.34.1.5.1.a] ........................ 860 

1.5.4.1.b Benefits to Technical Approach [L.34.1.5.1.b] .................... 863 

1.5.4.1.c Major Issue to Service Delivery [L.34.1.5.1.c] ..................... 864 



NETWORX 
  

 UNIVERSAL  
CONTRACT GS00T07NSD0007 

MOD # - PS422/EFFECTIVE DATE – 2/11/14 

GSA and AT&T Proprietary Page lx  
For use pursuant to contract GS00T07NSD0007   Mod PS422/ 1. Table of Contents 

1.5.4.2 Satisfaction of Management and Applications  

Performance Requirements [L.34.1.5.2] ............................. 865 

1.5.4.2.a Service Quality and Performance [L.34.1.5.2.a] ................. 866 

1.5.4.2.b Approach to Monitoring and Measuring Performance 

[L.34.1.5.2.b] ....................................................................... 866 

1.5.4.2.c Approach to Perform Service Delivery Verification 

[L.34.1.5.2.c] ....................................................................... 867 

1.5.4.2.d Performance Level Improvements [L.34.1.5.2.d] ................ 868 

1.5.4.2.e Approach and Benefits for Additional Performance  

Metrics [L.34.1.5.2.e] .......................................................... 868 

1.5.4.3 Satisfaction of Management and Applications Service 

Specifications [L.34.1.5.3] ................................................... 868 

1.5.4.3.a Service Requirements Description [L.34.1.5.3.a] ................ 868 

1.5.4.3.a.1 Technical Capabilities and Features ................................... 868 

1.5.4.3.a.2 User-Controlled and Attendant-Assisted Conferences ....... 869 

1.5.4.3.a.3 Access, Meeting Parameters and Individual Controls......... 870 

1.5.4.3.a.4 ACS Security and Controls ................................................. 871 

1.5.4.3.a.5 Executive TeleConference .................................................. 871 

1.5.4.3.b Attributes and Values of Service  

Enhancements [L.34.1.5.3.b] ............................................. 871c 

1.5.4.3.b.1 Automatic Call Extension ................................................... 871c 

1.5.4.3.b.2 AT&T Conference Monitor .................................................. 872 

1.5.4.3.b.3 Internet Reservation System .............................................. 873 

1.5.4.3.b.4 Audio Conferencing Reports ............................................... 874 

1.5.4.3.b.5 IP-Based Audio Conferencing ............................................ 874 

1.5.4.3.c Service Delivery Network Modifications [L.34.1.5.3.c] ........ 875 

1.5.4.3.d Management and Applications Services  

Experience [L.34.1.5.3.d] .................................................... 875 



NETWORX 
  

 UNIVERSAL  
CONTRACT GS00T07NSD0007 

MOD # - PS422/EFFECTIVE DATE – 2/11/14 

GSA and AT&T Proprietary Page lxi  
For use pursuant to contract GS00T07NSD0007   Mod PS422/ 1. Table of Contents 

1.5.4.3.e Approach to Network Infrastructure  

Management [L.34.1.5.3.e] ................................................. 876 

1.5.4.4 Stipulated Deviations .......................................................... 876 

1.5.4.5 Enhanced ACS Technical Capabilities  .............................. 876 

1.5.4.5.1 Service Description ............................................................. 876 

1.5.4.5.2 Benefits ............................................................................. 876e 

 

1.5.5 Web Conferencing Services (WCS) [C.2.8.3] ..................... 877 

1.5.5.1 Technical Approach to Management and Applications  

Service Delivery [L.34.1.5.1] ............................................... 877 

1.5.5.1.a Approach to Service Delivery ............................................. 877 

1.5.5.1.b Benefits to Technical Approach .......................................... 879 

1.5.5.1.c Major Issue to Service Delivery .......................................... 881 

1.5.5.2 Satisfaction of Management and Applications  

Performance Requirements [L.34.1.5.2] ............................. 882 

1.5.5.2.a Service Quality and Performance ....................................... 882 

1.5.5.2.b Approach to Monitoring and Measuring Performance......... 883 

1.5.5.2.c Approach to Perform Service Delivery Verification ............. 884 

1.5.5.2.d Performance Level Improvements ...................................... 885 

1.5.5.2.e Approach and Benefits for Additional  

Performance Metrics........................................................... 885 

1.5.5.3 Satisfaction of Management and Applications Service 

Specifications [L.34.1.5.3] ................................................... 885 

1.5.5.3.a Service Requirements Description ..................................... 886 

1.5.5.3.a.1 Technical Capabilities and Features ................................... 886 

1.5.5.3.b Attributes and Value of Service Enhancements .................. 888 

1.5.5.3.c Service Delivery Network Modifications .............................. 889 

1.5.5.3.d Management and Applications Services Experience .......... 889 



NETWORX 
  

 UNIVERSAL  
CONTRACT GS00T07NSD0007 

MOD # - PS422/EFFECTIVE DATE – 2/11/14 

GSA and AT&T Proprietary Page lxii  
For use pursuant to contract GS00T07NSD0007   Mod PS422/ 1. Table of Contents 

1.5.5.3.e Approach to Network Infrastructure Management .............. 891 

1.5.5.4 Narrative Responses .......................................................... 891 

1.5.5.4.1 Customized Welcome Screen [C.2.8.3.1.4 (2)(b)] .............. 892 

1.5.5.4.2 Browser Compatibility [C.2.8.3.1.4 (4)] ............................... 892 

1.5.5.4.3 Plug-Ins [C.2.8.3.1.4 (5)] ..................................................... 892 

1.5.5.4.4 Maximum Conferencing Capacity [C.2.8.3.1.4 (14)] ........... 893 

1.5.5.4.5 Firewall Compatibility [C.2.8.3.1.4 (15)] .............................. 893 

1.5.5.4.6 Surveys [C.2.8.3.1.4 (28)] ................................................... 893 

1.5.5.5 Stipulated Responses ......................................................... 894 

1.5.5.6 IP Teleconferencing Service ............................................. 894a 

1.5.5.6.1 AT&T Connect Service Description .................................. 894a 

1.5.5.6.2 AT&T Connect Features ................................................... 894b 

1.5.5.6.3 AT&T Connect Application Components ........................... 894c 

1.5.5.7 Managed IP Event Conferencing ...................................... 894g 

1.5.5.7.1 Managed IP Event Conferencing Service Components .... 894h 

1.5.5.7.2 Event Producer Packages .................................................. 894l 

1.5.5.7.3 Optional Features ............................................................ 894m 

1.5.5.7.4 Roles and Responsibilities ................................................ 894p 

1.5.6 Managed Network Services (MNS) [C.2.9.1] ...................... 895 

1.5.6.1 Technical Approach to Management and Applications  

Service Delivery [L.34.1.5.1] ............................................... 895 

1.5.6.1.a Approach to Service Delivery ............................................. 895 

1.5.6.1.b Benefits to Technical Approach .......................................... 897 

1.5.6.1.c Major Issue to Service Delivery .......................................... 899 

1.5.6.2 Satisfaction of Management and Applications  

Performance Requirements [L.34.1.5.2] ............................. 900 

1.5.6.2.a Service Quality and Performance ....................................... 900 

1.5.6.2.b Approach to Monitoring and Measuring Performance......... 901 



NETWORX 
  

 UNIVERSAL  
CONTRACT GS00T07NSD0007 

MOD # - PS422/EFFECTIVE DATE – 2/11/14 

GSA and AT&T Proprietary Page lxiii  
For use pursuant to contract GS00T07NSD0007   Mod PS422/ 1. Table of Contents 

1.5.6.2.c Approach to Perform Service Delivery Verification ............. 904 

1.5.6.2.d Performance Level Improvements ...................................... 904 

1.5.6.2.e Approach and Benefits for Additional  

Performance Metrics........................................................... 905 

1.5.6.3 Satisfaction of Management and Applications Service 

Specifications [L.34.1.5.3] ................................................... 906 

1.5.6.3.a Service Requirements Description ..................................... 906 

1.5.6.3.a.1 MNS Features .................................................................... 907 

1.5.6.3.a.2 Interfaces ............................................................................ 909 

1.5.6.3.b Attributes and Values of Service Enhancements ................ 909 

1.5.6.3.c Service Delivery Network Modifications .............................. 909 

1.5.6.3.d Management and Applications Services Experience .......... 909 

1.5.6.3.e Approach to Network Infrastructure Management .............. 910 

1.5.6.3.e.1 Project Planning ................................................................. 911 

1.5.6.3.e.2 Requirements Definition ..................................................... 911 

1.5.6.3.e.3 Preliminary Design Document ............................................ 912 

1.5.6.3.e.4 Design Certification............................................................. 913 

1.5.6.3.e.5 Site Survey ......................................................................... 913 

1.5.6.3.e.6 Site Preparation .................................................................. 914 

1.5.6.3.e.7 Implementation and Installation .......................................... 914 

1.5.6.3.e.8 Test and Acceptance .......................................................... 914 

1.5.6.3.e.9 Life Cycle Management ...................................................... 914 

1.5.6.4  Stipulated Deviations .......................................................... 914 

1.5.6.5 EMNS Managed Network Service .................................... 914a 

1.5.6.5.1 EMNS MNS – Service Description.................................... 914a 

1.5.6.5.2 EMNS MNS – EMNS MNS Enhanced SED (ESED) ........ 914e 

1.5.6.6 SOC Forensic Support ...................................................... 914g 

1.5.6.7 Advanced SOC Support ..................................................... 914j 



NETWORX 
  

 UNIVERSAL  
CONTRACT GS00T07NSD0007 

MOD # - PS422/EFFECTIVE DATE – 2/11/14 

GSA and AT&T Proprietary Page lxiv  
For use pursuant to contract GS00T07NSD0007   Mod PS422/ 1. Table of Contents 

1.5.6.8 Multi-site MNS ................................................................... 914k 

1.5.6.8.1 Service Description ............................................................ 914k 

1.5.6.9 Managed VPN Exchange ................................................ 914m 

1.5.6.9.1 Service Description .......................................................... 914m 

1.5.6.10 Secure Remote Access .................................................... 914n 

1.5.6.10.1 Service Description ........................................................... 914n 

1.5.6.10.2 Endpoint Compliance........................................................ 914p 

1.5.6.11  ................................................................. 914r 

1.5.6.11.1 Service Description ............................................................ 914r 

1.5.6.11.2 Key Performance Indicators (KPI)  .................................... 914t 

1.5.6.12 Platinum Managed Network Service .................................. 914t 

1.5.6.12.1 Extended SED Management ............................................ 914u 

1.5.6.12.2 Managed Equipment Service ............................................. 914x 

1.5.6.12.3 Platinum Lab Service ......................................................... 914y 

1.5.6.12.4 Managed Secondary Transport Service ............................ 914z 

1.5.612.5 Traffic Tap ......................................................................... 914z 

1.5.6.12.6 Standby Network Operations Center (NOC)  .................. 914bb 

1.5.6.12.7 Node Router Management .............................................. 914cc 

1.5.6.13 Alpine Managed Router or Switch Service ...................... 914cc 

1.5.6.13.1 Service Description .......................................................... 914cc 

1.5.6.13.2 Customer Requirements .................................................... 914jj 

1.5.6.14 Managed Equipment Service ............................................. 914jj 

1.5.6.15 e911 Service ...................................................................... 914jj 

1.5.6.15.1 Service Summary .............................................................. 914jj 

1.5.6.15.2 Solution Overview .............................................................. 914jj 

1.5.6.15.3 Product Features and Functionality ................................. 914kk 

1.5.6.15.4 Web Administration Portal ................................................. 914ll 

1.5.6.15.5 Responsibilities .................................................................. 914ll 



NETWORX 
  

 UNIVERSAL  
CONTRACT GS00T07NSD0007 

MOD # - PS422/EFFECTIVE DATE – 2/11/14 

GSA and AT&T Proprietary Page lxv  
For use pursuant to contract GS00T07NSD0007   Mod PS422/ 1. Table of Contents 

1.5.6.15.6 Service Elements ............................................................ 914qq 

1.5.6.15.7 EON Client for E911 Anywhere ........................................ 914rr 

1.5.6.16  Commercial Connectivity Service ................................... 914uu 

1.5.6.16.1 Network-to-Network Connections .................................... 914vv 

1.5.6.16.2 Requirements .................................................................. 914vv 

1.5.6.16.3 Performance .................................................................. 914ww 

1.5.6.16.4 Security .......................................................................... 914ww 

1.5.6.17  MobileIron Mobile Device Management Service  

from AT&T ....................................................................... 914xx 

1.5.6.18  MNS Business Connect Wireless Data Service  

Access for Commercial Connectivity Services ................. 914zz 

 

1.5.7 Call Center/Customer Contact Center Services  

(CCS) [C.2.11.2] ................................................................. 915 

1.5.7.1 Technical Approach to Management and Applications  

Service Delivery [L.34.1.5.1] ............................................... 915 

1.5.7.1.a Approach to Service Delivery [L.34.1.5.1.a] ........................ 915 

1.5.7.1.b Benefits to Technical Approach [L.34.1.5.1.b] .................. 918a 

1.5.7.1.c Potential Problems [L.34.1.5.1.c] ........................................ 919 

1.5.7.2 Satisfaction of Management and Applications  

Performance Requirements [L.34.1.5.2] ............................. 921 

1.5.7.2.a Service Quality and Performance [L.34.1.5.2.a] ................. 921 

1.5.7.2.b Approach to Monitoring and Measuring Performance 

[L.34.1.5.2.b] ....................................................................... 922 

1.5.7.2.c Approach to Perform Service Delivery Verification 

[L.34.1.5.2.c] ....................................................................... 923 

1.5.7.2.d Performance Level Improvements [L.34.1.5.2.d] ................ 924 



NETWORX 
  

 UNIVERSAL  
CONTRACT GS00T07NSD0007 

MOD # - PS422/EFFECTIVE DATE – 2/11/14 

GSA and AT&T Proprietary Page lxvi  
For use pursuant to contract GS00T07NSD0007   Mod PS422/ 1. Table of Contents 

1.5.7.2.e Approach and Benefits for Additional Performance  

Metrics [L.34.1.5.2.e] .......................................................... 924 

1.5.7.3 Satisfaction of Management and Applications Service 

Specifications [L.34.1.5.3] ................................................... 924 

1.5.7.3.a Service Requirements Description [L.34.1.5.3.a] ................ 924 

1.5.7.3.a.1 AT&T Resource Manager ................................................... 925 

1.5.7.3.a.2 VoiceTone .......................................................................... 926 

1.5.7.3.a.3 IP Contact Center ............................................................... 927 

1.5.7.3.b Attributes and Values of Service  

Enhancements [L.34.1.5.3.b] .............................................. 928 

1.5.7.3.c Service Delivery Network Modifications [L.34.1.5.3.c] ........ 929 

1.5.7.3.d Management and Applications Services  

Experience [L.34.1.5.3.d] .................................................... 929 

1.5.7.3.e Approach to Network Infrastructure  

Management [L.34.1.5.3.e] ................................................. 931 

1.5.7.4 Narrative Text Requirements .............................................. 931 

1.5.7.4.1 CCS Call Management Service (Network Call Queue) 

[C.2.11.2.1.4.2 (1)] .............................................................. 931 

1.5.7.4.2 Intelligent Routing and Distribution of  

Contacts [C.2.11.2.1.4.2 (2)] ............................................... 932 

1.5.7.4.3 Prioritize Queues and Contacts [C.2.11.2.1.4.2 (2)] ........... 934 

1.5.7.4.4 Firewall Compatibility [C.2.11.2.1.4.2 (4)] ........................... 934 

1.5.7.4.5 Service Observation [C.2.11.2.1.4.2 (5)] ............................. 935 

1.5.7.4.6 Management Capabilities [C.2.11.2.1.4.2 (6)] .................... 935 

1.5.7.4.7 Audit Trail and Change Log History [C.2.11.2.1.4.2 (6) (a)] 936 

1.5.7.4.8 Reports with Different Management  

Views [C.2.11.2.1.4.2 (7)] ................................................. 936a 

1.5.7.4.9 Historical and Real Time Reports [C.2.11.2.1.4.2 (8)] ...... 937a 



NETWORX 
  

 UNIVERSAL  
CONTRACT GS00T07NSD0007 

MOD # - PS422/EFFECTIVE DATE – 2/11/14 

GSA and AT&T Proprietary Page lxvii  
For use pursuant to contract GS00T07NSD0007   Mod PS422/ 1. Table of Contents 

1.5.7.4.10 Reporting on Queue And Agent/Skill  

Levels [C.2.11.2.1.4.2 (8)] .................................................. 938 

1.5.7.4.11 Contractor-Based and Agency- 

Provided [C.2.11.2.1.4.1 (2) (c)] ......................................... 938 

1.5.7.4.12 Change Recorded Announcements [C.2.11.2.1.4.2 (11)] . 938a 

1.5.7.4.13 Terminal Devices [C.2.11.2.1.4.2 (14)] ............................. 938a 

1.5.7.4.14 CCS Turnkey Service [C.2.11.2.1.4.3 (1)] .......................... 939 

1.5.7.4.15 Reserved [C.2.11.2.1.4.3 (18)(a)] ....................................... 939 

1.5.7.4.16 Callers with Special Needs [C.2.11.2.1.4.3 (2)(d)] .............. 940 

1.5.7.4.17 Quick Increase Capabilities [C.2.11.2.1.4.3 (2)(e)] ............. 940 

1.5.7.4.18 CCS Quantification [C.2.11.2.1.4.4 (2)(e)] .......................... 942 

1.5.7.4.19 Project Plan [C.2.11.2.1.4.4 (4)(a)] ..................................... 943 

1.5.7.4.20 CCS Migration Plan [C.2.11.2.1.4.3 (4)(b)] ......................... 944 

1.5.7.4.21 Migrating Operations to a Successor  

Organization [C.2.11.2.1.4 (4)(b)] ....................................... 945 

1.5.7.4.22 Accurate Inventory [C.2.11.2.1.4 (4)(b)] .............................. 945 

1.5.7.4.23 CCS Staffing Plan [C.2.11.2.1.4 (4)(c)] ............................... 945 

1.5.7.4.24 CCS Training Plan [C.2.11.2.1.4 (4)(d)] .............................. 946 

1.5.7.4.25 CCS Call Center Management  

Plan [C.2.11.2.1.4 (4)(e)] .................................................... 947 

1.5.7.4.26 CCS Continuity of Operations Plan [C.2.11.2.1.4 (4)(f)] ..... 948 

1.5.7.4.27 CCS Security Plan [C.2.11.2.1.4 (4)(g)] .............................. 949 

1.5.7.4.28 CCS Quality Assurance Plan [C.2.11.2.1.4 (4)(h)] .............. 950 

1.5.7.4.29 CCS Monthly Status Report [C.2.11.2.1.4 (4)(i)] ............... 950a 

1.5.7.4.30 Reserved [C.2.11.2.1.4 (21)] .............................................. 951 

1.5.7.4.31 Call Recording and Monitoring [C.2.11.2.2.1 (1)] ................ 952 

1.5.7.4.32 Management and Administrative  

Reporting [C.2.11.2.2.1 (1) (5)] ......................................... 952a 



NETWORX 
  

 UNIVERSAL  
CONTRACT GS00T07NSD0007 

MOD # - PS422/EFFECTIVE DATE – 2/11/14 

GSA and AT&T Proprietary Page lxviii  
For use pursuant to contract GS00T07NSD0007   Mod PS422/ 1. Table of Contents 

1.5.7.4.33 Collaborative Browsing [C.2.11.2.2.1 (2)] ........................... 953 

1.5.7.4.34 Computer Telephony Integration [C.2.11.2.2.1 (3)] .......... 953b 

1.5.7.4.35 Customer Contact Application [C.2.11.2.2.1 (4)] .............. 954a 

1.5.7.4.36 Management Reports [C.2.11.2.2.1 (4)] ............................. 955 

1.5.7.4.37 E Mail Response Management [C.2.11.2.2.1 (5)] ............... 955 

1.5.7.4.38 ERM Management Reports [C.2.11.2.2.1 (5) (7)] ............... 955 

1.5.7.4.39 Real time Exception Reports [C.2.11.2.2.1 (5) (9)] ............. 956 

1.5.7.4.40 Compatibility with Email Application [C.2.11.2.2.1 (5)] ....... 956 

1.5.7.4.41 Pre-Recorded Announcement [C.2.11.2.2.1 (6) (1)] ........... 956 

1.5.7.4.42 IVR Data Transfer [C.2.11.2.2.1 (6) (10)] .......................... 956a 

1.5.7.4.43 IVR Reports [C.2.11.2.2.1 (6) (14)] ..................................... 957 

1.5.7.4.44 Database Interface and Connectivity [C.2.11.2.2.1 (7)] .... 957a 

1.5.7.4.45 Natural Speech Recognition [C.2.11.2.2.1 (9)] ................... 958 

1.5.7.4.46 Language Interpretation by  

Telephone [C.2.11.2.2.1 (10)] ............................................. 959 

1.5.7.4.47 Language Management Reports [C.2.11.2.2.1 (10) (5)] ... 959a 

1.5.7.4.48 Foreign Language List [C.2.11.2.2.1 (10)] ........................ 959a 

1.5.7.4.49 Outbound Dialer [C.2.11.2.2.1 (11)] .................................... 960 

1.5.7.4.50 Outbound Dialer Reporting [C.2.11.2.2.1 (11) (8)] .............. 961 

1.5.7.4.51 Text Chat (Web Chat) [C.2.11.2.2.1 (12)] ........................... 961 

1.5.7.4.52 Web Call Back [C.2.11.2.2.1 (13)] .................................... 962a 

1.5.7.4.53 Workforce Management [C.2.11.2.2.1 (15)] ...................... 962a 

1.5.7.4.54 Workforce Management  

Reporting [C.2.11.2.2.1 (15) (5)] ......................................... 963 

1.5.7.5 Stipulated Deviations .......................................................... 963 

 

1.5.8 Customer Specific Design and Engineering Services  

(CSDES) [C.2.11.9] ............................................................ 964 



NETWORX 
  

 UNIVERSAL  
CONTRACT GS00T07NSD0007 

MOD # - PS422/EFFECTIVE DATE – 2/11/14 

GSA and AT&T Proprietary Page lxix  
For use pursuant to contract GS00T07NSD0007   Mod PS422/ 1. Table of Contents 

1.5.8.1 Technical Approach to Management and Applications  

Service Delivery [L.34.1.5.1] ............................................... 964 

1.5.8.1.a Approach to Service Delivery [L.34.1.5.1.a] ........................ 964 

1.5.8.1.b Benefits to Technical Approach [L.34.1.5.1.b] .................... 966 

1.5.8.1.c Major Issue to Service Delivery [L.34.1.5.1.c] ..................... 968 

1.5.8.2 Satisfaction of Management and Applications  

Performance Requirements [L.34.1.5.2] ............................. 969 

1.5.8.2.a Service Quality and Performance [L.34.1.5.2.a] ................. 969 

1.5.8.2.b Approach to Monitoring and Measuring Performance 

[L.34.1.5.2.b] ....................................................................... 970 

1.5.8.2.c Approach to Perform Service Delivery Verification 

[L.34.1.5.2.c] ....................................................................... 971 

1.5.8.2.d Performance Level Improvements [L.34.1.5.2.d] ................ 971 

1.5.8.2.e Approach and Benefits for Additional Performance  

Metrics [L.34.1.5.2.e] .......................................................... 972 

1.5.8.3 Satisfaction of Management and Applications Service 

Specifications [L.34.1.5.3] ................................................... 972 

1.5.8.3.a Service Requirements Description [L.34.1.5.3.a] ................ 973 

1.5.8.3.b Attributes and Values of Service  

Enhancements [L.34.1.5.3.b] .............................................. 975 

1.5.8.3.c Service Delivery Network Modifications [L.34.1.5.3.c] ........ 977 

1.5.8.3.d Management and Applications Services  

Experience [L.34.1.5.3.d] .................................................... 977 

1.5.8.4  Narrative Text Requirements .............................................. 978 

1.5.8.4.1 Requirements Development [C.2.11.9.1.4 (1) (a)] .............. 978 

1.5.8.4.2 Specifications Development [C.2.11.9.1.4 (1) (b)] .............. 980 

1.5.8.4.3 Alternative Technical Approaches [C.2.11.9.1.4 (1) (c)] ..... 980 

1.5.8.4.4 Modeling and Simulation [C.2.11.9.1.4 (1) (d)] ................... 981 



NETWORX 
  

 UNIVERSAL  
CONTRACT GS00T07NSD0007 

MOD # - PS422/EFFECTIVE DATE – 2/11/14 

GSA and AT&T Proprietary Page lxx  
For use pursuant to contract GS00T07NSD0007   Mod PS422/ 1. Table of Contents 

1.5.8.4.5 Network Design Recommendations [C.2.11.9.1.4 (1) (e)] .. 982 

1.5.8.4.6 Cost and Performance Tradeoffs [C.2.11.9.1.4 (1) (f)] ....... 982 

1.5.8.4.7 Feasibility and Capacity Analysis [C.2.11.9.1.4 (1) (g)] ...... 983 

1.5.8.4.8 Planning [C.2.11.9.1.4 (1) (h)] ............................................ 984 

1.5.8.4.9 Network Systems Design Validation [C.2.11.9.1.4 (2)] ....... 985 

1.5.8.4.10 Network Systems Design Validation  

Elements [C.2.11.9.1.4 (2)] ................................................. 986 

1.5.8.4.11 Network Assessment [C.2.11.9.1.4 (2) (a)] ......................... 987 

1.5.8.4.12 Capacity and Traffic Pattern  

Analysis [C.2.11.9.1.4 (2) (b)] ............................................. 988 

1.5.8.4.13 Network Performance Assessment [C.2.11.9.1.4 (2) (c)] .... 988 

1.5.8.4.14 Network Optimization [C.2.11.9.1.4 (2) (d)] ........................ 989 

1.5.8.4.15 Critical Applications Network  

Impact [C.2.11.9.1.4 (2) (e)] ................................................ 990 

1.5.8.4.16 Network Topology Mapping [C.2.11.9.1.4 (2) (f)] ................ 990 

1.5.8.4.17 Performance and Security  

Strategies [C.2.11.9.1.4 (2) (g)] .......................................... 991 

1.5.8.4.18 Design Validation and  

Documentation [C.2.11.9.1.4 (2) (h)] .................................. 992 

1.5.8.4.19 Service Interoperability Validation [C.2.11.9.1.4 (2) (i)]....... 992 

1.5.8.4.20 Alternative Network Technologies [C.2.11.9.1.4 (3)] .......... 993 

1.5.8.4.21 Network Modeling [C.2.11.9.1.4 (4)] ................................... 993 

1.5.8.4.22 Network Testing [C.2.11.9.1.4 (5)] ...................................... 994 

1.5.8.4.23 Network Applications Testing [C.2.11.9.1.4 (5)] .................. 994 

1.5.8.4.24 New Service Impact Evaluation [C.2.11.9.1.4 (6) (a)] ......... 995 

1.5.8.4.25 Production Transition Planning [C.2.11.9.1.4 (6) (b)] .......... 996 

1.5.8.4.26 Implementation Support [C.2.11.9.1.4 (6) (c)] ..................... 996 

1.5.8.4.27 Test and Acceptance Planning [C.2.11.9.1.4 (6) (d)] .......... 997 



NETWORX 
  

 UNIVERSAL  
CONTRACT GS00T07NSD0007 

MOD # - PS422/EFFECTIVE DATE – 2/11/14 

GSA and AT&T Proprietary Page lxxi  
For use pursuant to contract GS00T07NSD0007   Mod PS422/ 1. Table of Contents 

1.5.8.4.28 Network Performance Measurement [C.2.11.9.1.4 (6) (e)] . 997 

1.5.8.4.29 Network Installation Services [C.2.11.9.1.4 (7) (a)] ............ 998 

1.5.8.4.30 Network Device Configuration  

Services [C.2.11.9.1.4 (7) (b)] ............................................. 999 

1.5.8.4.31 On-Premise Cable Installation  

Services [C.2.11.9.1.4 (7) (c)] ............................................. 999 

1.5.8.4.32 Testing and Acceptance  

Procedures [C.2.11.9.1.4 (7) (d)] ...................................... 1000 

1.5.8.5  Stipulated Deviations ........................................................ 1000 

 

1.5.9  Storage Services (SS) [C.2.11.10] .................................... 1001 

1.5.9.1  Technical Approach to Management and Applications  

Service Delivery [L.34.1.5.1] ............................................. 1001 

1.5.9.1.a  Approach to Service Delivery ........................................... 1001 

1.5.9.1.b  Benefits to Technical Approach ........................................ 1003 

1.5.9.1.c  Major Issue to Service Delivery ........................................ 1004 

1.5.9.2 Satisfaction of Management and Applications  

Performance Requirements [L.34.1.5.2] ........................... 1006 

1.5.9.2.a  Service Quality and Performance ..................................... 1006 

1.5.9.2.b  Approach to Monitoring and Measuring Performance....... 1007 

1.5.9.2.c  Approach to Perform Service Delivery Verification ........... 1008 

1.5.9.2.d  Performance Level Improvements .................................... 1009 

1.5.9.2.e  Approach and Benefits for Additional  

Performance Metrics......................................................... 1010 

1.5.9.3  Satisfaction of Management and Applications Service 

Specifications [L.34.1.5.3] ................................................. 1010 

1.5.9.3.a  Service Requirements Description ................................... 1010 

1.5.9.3.a.1 Direct Attached Storage Device (DASD) .......................... 1013 



NETWORX 
  

 UNIVERSAL  
CONTRACT GS00T07NSD0007 

MOD # - PS422/EFFECTIVE DATE – 2/11/14 

GSA and AT&T Proprietary Page lxxii  
For use pursuant to contract GS00T07NSD0007   Mod PS422/ 1. Table of Contents 

1.5.9.3.a.2 Tape Backup and Restore ................................................ 1013 

1.5.9.3.a.3 Storage Plus Service ........................................................ 1014 

1.5.9.3.a.4 StorageConnect ................................................................ 1015 

1.5.9.3.a.5 Ultravailable Storage ........................................................ 1016 

1.5.9.3.b  Attributes and Values of Service Enhancements .............. 1017 

1.5.9.3.c Service Delivery Network Modifications ............................ 1019 

1.5.9.3.d  Management and Applications Services Experience ........ 1019 

1.5.9.3.e  Approach to Network Infrastructure Management ............ 1020 

1.5.9.4  Stipulated Deviations ........................................................ 1020 

1.5.9.5 Off-Site Tape Backup and Restore (TBR) Storage ........... 1021 

1.5.9.5.1 Storage Provider ............................................................. 1021a 

1.5.9.5.2 Service Description ......................................................... 1021a 

 

1.5.10 TeleWorking Services (TWS) [C.2.12.1] ........................... 1021 

1.5.10.1 Technical Approach to Management and Applications  

Service Delivery [L.34.1.5.1] ............................................. 1021 

1.5.10.1.a Approach to Service Delivery [L.34.1.5.1.a] ...................... 1021 

1.5.10.1.b Benefits to Technical Approach [L.34.1.5.1.b] .................. 1025 

1.5.10.1.c Major Issue to Service Delivery [L.34.1.5.1.c] ................... 1027 

1.5.10.2 Satisfaction of Management and Applications  

Performance Requirements [L.34.1.5.2] ........................... 1029 

1.5.10.2.a Service Quality and Performance [L.34.1.5.2.a] ............... 1029 

1.5.10.2.b Approach to Monitoring and Measuring  

Performance [L.34.1.5.2.b] ............................................... 1032 

1.5.10.2.c Approach to Perform Service Delivery  

Verification [L.34.1.5.2.c] .................................................. 1033 

1.5.10.2.d Performance Level Improvements [L.34.1.5.2.d] .............. 1035 



NETWORX 
  

 UNIVERSAL  
CONTRACT GS00T07NSD0007 

MOD # - PS422/EFFECTIVE DATE – 2/11/14 

GSA and AT&T Proprietary Page lxxiii  
For use pursuant to contract GS00T07NSD0007   Mod PS422/ 1. Table of Contents 

1.5.10.2.e Approach and Benefits for Additional Performance  

Metrics [L.34.1.5.2.e] ........................................................ 1035 

1.5.10.3 Satisfaction of Management and Applications Service 

Specifications [L.34.1.5.3] ................................................. 1036 

1.5.10.3.a Service Requirements Description [L.34.1.5.3.a] .............. 1036 

1.5.10.3.b Attributes and Values of Service  

Enhancements [L.34.1.5.3.b] ............................................ 1038 

1.5.10.3.c Service Delivery Network Modifications [L.34.1.5.3.c] ...... 1038 

1.5.10.3.d Management and Applications Services  

Experience [L.34.1.5.3.d] .................................................. 1039 

1.5.10.3.e Approach to Network Infrastructure  

Management [L.34.1.5.3.e] ............................................... 1040 

1.5.10.4 Narrative Requirements .................................................... 1040 

1.5.10.4.1 Seamless Communications [C.2.12.1.1.3] ........................ 1040 

1.5.10.4.2 Data and Voice [C.2.12.1.1.4 (1)] ..................................... 1041 

1.5.10.4.3 Tier-1 [C.2.12.1.1.4 (2) (a)] ............................................... 1041 

1.5.10.4.4 Tier-2 [C.2.12.1.1.4 (2) (b)] ............................................... 1042 

1.5.10.4.5 Secure Connectivity [C.2.12.1.1.4 (3) ] ............................. 1042 

1.5.10.4.6 Activity Logs And Audit Trails [C.2.12.1.1.4 (4) (a)] .......... 1043 

1.5.10.4.7 Management Utilities [C.2.12.1.1.4 (4) (b)] ....................... 1043 

1.5.10.4.8 Class Of Service [C.2.12.1.1.4 (4) (c)] .............................. 1044 

1.5.10.4.9 Multiple Protocols Transmission [C.2.12.1.1.4 (4) (d)] ...... 1045 

1.5.10.4.10 Endpoint Devices [C.2.12.1.1.4 (5)] .................................. 1045 

1.5.10.4.11 Training [C.2.12.1.1.4 (6)] ................................................. 1045 

1.5.10.4.12 Application Compatibility [C.2.12.1.1.4 (10)] ..................... 1045 

1.5.10.4.13 MACD Support [C.2.12.1.2.1 (6)(6)] ................................. 1046 

1.5.10.4.14 Video Conferencing [C.2.12.1.2.1 (8)(8)] .......................... 1046 

1.5.10.4.15 Voice Services [C.2.12.1.3 (1)] ......................................... 1046 



NETWORX 
  

 UNIVERSAL  
CONTRACT GS00T07NSD0007 

MOD # - PS422/EFFECTIVE DATE – 2/11/14 

GSA and AT&T Proprietary Page lxxiv  
For use pursuant to contract GS00T07NSD0007   Mod PS422/ 1. Table of Contents 

1.5.10.4.16 Internet Services [C.2.12.1.3 (2)] ...................................... 1047 

1.5.10.4.17 Private Line Services [C.2.12.1.3 (3)] ............................... 1047 

1.5.10.4.18 Combined Services [C.2.12.1.3 (4)] ................................ 1047a 

1.5.10.4.19 VPN Services [C.2.12.1.3 (5)] ........................................... 1048 

1.5.10.5 Stipulated Deviations ........................................................ 1048 

 

1.5.11 <Reserved> ...................................................................... 1048 

 

1.5.12 Unified Messaging Service (UMS) [C.2.11.11] ................. 1049 

1.5.12.1 Email Server Connectivity ................................................. 1051 

1.5.12.2 TDM and VOIP Call Processing ....................................... 1051 

1.5.12.3 Session Initiation Protocol (SIP) Signaling Interfaces ....... 1052 

1.5.12.4 VoIP/SIP Architecture ....................................................... 1053 

1.5.12.5 Web Messaging Architecture ............................................ 1054 

1.5.12.a Attributes and Values of Service  

Enhancements [L.34.1.5.4.a] ............................................ 1055 

1.5.12.a.1 Personal Operator ............................................................ 1056 

1.5.12.a.2 Web Messaging ................................................................ 1057 

1.5.12.a.3 Speech Messaging ........................................................... 1058 

1.5.12.a.4 Speech Dialing ................................................................. 1059 

1.5.12.b Management and Applications Services  

Experience [L.34.1.5.4.b] .................................................. 1059 

1.5.12.c Approach to Perform Service  

Verification [L.34.1.5.4.c] .................................................. 1062 

1.5.12.d Service Delivery Network Impact [L.34.1.5.4.d] ................ 1062 

1.5.12.e Approach to Satisfy NS/EP [L.34.1.5.4.e] ......................... 1063 

1.5.12.f National Capital Region Assured Service Network  

Architecture [L.34.1.5.4.f] .................................................. 1063 



NETWORX 
  

 UNIVERSAL  
CONTRACT GS00T07NSD0007 

MOD # - PS422/EFFECTIVE DATE – 2/11/14 

GSA and AT&T Proprietary Page lxxv  
For use pursuant to contract GS00T07NSD0007   Mod PS422/ 1. Table of Contents 

1.5.12.g Section 508 Requirements [L.34.1.5.4.g].......................... 1063 

1.5.12.h Approach to Incorporating Optional Services,  

Enhancements, or Improvements [L.34.1.5.4.h] ............... 1063 

1.5.12.i  Approach to Service Delivery ........................................... 1065 

1.5.12.j  Service Quality and Performance ................................... 1065d 

 
1.5.12.6 Narrative Text Requirements .......................................... 1065e 

1.5.12.6.1 UMS Method [C.2.11.11.1.4 (1)] ..................................... 1065e 

1.5.12.6.2 Capability to Import and Export [C.2.11.11.1.4 (8)] ........... 1066 

1.5.12.6.3 Storage of Files [C.2.11.11.1.4 (9)] ................................... 1067 

1.5.12.6.4 User Authentication [C.2.11.11.1.4 (10)] (Not proposed) .. 1068 

1.5.12.7 Stipulated Deviations ........................................................ 1069 

1.5.12.7.1 Reserved [C.2.11.11.2.1 (1)] ............................................ 1069 

 

1.5.13 Collaborative Support Services (CoSS) [C.2.11.12] ........1069a 

1.5.13.1 Presence ......................................................................... 1069c 

1.5.13.2 Conferencing ...................................................................1069d 

1.5.13.3 Broadcasts & Alerts .........................................................1069e 

1.5.13.4 Security and Logging ........................................................1069f 

1.5.13.5 Rapidly Deploy Enterprise-wide on Any Platform ............1069g 

1.5.13.a Attributes and Values of Service  
Enhancements [L.34.1.5.4.a]  ..........................................1069h 

1.5.13.b Management and Applications Services Experience 
[L.34.1.5.4.b]..................................................................... 1069i 

1.5.13.c Approach to Perform Service Verification [L.34.1.5.4.c] ... 1069j 

1.5.13.d Service Delivery Network Impact [L.34.1.5.4.d] ............... 1069k 

1.5.13.e Approach to Satisfy NS/EP [L.34.1.5.4.e] ......................... 1069l 

1.5.13.f National Capital Region Assured Service Network Architecture 
[L.34.1.5.4.f]....................................................................1069m 

1.5.13.g Section 508 Requirements [L.34.1.5.4.g] .......................1069m 



NETWORX 
  

 UNIVERSAL  
CONTRACT GS00T07NSD0007 

MOD # - PS422/EFFECTIVE DATE – 2/11/14 

GSA and AT&T Proprietary Page lxxvi  
For use pursuant to contract GS00T07NSD0007   Mod PS422/ 1. Table of Contents 

1.5.13.h Approach to Incorporating Optional Services, Enhancements, 
or Improvements [L.34.1.5.4.h] .......................................1069m 

1.5.13.i Service Requirement Description [L.34.1.5.4.i] ...............1069n 

1.5.13.j Service Requirement Description [L.34.1.5.4.j] ...............1069q 

1.5.13.6 Narrative Text Requirements ...........................................1069q 

1.5.13.6.1 Real-time Collaboration [C.2.11.12.1.4 (1)] .....................1069q 

1.5.13.6.2 Forwarding IM Messages via  

 Email [C.2.11.12.1.4 (12)(e)] ........................................... 1069r 

1.5.13.6.3 Traverse Agency Firewalls [C.2.11.12.1.4 (19)]............... 1069r 

1.5.13.6.4 Technical Support Line [C.2.11.12.1.4 (20)] .................... 1069r 

1.5.13.6.5 Protection from Security Threats [C.2.11.12.1.4 (21)] ..... 1069s 

1.5.13.7 Stipulated Deviations ....................................................... 1069s 

 
1.6 Security Services [L.34.1.6] ........................................... 1070 

1.6.1 Managed Tiered Security Services (MTSS) [C.2.7.4] ....... 1075 

1.6.1.1  Technical Approach to Security Services  

Delivery [L.34.1.6.1] .......................................................... 1075 

1.6.1.1.a  Approach to Service Delivery ........................................... 1075 

1.6.1.1.b  Benefits to Technical Approach ........................................ 1078 

1.6.1.1.c  Major Issue to Service Delivery ........................................ 1080 

1.6.1.2  Satisfaction of Security Services Performance  

Requirements [L.34.1.6.2] ................................................ 1081 

1.6.1.2.a  Service Quality and Performance ..................................... 1081 

1.6.1.2.b  Approach to Monitoring and Measuring Performance....... 1082 

1.6.1.2.c  Approach to Perform Service Delivery Verification ........... 1084 

1.6.1.2.d  Performance Level Improvements .................................... 1086 

1.6.1.2.e  Approach and Benefits for Additional  

Performance Metrics......................................................... 1086 



NETWORX 
  

 UNIVERSAL  
CONTRACT GS00T07NSD0007 

MOD # - PS422/EFFECTIVE DATE – 2/11/14 

GSA and AT&T Proprietary Page lxxvii  
For use pursuant to contract GS00T07NSD0007   Mod PS422/ 1. Table of Contents 

1.6.1.3  Satisfaction of Security Services  

Specifications [L.34.1.6.3] ................................................. 1087 

1.6.1.3.a  Service Requirements Description ................................... 1087 

1.6.1.3.a.1 Agency Sponsored Type 1 Encryption (Tiers III & IV)....... 1087 

1.6.1.3.a.2 Anti-virus(Tiers II�IV) ...................................................... 1088 

1.6.1.3.a.3 Firewalls (Tiers II�IV), Packet Filtering (Tiers II�IV),  

and Proxy Server (Tiers II & III) ........................................ 1088 

1.6.1.3.a.4 Agency Dedicated Help Desk (Tiers I�IV) ....................... 1089 

1.6.1.3.a.5 Intrusion Detection/Prevention (Tiers II�IV) .................... 1089 

1.6.1.3.a.6 Incident Response (Tiers II�IV) ....................................... 1089 

1.6.1.3.a.7 Network Isolation (Air Gap)(Tier IV) .................................. 1089 

1.6.1.3.a.8 NSA Approved Multi-level Security Solution (Tier III) ....... 1089 

1.6.1.3.a.9 Premises-based VPN (Tiers II�IV) .................................. 1092 

1.6.1.3.a.10 Secure Managed Email (Tiers II�IV) ............................... 1092 

1.6.1.3.a.11 Security Certification Support (Tiers II�IV) ...................... 1092 

1.6.1.3.a.12 Security Maintenance (Tiers II�IV) .................................. 1092 

1.6.1.3.a.13 Vulnerability Scanning (Tiers II�IV) ................................. 1093 

1.6.1.3.b  Attributes and Values of Service Enhancements .............. 1093 

1.6.1.3.c  Service Delivery Network Modifications ............................ 1093 

1.6.1.3.d  Security Services Experience ........................................... 1094 

1.6.1.3.e  Approach to Network Infrastructure Security .................... 1094 

1.6.1.3.e.1 Security Planning .............................................................. 1095 

1.6.1.3.e.2 Security Requirements, Policy, and Processes ................ 1095 

1.6.1.3.e.3 Domain Separation ........................................................... 1096 

1.6.1.3.e.4 Hardening Infrastructure Elements ................................... 1097 

1.6.1.3.e.5 Layer 3 Security ................................................................ 1097 

1.6.1.3.e.6 Implementation ................................................................. 1099 

1.6.1.3.e.7 Security Certification and Accreditation ............................ 1099 



NETWORX 
  

 UNIVERSAL  
CONTRACT GS00T07NSD0007 

MOD # - PS422/EFFECTIVE DATE – 2/11/14 

GSA and AT&T Proprietary Page lxxviii  
For use pursuant to contract GS00T07NSD0007   Mod PS422/ 1. Table of Contents 

1.6.1.4 Narrative Requirements .................................................... 1100 

1.6.1.5 Stipulated Deviations ........................................................ 1100 

 

1.6.2 Managed Firewall Services (MFS) [C.2.10.1] ................... 1101 

1.6.2.1 Technical Approach to Security Services  

Delivery [L.34.1.6.1] .......................................................... 1101 

1.6.2.1.a Approach to Service Delivery [L.34.1.6.1.a] ...................... 1101 

1.6.2.1.b Benefits to Technical Approach [L.34.1.6.1.b] .................. 1104 

1.6.2.1.c Major Issue to Service Delivery [L.34.1.6.1.c] ................... 1106 

1.6.2.2 Satisfaction of Security Services Performance  

Requirements [L.34.1.6.2] ................................................ 1108 

1.6.2.2.a Service Quality and Performance ..................................... 1108 

1.6.2.2.b Approach to Monitoring and Measuring  

Performance [L.34.1.6.2.b] ............................................... 1109 

1.6.2.2.c  Approach to Perform Service Delivery  

Verification [L.34.1.6.2.c] .................................................. 1110 

1.6.2.2.d  Performance Level Improvements [L.34.1.6.2.d] .............. 1112 

1.6.2.2.e Approach and Benefits for Additional Performance  

Metrics [L.34.1.6.2.e] ........................................................ 1112 

1.6.2.3  Satisfaction of Security Services  

Specifications [L.34.1.6.3] ................................................. 1112 

1.6.2.3.a  Service Requirements Description [L.34.1.6.3.a] .............. 1112 

1.6.2.3.b  Attributes and Values of Service  

Enhancements [L.34.1.6.3.b] ............................................ 1119 

1.6.2.3.c  Service Delivery Network Modifications [L.34.1.6.3.c] ...... 1120 

1.6.2.3.d  Security Services Experience [L.34.1.6.3.d] ..................... 1120 

1.6.2.4  Stipulated Deviations ........................................................ 1121 

1.6.2.5 EMNS Managed Firewall Service (MFS) .......................... 1121 



NETWORX 
  

 UNIVERSAL  
CONTRACT GS00T07NSD0007 

MOD # - PS422/EFFECTIVE DATE – 2/11/14 

GSA and AT&T Proprietary Page lxxix  
For use pursuant to contract GS00T07NSD0007   Mod PS422/ 1. Table of Contents 

1.6.2.5.1 EMNS MFS - Service Description ..................................... 1121 

1.6.2.5.2 EMNS MFS – EMNS MFS Enhanced SED (ESED) 

Description ...................................................................... 1121b 

1.6.2.6 Managed Firewall with Intrusion Detection/  

Prevention Bundled Security .......................................... 1121d 

1.6.2.6.1 Service Overview ............................................................ 1121d 

1.6.2.6.2 Service Description ......................................................... 1121d 

1.6.2.6.3  SED Requirements ......................................................... 1121e 

1.6.2.6.4  Customer Requirements ................................................. 1121e 

1.6.2.7 Platinum Firewall Service ................................................ 1121f 

1.6.2.7.1 Central Policy Management Solution Support ................ 1121g 

1.6.2.7.2 Multiple Firewall Contexts ............................................... 1121h 

 

1.6.3 Intrusion Detection and Prevention Service  

(IDPS) [C.2.10.2] .............................................................. 1122 

1.6.3.1  Technical Approach to Security Services  

Delivery [L.34.1.6.1] .......................................................... 1122 

1.6.3.1.a  Approach to Service Delivery ........................................... 1122 

1.6.3.1.b  Benefits to Technical Approach ........................................ 1125 

1.6.3.1.c  Major Issue to Service Delivery ........................................ 1127 

1.6.3.2 Satisfaction of Security Services Performance  

Requirements [L.34.1.6.2] ................................................ 1129 

1.6.3.2.a Service Quality and Performance ..................................... 1129 

1.6.3.2.b  Approach to Monitoring and Measuring Performance....... 1129 

1.6.3.2.c  Approach to Perform Service Delivery Verification ........... 1131 

1.6.3.2.d  Performance Level Improvements .................................... 1132 

1.6.3.2.e  Approach and Benefits for Additional Performance  

Metrics .............................................................................. 1132 



NETWORX 
  

 UNIVERSAL  
CONTRACT GS00T07NSD0007 

MOD # - PS422/EFFECTIVE DATE – 2/11/14 

GSA and AT&T Proprietary Page lxxx  
For use pursuant to contract GS00T07NSD0007   Mod PS422/ 1. Table of Contents 

1.6.3.3  Satisfaction of Security Services  

Specifications [L.34.1.6.3] ................................................. 1133 

1.6.3.3.a  Service Requirements Description ................................... 1133 

1.6.3.3.a.1 Overview ........................................................................... 1133 

1.6.3.3.a.2  Capabilities and Features ................................................. 1133 

1.6.3.3.a.3 Interfaces .......................................................................... 1136 

1.6.3.3.b  Attributes and Values of Service Enhancements .............. 1136 

1.6.3.3.c  Service Delivery Network Modifications ............................ 1136 

1.6.3.3.d  Security Services Experience ........................................... 1137 

1.6.3.4  Stipulated Deviations ........................................................ 1138 

1.6.3.5 EMNS Intrusion Detection and  

Prevention Service (IDPS) ................................................ 1138 

1.6.3.5.1 EMNS IDPS - Service Description .................................... 1138 

1.6.3.5.2 EMNS IDPS – EMNS IDPS Enhanced SED (ESED) 

Description ...................................................................... 1138b 

1.6.3.6 Platinum Intrusion Detection Service ............................... 1138c 

1.6.3.6.1 Fully Managed IDS and Security Operations .................. 1138d 

 

1.6.4 Vulnerability Scanning Service (VSS) [C.2.10.3] .............. 1139 

1.6.4.1  Technical Approach to Security Services  

Delivery [L.34.1.6.1] .......................................................... 1139 

1.6.4.1.a  Approach to Service Delivery ........................................... 1139 

1.6.4.1.b  Benefits to Technical Approach ........................................ 1144 

1.6.4.1.c  Major Issue to Service Delivery ....................................... 1146 

1.6.4.2 Satisfaction of Security Services Performance  

Requirements [L.34.1.6.2] ................................................ 1148 

1.6.4.2.a  Service Quality and Performance ..................................... 1148 

1.6.4.2.b  Approach to Monitoring and Measuring Performance....... 1149 



NETWORX 
  

 UNIVERSAL  
CONTRACT GS00T07NSD0007 

MOD # - PS422/EFFECTIVE DATE – 2/11/14 

GSA and AT&T Proprietary Page lxxxi  
For use pursuant to contract GS00T07NSD0007   Mod PS422/ 1. Table of Contents 

1.6.4.2.c  Approach to Perform Service Delivery Verification ........... 1150 

1.6.4.2.d  Performance Level Improvements .................................... 1151 

1.6.4.2.e  Approach and Benefits for Additional  

Performance Metrics......................................................... 1151 

1.6.4.3  Satisfaction of Security Services  

Specifications [L.34.1.6.3] ................................................. 1151 

1.6.4.3.a  Service Requirements Description ................................... 1151 

1.6.4.3.a.1 Capabilities ....................................................................... 1151 

1.6.4.3.a.2 Features ........................................................................... 1156 

1.6.4.3.a.3 Interfaces Description ....................................................... 1158 

1.6.4.3.b  Attributes and Values of Service Enhancements .............. 1159 

1.6.4.3.c  Service Delivery Network Modifications ............................ 1159 

1.6.4.3.d  Security Services Experience ........................................... 1159 

1.6.4.4  Stipulated Deviations ........................................................ 1161 

1.6.4.5 Platinum Vulnerability Scanning ....................................... 1161 

 

1.6.5  Anti-Virus Management Service (AVMS) [C.2.10.4] ......... 1162 

1.6.5.1 Technical Approach to Security Services  

Delivery [L.34.1.6.1] .......................................................... 1162 

1.6.5.1.a  Approach to Service Delivery ........................................... 1162 

1.6.5.1.b  Benefits to Technical Approach ........................................ 1165 

1.6.5.1.c  Major Issue to Service Delivery ........................................ 1167 

1.6.5.2 Satisfaction of Security Services Performance  

Requirements [L.34.1.6.2] ................................................ 1169 

1.6.5.2.a  Service Quality and Performance ..................................... 1169 

1.6.5.2.b  Approach to Monitoring and Measuring Performance....... 1169 

1.6.5.2.c  Approach to Perform Service Delivery Verification ........... 1170 

1.6.5.2.d  Performance Level Improvements .................................... 1171 



NETWORX 
  

 UNIVERSAL  
CONTRACT GS00T07NSD0007 

MOD # - PS422/EFFECTIVE DATE – 2/11/14 

GSA and AT&T Proprietary Page lxxxii  
For use pursuant to contract GS00T07NSD0007   Mod PS422/ 1. Table of Contents 

1.6.5.2.e  Approach and Benefits for Additional  

Performance Metrics......................................................... 1172 

1.6.5.3  Satisfaction of Security Services  

Specifications [L.34.1.6.3] ................................................. 1172 

1.6.5.3.a  Service Requirements Description ................................... 1172 

1.6.5.3.a.1 Service Description ........................................................... 1172 

1.6.5.3.a.2 Functional Description ...................................................... 1172 

1.6.5.3.a.3 Interfaces Description ....................................................... 1175 

1.6.5.3.b  Attributes and Values of Service Enhancements .............. 1175 

1.6.5.3.c  Service Delivery Network Modifications ............................ 1175 

1.6.5.3.d  Security Services Experience ........................................... 1175 

1.6.5.4  Stipulated Deviations ........................................................ 1176 

1.6.5.5 EMNS AntiVirus Management Service (AVMS) ................ 1176 

1.6.5.5.1 EMNS AVMS - Service Description .................................. 1176 

1.6.5.5.2 EMNS AVMS – EMNS AVMS Enhanced SED (ESED) 

Description ....................................................................... 1176c 

 

1.6.6 Incident Response Service (INRS) [C.2.10.5] ................... 1177 

1.6.6.1 Technical Approach to Security Services  

Delivery [L.34.1.6.1] .......................................................... 1177 

1.6.6.1.a  Approach to Service Delivery [L.34.1.6.1.a] ...................... 1177 

1.6.6.1.b Benefits to Technical Approach [L.34.1.6.1.b] .................. 1181 

1.6.6.1.c  Major Issue to Service Delivery [L.34.1.6.1.c] ................... 1182 

1.6.6.2 Satisfaction of Security Services Performance  

Requirements [L.34.1.6.2] ................................................ 1183 

1.6.6.2.a  Service Quality and Performance [L.34.1.6.2.a] ............... 1183 

1.6.6.2.b  Approach to Monitoring and Measuring  

Performance [L.34.1.6.2.b] ............................................... 1184 



NETWORX 
  

 UNIVERSAL  
CONTRACT GS00T07NSD0007 

MOD # - PS422/EFFECTIVE DATE – 2/11/14 

GSA and AT&T Proprietary Page lxxxiii  
For use pursuant to contract GS00T07NSD0007   Mod PS422/ 1. Table of Contents 

1.6.6.2.c  Approach to Perform Service Delivery  

Verification [L.34.1.6.2.c] .................................................. 1185 

1.6.6.2.d  Performance Level Improvements [L.34.1.6.2.d] .............. 1186 

1.6.6.2.e Approach and Benefits for Additional Performance  

Metrics [L.34.1.6.2.e] ........................................................ 1186 

1.6.6.3  Satisfaction of Security Services  

Specifications [L.34.1.6.3] ................................................. 1187 

1.6.6.3.a  Service Requirements Description [L.34.1.6.3.a] .............. 1187 

1.6.6.3.a.1 Aurora ............................................................................... 1187 

1.6.6.3.a.2 Internet Protect ................................................................. 1190 

1.6.6.3.a.3 DDoS Defense Service ..................................................... 1191 

1.6.6.3.a.4 Incident Response Team (IRT) ......................................... 1193 

1.6.6.3.a.5  ............................................. 1194 

1.6.6.3.b  Attributes and Values of Service  

Enhancements [L.34.1.6.3.b] ............................................ 1195 

1.6.6.3.c  Service Delivery Network Modifications [L.34.1.6.3.c] ...... 1195 

1.6.6.3.d Security Services Experience [L.34.1.6.3.d] ..................... 1195 

1.6.6.4 Stipulated Deviations ........................................................ 1197 

1.6.6.5 AT&T Internet Protect® (AIP) Service Family .................... 1197 

1.6.6.5.a Service Description ......................................................... 1197a 

 

1.6.7 Managed E-Authentication Service (MEAS) [C.2.10.6]..... 1198 

1.6.7.1  Technical Approach to Security Services  

Delivery [L.34.1.6.1] .......................................................... 1198 

1.6.7.1.a  Approach to Service Delivery [L.34.1.6.1.a] ...................... 1198 

1.6.7.1.b  Benefits to Technical Approach [L.34.1.6.1.b] .................. 1203 

1.6.7.1.c  Major Issue to Service Delivery [L.34.1.6.1.c] ................... 1205 



NETWORX 
  

 UNIVERSAL  
CONTRACT GS00T07NSD0007 

MOD # - PS422/EFFECTIVE DATE – 2/11/14 

GSA and AT&T Proprietary Page lxxxiv  
For use pursuant to contract GS00T07NSD0007   Mod PS422/ 1. Table of Contents 

1.6.7.2 Satisfaction of Security Services Performance  

Requirements [L.34.1.6.2] ................................................ 1207 

1.6.7.2.a  Service Quality and Performance [L.34.1.6.2.a] ............... 1207 

1.6.7.2.b  Approach to Monitoring and Measuring  

Performance [L.34.1.6.2.b] ............................................... 1208 

1.6.7.2.c  Approach to Perform Service Delivery  

Verification [L.34.1.6.2.c] .................................................. 1209 

1.6.7.2.d  Performance Level Improvements [L.34.1.6.2.d] .............. 1209 

1.6.7.2.e  Approach and Benefits for Additional Performance  

Metrics [L.34.1.6.2.e] ........................................................ 1210 

1.6.7.3  Satisfaction of Security Services Specifications [L.34.1.6.3]

 ......................................................................................... 1210 

1.6.7.3.a  Service Requirements Description [L.34.1.6.3.a] .............. 1210 

1.6.7.3.a.1 Capabilities and Features of Managed Token .................. 1210 

1.6.7.3.a.2 Capabilities and Features of Certificate-Based Services .. 1213 

1.6.7.3.a.3 Registration Authority and Identity Proofing ...................... 1214 

1.6.7.3.a.4 Certificate Issuance and Delivery ..................................... 1214 

1.6.7.3.a.5 Interfaces .......................................................................... 1216 

1.6.7.3.b  Attributes and Values of Service  

Enhancements [L.34.1.6.3.b] ............................................ 1216 

1.6.7.3.c  Service Delivery Network Modifications [L.34.1.6.3.c] ...... 1216 

1.6.7.3.d  Security Services Experience [L.34.1.6.3.d] ..................... 1216 

1.6.7.4 Stipulated Deviations ........................................................ 1217 

 

1.6.8  Secure Managed Email Service (SMEMS) [C.2.10.8]....... 1218 

1.6.8.1  Technical Approach to Security Services  

Delivery [L.34.1.6.1] .......................................................... 1218 

1.6.8.1.a  Approach to Service Delivery ........................................... 1218 



NETWORX 
  

 UNIVERSAL  
CONTRACT GS00T07NSD0007 

MOD # - PS422/EFFECTIVE DATE – 2/11/14 

GSA and AT&T Proprietary Page lxxxv  
For use pursuant to contract GS00T07NSD0007   Mod PS422/ 1. Table of Contents 

1.6.8.1.b  Benefits to Technical Approach ........................................ 1221 

1.6.8.1.c  Major Issue to Service Delivery ........................................ 1222 

1.6.8.2 Satisfaction of Security Services Performance  

Requirements [L.34.1.6.2] ................................................ 1224 

1.6.8.2.a  Service Quality and Performance ..................................... 1224 

1.6.8.2.b  Approach to Monitoring and Measuring Performance....... 1224 

1.6.8.2.c  Approach to Perform Service Delivery Verification ........... 1225 

1.6.8.2.d  Performance Level Improvements .................................... 1226 

1.6.8.2.e  Approach and Benefits for Additional  

Performance Metrics......................................................... 1226 

1.6.8.3  Satisfaction of Security Services  

Specifications [L.34.1.6.3] ................................................. 1227 

1.6.8.3.a  Service Requirements Description ................................... 1227 

1.6.8.3.b  Attributes and Values of Service Enhancements .............. 1232 

1.6.8.3.c  Service Delivery Network Modifications ............................ 1233 

1.6.8.3.d  Security Services Experience ........................................... 1233 

1.6.8.4  Stipulated Deviations ........................................................ 1233 

1.7 Wireless and Special Services [L.34.1.7] ...................... 1234 

1.7.a AT&T’s Special Services .................................................. 1235 

1.7.b Reserved .......................................................................... 1237 

1.7.b.1 Reserved [C.2.16.2.3.1.4 (d), (e), & (f)] ............................ 1237 

1.7.b.2 Reserved [C.2.16.2.3.3.1 (7) and (8)] ............................... 1237 

1.7.1 Cellular/Personal Communications Services  

(CPCS) [C.2.14.1] ............................................................. 1239 

1.7.1.1 Technical Approach to Wireless Services  

Delivery [L.34.1.7.1] .......................................................... 1239 

1.7.1.1.a Approach to Service Delivery ........................................... 1239 

1.7.1.1.b Benefits to Technical Approach ........................................ 1243 



NETWORX 
  

 UNIVERSAL  
CONTRACT GS00T07NSD0007 

MOD # - PS422/EFFECTIVE DATE – 2/11/14 

GSA and AT&T Proprietary Page lxxxvi  
For use pursuant to contract GS00T07NSD0007   Mod PS422/ 1. Table of Contents 

1.7.1.1.c Major Issues to Service Delivery ...................................... 1245 

1.7.1.1.d Wireless Network Architecture .......................................... 1247 

1.7.1.1.e Security and Reliability of the Wireless  

Network Architecture ........................................................ 1250 

1.7.1.1.e.1 Wireless Authentication (Air Interface and  

Radio Layers) ................................................................... 1251 

1.7.1.1.e.2 Wireless Data Device Controls ......................................... 1252 

1.7.1.1.e.3 Resiliency ......................................................................... 1253 

1.7.1.1.e.4 Evolution ........................................................................... 1254 

1.7.1.2 Satisfaction of Wireless Performance  

Requirements [L.34.1.7.2] ................................................ 1255 

1.7.1.2.a Service Quality and Performance ..................................... 1255 

1.7.1.2.b Approach to Monitoring and Measuring Performance....... 1256 

1.7.1.2.c Approach to Perform Service Delivery Verification ........... 1258 

1.7.1.2.d Performance Level Improvements .................................... 1259 

1.7.1.2.e Approach and Benefits for Additional  

Performance Metrics......................................................... 1260 

1.7.1.3 Satisfaction of Wireless Specifications [L.34.1.7.3] .......... 1261 

1.7.1.3.a Service Requirements Description ................................... 1261 

1.7.1.3.b Attributes and Values of Service Enhancements .............. 1263 

1.7.1.3.b.1 Push-to-Talk ..................................................................... 1264 

1.7.1.3.b.2 Enterprise Paging ............................................................. 1265 

1.7.1.3.b.3 BlackBerry Enterprise Service .......................................... 1266 

1.7.1.3.b.4 iPhone Visual Voicemail ................................................. 1266e 

1.7.1.3.b.5   ................................................. 1266f 

1.7.1.3.b.6 AT&T Navigator – a Feature of CPCS .............................. 1266j 

1.7.1.3.b.7  Cellular Switched Data ..................................................... 1266l 

1.7.1.3.c Wireless Services Experience ....................................... 1266m 



NETWORX 
  

 UNIVERSAL  
CONTRACT GS00T07NSD0007 

MOD # - PS422/EFFECTIVE DATE – 2/11/14 

GSA and AT&T Proprietary Page lxxxvii  
For use pursuant to contract GS00T07NSD0007   Mod PS422/ 1. Table of Contents 

1.7.1.4 Robust Delivery of Wireless Services [L.34.1.7.4] ............ 1268 

1.7.1.4.a Wireless Design Measures and Engineering Practices .... 1268 

1.7.1.4.b Radio Frequency Network Optimization ........................... 1269 

1.7.1.4.c Approach to Disaster Recovery ........................................ 1271 

1.7.1.4.d Wireless Fraud Prevention ............................................... 1274 

1.7.1.4.e Approach to Multicasting Commercial  

Advertising (Spam) ........................................................... 1276 

1.7.1.4.f Architecture Security and Reliability Best Practices ......... 1278 

1.7.1.4.g Approach to Number Portability ........................................ 1280 

1.7.1.4.h Approach to Incorporate Security Enhancements ............ 1282 

1.7.1.4.h.1 3G Security: Security Threats and Requirements,  

3GPP TS 21.133 .............................................................. 1282 

1.7.1.4.h.2 3G Security: Cryptographic Algorithm Requirements,  

3GPP TS 33.105 .............................................................. 1283 

1.7.1.4.h.3 3G Security: Security Principles and Objectives,  

3GPP TS 33.120 .............................................................. 1283 

1.7.1.4.h.4 NIST FIPS Publication 140-2 ............................................ 1283 

1.7.1.4.i Approach to Network Convergence .................................. 1284 

1.7.1.4.j Approach to 2.5G-to-3G Migration .................................... 1287 

1.7.1.5 Stipulated Deviations ........................................................ 1288 

1.7.1.6 Narrative Text Requirements ............................................ 1288 

1.7.1.6.1 Data Optimized Capabilities ............................................. 1288 

1.7.1.7 Technical Clarifications ................................................... 1288a 

 
1.7.2 Multimode/Wireless LAN Services  

(MWLANS) [C.2.14.3] ....................................................... 1289 

1.7.2.1 Technical Approach to Wireless Services  

Delivery [L.34.1.7.1] .......................................................... 1289 



NETWORX 
  

 UNIVERSAL  
CONTRACT GS00T07NSD0007 

MOD # - PS422/EFFECTIVE DATE – 2/11/14 

GSA and AT&T Proprietary Page lxxxviii  
For use pursuant to contract GS00T07NSD0007   Mod PS422/ 1. Table of Contents 

1.7.2.1.a  Approach to Service Delivery ........................................... 1289 

1.7.2.1.b  Benefits to Technical Approach ........................................ 1292 

1.7.2.1.c  Major Issues to Service Delivery ...................................... 1295 

1.7.2.1.d  Wireless Network Architecture .......................................... 1298 

1.7.2.1.e  Security and Reliability of the Wireless  

Network Architecture ........................................................ 1299 

1.7.2.2  Satisfaction of Wireless Performance  

Requirements [L.34.1.7.2] ................................................ 1301 

1.7.2.2.a  Service Quality and Performance ..................................... 1301 

1.7.2.2.b  Approach to Monitoring and Measuring Performance....... 1301 

1.7.2.2.c  Approach to Perform Service Delivery Verification ........... 1303 

1.7.2.2.d  Performance Level Improvements .................................... 1304 

1.7.2.2.e  Approach and Benefits for Additional  

Performance Metrics......................................................... 1304 

1.7.2.3  Satisfaction of Wireless Specifications [L.34.1.7.2] .......... 1305 

1.7.2.3.a  Service Requirements Description ................................... 1305 

1.7.2.3.b  Attributes and Values of Service Enhancements .............. 1306 

1.7.2.3.c  Wireless Services Experience .......................................... 1306 

1.7.2.4 Robust Delivery of Wireless Services [L.34.1.7.4] ............ 1308 

1.7.2.4.a  Wireless Design Measures and Engineering Practices .... 1308 

1.7.2.4.b  Radio Frequency Network Optimization ........................... 1308 

1.7.2.4.c  Approach to Disaster Recovery ........................................ 1309 

1.7.2.4.d  Wireless Fraud Prevention ............................................... 1310 

1.7.2.4.e  Approach to Multicasting Commercial  

Advertising (Spam) ........................................................... 1310 

1.7.2.4.f  Architecture Security and Reliability Best Practices ......... 1310 

1.7.2.4.g  Approach to Number Portability ........................................ 1311 

1.7.2.4.h  Approach to Incorporating Security Enhancements .......... 1311 



NETWORX 
  

 UNIVERSAL  
CONTRACT GS00T07NSD0007 

MOD # - PS422/EFFECTIVE DATE – 2/11/14 

GSA and AT&T Proprietary Page lxxxix  
For use pursuant to contract GS00T07NSD0007   Mod PS422/ 1. Table of Contents 

1.7.2.4.i  Approach to Network Convergence .................................. 1311 

1.7.2.4.j  Approach to 2.5G-to-3G Migration .................................... 1312 

1.7.2.5  Stipulated Deviations ........................................................ 1312 

 

1.7.3 <Reserved> ...................................................................... 1312 

 

1.7.4 <Reserved> ...................................................................... 1312 

 

1.7.5 Land Mobile Radio Service (LMRS) [C.2.14.6] ................. 1313 

1.7.5.a Reserved [L.34.1.7.5.a] .................................................... 1313 

1.7.5.b Reserved [L.34.1.7.5.b] .................................................... 1313 

1.7.5.b.1 Reserved [C.2.14.6.1.4.1(1)] ............................................ 1313 

1.7.5.b.2 Reserved [C.2.14.6.1.4.1(3)] ............................................ 1313 

1.7.5.c Service Description [L.34.1.7.5.c] ..................................... 1317 

1.7.5.c.1 Standards Requirements .................................................. 1318 

1.7.5.c.2 Technical Capabilities – Design Engineering Services ..... 1318 

1.7.5.c.3 Technical Capabilities – Implementation Services ............ 1319 

1.7.5.c.4 Technical Capabilities – Management .............................. 1320 

1.7.5.c.5 Subscriber Terminals ........................................................ 1322 

1.7.5.d Service Quality and Performance [L.34.1.7.5.d] ............... 1322 

1.7.5.e Attributes and Values of Service  

Enhancements [L.34.1.7.5.e] ............................................ 1323 

1.7.5.f Service Delivery Experience [L.34.1.7.5.f] ........................ 1324 

1.7.5.g Approach to Perform Service Verification [L.34.1.7.5.g] ... 1325 

1.7.5.h Optional Services Network Impact [L.34.1.7.5.h] .............. 1326 

1.7.5.i National Capital Region Assured Service Network  

Architecture [L.34.1.7.5.i] .................................................. 1327 

1.7.5.j Section 508 Requirements [L.34.1.7.5.j] ........................... 1327 



NETWORX 
  

 UNIVERSAL  
CONTRACT GS00T07NSD0007 

MOD # - PS422/EFFECTIVE DATE – 2/11/14 

GSA and AT&T Proprietary Page xc  
For use pursuant to contract GS00T07NSD0007   Mod PS422/ 1. Table of Contents 

1.7.5.k Approach to Incorporating Optional Services,  

Enhancements, or Improvements [L.34.1.7.5.k] ............... 1327 

1.7.5.1 Narrative Requirements .................................................. 1328a 

1.7.5.1.1 Develop Operational Concept [C.2.14.6.1.4.1(1)] ........... 1328a 

1.7.5.1.2 Develop Detailed System Design [C.2.14.6.1.4.1(3)] ..... 1328b 

1.7.5.2 Stipulated Requirements ................................................ 1328d 

 
1.7.6 Mobile Satellite Service (MSS) [C.2.15.1] ......................... 1329 

1.7.6.a Reserved [L.34.1.7.5.a] .................................................... 1329 

1.7.6.b Reserved [L.34.1.7.5.b] .................................................... 1329 

1.7.6.c Service Description [L.34.1.7.5.c] ..................................... 1329 

1.7.6.c.1 Iridium ............................................................................... 1334 

1.7.6.c.2 Inmarsat ............................................................................ 1335 

1.7.6.c.3 Thuraya ............................................................................ 1336 

1.7.6.c.4 Globalstar ......................................................................... 1337 

1.7.6.d Service Quality and Performance [L.34.1.7.5.d] ............... 1339 

1.7.6.e Attributes and Values of Service  

Enhancements [L.34.1.7.5.e] ............................................ 1340 

1.7.6.f Service Delivery Experience [L.34.1.7.5.f] ........................ 1340 

1.7.6.g Approach to Perform Service Verification [L.34.1.7.5.g] ... 1341 

1.7.6.h Optional Services Network Impact [L.34.1.7.5.h] .............. 1344 

1.7.6.i National Capital Region Assured Service Network  

Architecture [L.34.1.7.5.i] .................................................. 1344 

1.7.6.j Section 508 Requirements [L.34.1.7.5.j] ........................... 1344 

1.7.6.k Approach to Incorporating Optional Services,  

Enhancements, or Improvements [L.34.1.7.5.k] ............... 1344 

1.7.6.1 Stipulated Requirements ................................................ 1344a 

 



NETWORX 
  

 UNIVERSAL  
CONTRACT GS00T07NSD0007 

MOD # - PS422/EFFECTIVE DATE – 2/11/14 

GSA and AT&T Proprietary Page xci  
For use pursuant to contract GS00T07NSD0007   Mod PS422/ 1. Table of Contents 

1.7.7 Fixed Satellite Service (FSS) [C.2.15.2] ........................... 1345 

1.7.7.a Reserved [L.34.1.7.5.a] .................................................... 1345 

1.7.7.b Reserved [L.34.1.7.5.b] .................................................... 1345 

1.7.7.c Service Description [L.34.1.7.5.c] ..................................... 1345 

1.7.7.c.1 Standards ......................................................................... 1350 

1.7.7.c.2 Connectivity ...................................................................... 1350 

1.7.7.d Service Quality and Performance [L.34.1.7.5.d] ............... 1352 

1.7.7.e Attributes and Values of Service  

Enhancements [L.34.1.7.5.e] ............................................ 1353 

1.7.7.e.1 Ka-band Satellite Capacity ............................................... 1354 

1.7.7.e.2 Deployable Service ........................................................... 1355 

1.7.7.e.3 Distance Learning ............................................................. 1355 

1.7.7.e.4 Internet Access (Circuits) .................................................. 1356 

1.7.7.f Service Delivery Experience [L.34.1.7.5.f] ........................ 1356 

1.7.7.g Approach to Perform Service Verification [L.34.1.7.5.g] ... 1357 

1.7.7.h Optional Services Network Impact [L.34.1.7.5.h] .............. 1359 

1.7.7.i National Capital Region Assured Service Network  

Architecture [L.34.1.7.5.i] .................................................. 1359 

1.7.7.j Section 508 Requirements [L.34.1.7.5.j] ........................... 1359 

1.7.7.k Approach to Incorporating Optional Services, Enhancements, 

or Improvements [L.34.1.7.5.k] ......................................... 1360 

1.7.7.1 Stipulated Requirements .................................................. 1360 

1.7.7.2 Narrative Requirements .................................................... 1360 

1.7.7.2.1 Performance Testing – Latency [C.2.15.2.4] .................... 1360 

 
1.7.8 Satellite Access Arrangement (SatAA) Capabilities 

[C.2.16.2.4.1.4(2)] ........................................................... 1360a 

1.8 Service-Enabling Devices (SEDs) [L.34.1.8] ................. 1386 



NETWORX 
  

 UNIVERSAL  
CONTRACT GS00T07NSD0007 

MOD # - PS422/EFFECTIVE DATE – 2/11/14 

GSA and AT&T Proprietary Page xcii  
For use pursuant to contract GS00T07NSD0007   Mod PS422/ 1. Table of Contents 

1.8.1 Location-Based SEDs for Mandatory  

Services [L.34.1.8.1] ......................................................... 1393 

1.8.1.1 Suite Number 1 ................................................................. 1393 

1.8.1.2 Suite Number 2 ................................................................. 1393 

1.8.1.3 Suites Number 3, 4, and 5 ................................................ 1394 

1.8.1.4 Suite Number 6 ................................................................. 1395 

1.8.1.5 Suites Number 7 and 8 ..................................................... 1396 

1.8.1.6 Suite Number 9 and 10 ..................................................... 1396 

1.8.1.7 Suite Number 11 ............................................................... 1398 

1.8.1.8 Suite Number 12 ............................................................... 1398 

1.8.1.9 Suites Number 13, 14, 15, and 16 .................................... 1399 

1.8.1.10 Suite Number 17 ............................................................... 1399 

1.8.1.11 Suite Number 18 ............................................................... 1400 

1.8.1.12 Suite Number 19 ............................................................... 1401 

1.8.1.13 Suite Number 20 ............................................................... 1401 

1.8.1.14 Suites Number 21, 22, 23, 24, 25, 26, and 27 .................. 1402 

1.8.1.15 Suite Number 28 ............................................................... 1403 

1.8.1.16 Suite Number 29 ............................................................... 1404 

1.8.1.17 Suites Number 30 and 31 ................................................. 1405 

1.8.1.18 Suite Number 32 ............................................................... 1406 

1.8.1.19 Suite Number 33 ............................................................... 1407 

1.8.1.20 Suite Number 34 ............................................................... 1407 

1.8.1.21 Suite Number 35 ............................................................... 1408 

1.8.1.22 Suite Number 36 ............................................................... 1409 

1.8.1.23 Suite Number 37 ............................................................... 1410 

1.8.1.24 Suite Number 38 ............................................................... 1410 

1.8.1.25 Suite Number 39 ............................................................... 1411 

1.8.1.26 Suite Number 40 ............................................................... 1412 



NETWORX 
  

 UNIVERSAL  
CONTRACT GS00T07NSD0007 

MOD # - PS422/EFFECTIVE DATE – 2/11/14 

GSA and AT&T Proprietary Page xciii  
For use pursuant to contract GS00T07NSD0007   Mod PS422/ 1. Table of Contents 

1.8.1.27    Requirements that Satisfy Attachment J.5 by Suite …..    1413 
 
1.8.2 Service-Specific SEDs for Mandatory  

Services [L.34.1.8.2] ......................................................... 1413 

1.8.2.1 Reserved .......................................................................... 1414 

1.8.2.2 Reserved .......................................................................... 1414 

1.8.2.3 Reserved .......................................................................... 1414 

1.8.2.4 Reserved .......................................................................... 1414 

1.8.2.5 Suite Number 45 ............................................................... 1414 

1.8.2.6 Reserved .......................................................................... 1414 

1.8.2.7 Suite Number 47 ............................................................... 1415 

1.8.2.8 Suites Number 48 and 49 ................................................. 1419 

1.8.2.9 Suites Number 50 and 51 ................................................. 1421 

1.8.2.10 Suite Number 52 ............................................................... 1424 

1.8.2.11 Suite Number 53 ............................................................... 1424 

1.8.2.12  ..................................................................... 1424a 

1.8.2.13  ..................................................................... 1424b 

1.8.2.14  ...................................................... 1424c 

1.8.2.15  .................................................... 1424e 

1.8.2.16  .......................................... 1424f 

1.8.2.17  .......................................... 1424f 

1.8.2.18  ............................................ 1424h 

1.8.2.19  ............................................ 1424i 

1.8.2.20  ......................................................... 1424k 

 
 
1.8.3 SEDs for Optional Services [L.34.1.8.3] ........................... 1425 

 

1.8.4 Reserved [L.34.1.8.4] ....................................................... 1425 



NETWORX 
  

 UNIVERSAL  
CONTRACT GS00T07NSD0007 

MOD # - PS422/EFFECTIVE DATE – 2/11/14 

GSA and AT&T Proprietary Page xciv  
For use pursuant to contract GS00T07NSD0007   Mod PS422/ 1. Table of Contents 

 

1.8.5 SED Requirement Sets ..................................................... 1425 

1.8.5.1 General Requirements ...................................................... 1427 

1.8.5.2 Service-specific Requirement Sets ................................... 1427 

1.8.5.3 Location-based Requirement Sets ................................... 1474 

1.8.6 SED Contract Modifications .............................................. 1474 

1.8.6.1 SafeNet Link Encryptor ..................................................... 1474 

1.9 Access Arrangement .................................................... 1474b 

1.9.1   ................. 1474b 

1.9.2 Access Arrangements – Emergency Communications 

Solutions (ECS) .............................................................. 1474b 

1.9.2.1 Emergency Communications Solutions (ECS) – Service 

Description ....................................................................... 1474c 

1.9.2.2 Emergency Communications Solutions (ECS) – Solution 

Configurations ................................................................ 1474d 

1.9.3 Custom Access Arrangements ........................................ 1474f 

1.9.4 T3 PRI Capability ............................................................ 1474h 

1.9.5 Ethernet Metro Area Network (MAN) Access ................... 1474i 

1.9.6 Platinum Secondary Access Service ............................... 1474k 

1.9.7 Shared Ethernet Access .................................................. 1474k 

Appendices 

A NS/EP/Functional Requirements Implementation Plan 

B Service Specific Terms and Conditions 

C VPATS 

D Bilateral and Other Carrier Agreements [L.34.1.3.4.a] 

E Dark Fiber Services (DFS) Collocation Sites 

F IEEE Communications Magazine Documents 



NETWORX 
  

 UNIVERSAL  
CONTRACT GS00T07NSD0007 

MOD # - PS422/EFFECTIVE DATE – 2/11/14 

GSA and AT&T Proprietary Page xcv  
For use pursuant to contract GS00T07NSD0007   Mod PS422/ 1. Table of Contents 

G Dedicated Hosting Services (DHS) Reporting 

H Verification Test Plan 

 I  Aggregate-based Service Metrics 

J AT&T View of Emulated Frame Relay and ATM Service 

N iPhone Terms and Conditions 

O MIPEC Options 

P Mobile Iron End User License Agreement 




