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1.5.6 Managed Network Services (MNS) [C.2.9.1] 

A Managed Network Services (MNS) solution allows Agencies to meet 

their network requirements without the worry of finding experienced 

people or selecting the appropriate equipment. A broad service portfolio, 

comprehensive service design, and implementation enable Agencies to 

quickly deploy a solution customized to match mission requirements 

and maintenance needs. 

1.5.6.1 Technical Approach to Management and 

Applications Service Delivery [L.34.1.5.1]  

1.5.6.1.a Approach to Service Delivery 
(a) Analyze the service requirements specified in this solicitation and descr be the approaches to service delivery for 
each service.  

Running a telecommunications network is not necessarily the goal of 

Government Agencies. Instead, Agencies should view the network as a tool 

that helps them fulfill their missions. AT&T has been offering Managed 

Network Services (MNS) to Government and commercial customers for more 

than 10 years. This experience has led to the development of our five-phase 

MNS approach (Figure 1.5.6.1-1) . This comprehensive MNS approach is 

flexible enough for use in a 

simple 25-site network or a 

complex 2,000-site network. 

AT&T understands that a 

one-size-fits-all approach 

does not accommodate the 

uniqueness of each Agency’s managed service needs. The detailed steps in 

our service delivery approach are presented in Section 1.5.6.3.e.

"The company we had been using was a troubled carrier at 
the time and we didn't know where it was going in terms of 
bankruptcy. AT&T's network was in place and it worked. 
The fact that we weren't going to have to deal with stability 
issues gave us a level of comfort. " 

--Jay Bendik, Director of IT Services 

Pinnacle Foods Corporation 
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Figure 1.5.6.2-1: AT&T Service Level Reporting.  
. 

Our GCSC becomes a virtual extension of the Agencies’ networking platforms 

through our iGEMS. The GCSC uses iGEMS to monitor and maintain the 

Agencies’ networks on a 24x7 basis, anticipating as well as responding to the 

Agencies’ networking needs. AT&T uses iGEMS for data collection and 

correlation and provides Service Level Agreement (SLA) measurements to 

Government Agencies through our web portal.  
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1.5.6.3 Satisfaction of Management and Applications 

Service Specifications [L.34.1.5.3]  

1.5.6.3.a Service Requirements Description 
(a) Provide a technical description of how the service requirements (e.g., capabilities, features, interfaces) are 
satisfied.  

Agencies require a comprehensive MNS that includes design, engineering, 

implementation, management, and maintenance services. As shown in 

Figure 1.5.6.3-1 , AT&T provides a comprehensive MNS with increasing 

levels of management support to meet an Agency’s needs. 

Figure 1.5.6.3-1: Comprehensive Managed Network Solution.  Agencies receive a comprehensive managed 
network solution— —  
that maintains availability and reliability of their networks. 
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1.5.6.3.a.2 Interfaces 

In accordance with the RFP, the 

MNS connects and interoperates 

with underlying Networx offerings 

(Table 1.5.6.3-2 ).  

1.5.6.3.b Attributes and 

Values of Service Enhancements 
(b) If the offeror proposes to exceed the specified 
service requirements (e.g., capabilities, features, interfaces), describe the attributes and value of the proposed 
service enhancements.  

AT&T is committed to providing premium MNS and offers a variety of additional 

service options to the Agencies . Table 1.5.6.3-3  provides a 

short service description and the benefits of the proposed service option.  

SERVICE 
ENHANCEMENT DESCRIPTION BENEFIT 

Custom KPIs and 
 

 
 

  

 
 

  
  

 
 

 
  

 

Table 1.5.6.3-3: Optional MNS Features.  AT&T offers a variety of additional services options that provide the 
Government with added benefits.  

1.5.6.3.c Service Delivery Network Modifications  
(c) Describe any modifications required to the network for delivery of the services. Assess the risk implications of 
these modifications.  

 

 

 

1.5.6.3.d Management and Applications Services Exper ience  
(d) Describe the offeror’s experience (including major subcontractors) with delivering the mandatory Management 
and Applications Services described in Section C.2 Technical Requirements.  

UNDERLYING NETWORX OFFERING MNS 
SUPPORTED 

Frame Relay ���� 
ATM ���� 
IP-Enabled Frame Relay (IPeFR)/ATM ���� 
Internet Protocol (IP) ���� 
VPN ���� 
Private Lines ���� 
Other services, as required ���� 
Table 1.5.6.3-2: Transport Services Available for MNS.  
Available to the Agencies are a variety of transport service 
options to build their unique MNS solution. 
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1.5.6.3.e.6 Site Preparation  

If it is determined that the site has facility needs, such as special construction, 

power or space modification, or inside wire, the program team documents 

these requirements in the site survey report. If additional power, facility 

construction, or an analog line is needed, the requirements for the 

Government site POC and PMO are developed to order, using the 

appropriate internal Government methods for delivering this work.  

1.5.6.3.e.7 Implementation and Installation  

 

 

 

 

 

 

  

1.5.6.3.e.8 Test and Acceptance 

 

 

 

 

1.5.6.3.e.9 Life Cycle Management 

 

 

 

  

1.5.6.4  Stipulated Deviations 

AT&T takes neither deviation nor exception to the stipulated requirements. 
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Figure 1.5.6.5-1   
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Figure 1.5.6.5-1: Enhanced Managed Network Service Example.  
  

 

 

 

 

  

 

 

 

 



NETWORX   
 UNIVERSAL  

CONTRACT GS00T07NSD0007 
MOD # - PS422/EFFECTIVE DATE – 2/11/14 

GSA and AT&T Proprietary  Page 914d of 1474  
For use pursuant to contract GS00T07NSD0007 Mod PS422 / 1.5.6 MNS 

 

 

 

 

 

 

 

 

 

 

 

 

 

  

 

 

 

 

  

 

 

  

 

 

 

 









NETWORX   
 UNIVERSAL  

CONTRACT GS00T07NSD0007 
MOD # - PS422/EFFECTIVE DATE – 2/11/14 

GSA and AT&T Proprietary  Page 914h of 1474  
For use pursuant to contract GS00T07NSD0007 Mod PS422 / 1.5.6 MNS 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

  

 

 







NETWORX   
 UNIVERSAL  

CONTRACT GS00T07NSD0007 
MOD # - PS422/EFFECTIVE DATE – 2/11/14 

GSA and AT&T Proprietary  Page 914k of 1474  
For use pursuant to contract GS00T07NSD0007 Mod PS422 / 1.5.6 MNS 

 

 

 

 

 

 

 

 

 

 

  

1.5.6.8 Multi-site MNS 

 

 

 

 

 

1.5.6.8.1 Service Description 
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1.5.6.10 Secure Remote Access 

 

 

 

 

 

 

1.5.6.10.1 Service Description 
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1.5.612.5 Traffic Tap 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 





NETWORX   
 UNIVERSAL  

CONTRACT GS00T07NSD0007 
MOD # - PS422/EFFECTIVE DATE – 2/11/14 

GSA and AT&T Proprietary  Page 914bb of 1474  
For use pursuant to contract GS00T07NSD0007 Mod PS422 / 1.5.6 MNS 

1.5.6.12.6 Standby Network Operations Center (NOC) 

 

 

 

 

 

 

 

 

 

 

1.5.6.12.7 Node Router Management 

 

 

  

1.5.6.13 Alpine Managed Router or Switch Service 

 

 

 

1.5.6.13.1 Service Description 
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Figure 1.5.6.15-2: System Responsibilities.  
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E911 Data Collection, Setup, Configuration, MACD and  Validation 
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Figure 1.5.6.15-3: E911  
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Figure 1.5.6.15-4: E911  
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Service Functionality  

 

 

 

 

  

 

 

 

 

 

 

  

 

 

 

 

 Figure 1.5.6.15-6.  

Figure  1.5.6.15-6:  
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1.5.6.17  MobileIron Mobile Device Management Servi ce 

from AT&T  

AT&T’s MobileIron solution gives the subscribing Agency control over their 

Government data located on compatible smartphones and tablets while in the 

field.  Via the client-server architecture, Agencies can distribute and enforce a 

wide variety of policies within a defined and limited memory range on 

compatible mobile devices. 

Agencies enact their desired policies through an elegant user interface 

hosted on a server (the Virtual Smartphone Platform, or VSP), which in turn 

securely controls client software residing on Agencies’ or users’ wireless 

devices.  Agency telecommunications management personnel use the VSP to 

unobtrusively control only relevant work-related data, while leaving other data 

resident on the device solely to the discretion of users.   

AT&T Mobility Solution Services  will collect Agency policy requirements 

and integrate them into the MobileIron VSP and Sentry Software installed and 

configured remotely on the two servers. 

The MobileIron client software is installed by downloading an application to 

the device. Following authentication by the VSP, MobileIron thereafter 

encrypts local data on the device.  Optional MobileIron modules can enforce 

Agency policies regarding acceptable web browsing (MobileIron Web@Work), 

document copy/distribution and prevention/restriction (MobileIron 

Docs@Work) while within the client framework. 

AT&T will provide additional optional services including; High Availability 

Design Engineering Services and Installation, and Validation Review and 

Report for a Basic System.   The Validation review assesses the 
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effectiveness of one VSP and up to 2 Sentries by performing a review of an 

existing MobileIron implementation. 

The High Availability option allows the subscribing Agency to optimize the 

MobileIron Solution’s reliability with Engineering services to accommodate an 

additional VSP.   

Customer Personal Data 

Customer Personal Data includes, without limitation, name, phone number, 

email address, wireless location information or any other information that 

identifies or could reasonably be used to identify the subscribing Agency or its 

end users.  Within the MobileIron VSP service solution, Customer Personal 

Data (CPD) may be transferred to or accessible by (i) AT&T personnel 

around the world; (ii) third parties who act on AT&T’s or AT&T’s supplier’s 

behalf as subcontractors; and (iii) third parties (such as courts, law 

enforcement or regulatory authorities) where required by law. 

Subscribing Agency Responsibility: 

The subscribing Agency’s end users must have a data plan on a compatible 

device with Short Messaging Service (SMS) capability. 

The subscribing Agency is responsible for the configuration of the appropriate 

Domain Name System (DNS) prior to AT&T installation activities. 

The VSP is accessed via a Web portal and requires a PC with Internet 

connection. Improper or incomplete software configuration and/or downloads 

performed by the subscribing Agency or its end users may result in service 

interruptions and/or device failures.   

The subscribing Agency will only provide or make Customer Personal Data 

accessible when the subscribing Agency has the legal authority to do so and 

for which it has obtained the necessary consents from its end users, and will 
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camouflage or securely encrypt Customer Personal Data in a manner 

compatible with the VSP. 

The subscribing Agency is responsible for providing end users with clear 

notice of AT&T’s and the subscribing Agency’s collection and use of 

Customer Personal Data obtained via the MobileIron solution and for 

obtaining end user consent to that collection and use. The subscribing 

Agency may satisfy it’s notification requirements to AT&T by advising end 

users in writing that AT&T and its suppliers may collect and use Customer 

Personal Data by providing for end user review the relevant links to the 

Product Brief or other sales information that describes the MobileIron solution 

as well as to AT&T’s Privacy Policy. 

AT&T Mobile Iron VSP Service Clarifications: 

The Virtual Smartphone Platform (VSP) may not be accessible at all times. 

Availability, security/privacy, delivery and timeliness of information are not 

guaranteed by AT&T. 

The VSP software requires a VMware operating environment server or, 

where applicable, the purchase of a MobileIron appliance from AT&T. 

VSP integration with enterprise public key infrastructure is not included with 

the set up and installation of MobileIron. 

MobileIron VSP is subject to the software license agreement found at 

Appendix P. 

1.5.6.18  MNS Business Connect Wireless Data Servic e 

Access for Commercial Connectivity Services 

Business Connect data service access plans are intended for use with 

machine-to-machine and/or Wireless Wide Area Network (WWAN) 



NETWORX   
 UNIVERSAL  

CONTRACT GS00T07NSD0007 
MOD # - PS422/EFFECTIVE DATE – 2/11/14 

GSA and AT&T Proprietary  Page 914aaa of 1474  
For use pursuant to contract GS00T07NSD0007 Mod PS422 / 1.5.6 MNS 

applications and not for support of individual remote or mobile workers using 

a laptop or Smartphone.  

The Business Connect wireless data service works with select equipment 

features and service offerings. A compatible data-enabled wireless device (SED 

or AT&T approved customer-provided equipment) is required for this service. 

AT&T provides wireless data services, including but not limited to, features 

that may be used with wireless data services and wireless content 

(“Services”). The absolute capacity of the wireless data network is limited. 

Accordingly, service is only provided for circumscribed purposes and pricing 

for Data Services is device dependent, based on the “transmit and receive” 

capacity of each device. 

Fixed wireless deployments must be installed within an AT&T-owned wireless 

network coverage area (see wireless.att.com/coverageviewer). The 

performance of the Business Connect wireless service may be impacted by 

transmission limitations, terrain, in-building/in-vehicle use and capacity 

constraints. AT&T’s wireless network is engineered for most common uses for 

Wireless Wide Area Network (WWAN) applications (e.g. machine-to-machine 

connections). However, except as may otherwise be specifically permitted, 

some continuous “heavy” or “long term” usage may cause extreme network 

capacity issues and interference, and will result in service interruptions.  

Service may be subject to certain equipment and compatibility limitations 

including memory, storage, network availability, coverage, accessibility and 

data conversion limitations. Actual download speeds depend upon device 

characteristics, network, network availability and coverage levels, tasks,  

file characteristics, applications and other factors. Performance may be 

impacted by transmission limitations, terrain, in-building or in-vehicle use  

and capacity constraints. 




