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1.4.14 Voice over Internet Protocol (IP) Transport Service 

(VoIPTS) [C.2.7.8] 

Agencies will be able to interconnect voice communication systems in 

as many as 48 countries worldwide using high-quality, reliable, and 

comprehensive voice transport service from our secure voice over 

Internet protocol (VoIP) products. The service’s ability to provide a 

variety of connectivity options for both new and existing 

communications equipment will give Agencies connectivity options that 

ease Agency transition to VoIP. 

1.4.14.1 Technical Approach to Transport/IP/Optical 

Service Delivery [L.34.1.4.1]  

1.4.14.1.a  Approach to Service Delivery [L.34.1.4.1.a] 
(a) Analyze the service requirements specified in this solicitation and descr be the approaches to service delivery for 
each service. [L.34.1.4.1.a] 

With the introduction of voice over Internet protocol (VoIP) into the business 

enterprise, a need has arisen to provide Internet protocol (IP)-based voice 

interconnectivity for both IP-ready and traditional private business exchange 

(PBX) systems. During this period of industry transition to VoIP, Agencies 

need a solution that will help tie VoIP and traditional PBX systems together, 

as well as interconnecting to the public switched telephone network (PSTN). 

To better support Agencies in this transition, special features that have been 

developed in the PSTN, such as 911 access and private dialing plans, are 

retained in the AT&T VoIP architecture. Figure 1.4.14.1-1  shows the basic 

voice over Internet protocol transport services (VoIPTS) architecture with 

Agency and PSTN interconnects. 
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Figure 1.4.14.1-1: AT&T’s VoIP Network Approach Interconnects PBX Systems and PSTN.   
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APPROACH DESCRIPTION 
Secure  ● Security provided using combination of best practice IP network security, SIP 

network authentication, pinhole routing, and MPLS network separation 
● Agencies are provided with secure VoIP transport service 
● Defined security policies and practices safeguard denial of service (DoS) attacks, 

intrusion, and invasion of privacy 

Table 1.4.14.1-1: Approach to VoIP Transport Servic e Provides Flexibility and Transition.  Agencies will be 
able to transition to VoIP more easily using the tools and capabilities that are available in the AT&T VoIPTS offer. 

The AT&T Voice over IP Any Distance service delivery network provides the 

capability to interconnect both traditional and IP-based PBX systems, as well 

as providing access to local, long distance. Access to international calling 

services is also available. The Voice over IP Any Distance product is based 

on the same core network and principles as the other AT&T VoIP products. 

This means that not only can Agencies use the service to interconnect PBX 

systems, but also they will have the ability to integrate this solution with other 

VoIP offers, such as IP-Centrex and Remote Teleworker services. 

1.4.14.1.b  Benefits to Technical Approach [L.34.1. 4.1.b] 
(b) Describe the expected benefits of the offeror’s technical approach, to include how the services offered will facilitate 
Federal Enterprise Architecture objectives (http://www.whitehouse.gov/omb/egov/a-1-fea.html). [L.34.1.4.1.b] 

AT&T’s Networx services and VoIP services, in particular, support the 

Government’s vision of transformation through the use of the Federal 

Enterprise Architecture (FEA) by providing the technologies that contribute to 

the Agency’s mission objectives. Table 1.4.14.1-2  describes each service in 

relation to FEA, summarizes its contribution, and/or provides an example of 

how it facilitates FEA implementation. 

APPROACH BENEFIT FEA FACILITATION  
Connectivity  Both IP/Ethernet and T-1 

interfaces and protocols 
are supported in CE. 

Using variety of interfaces allows Agencies to integrate VoIP 
with both IP-based and traditional telecommunications 
topologies.  
FEA Link:  TRM/Service Interface and 
Integration/Interface/Service Description/Interface 

Distributed 
Systems  

VoIP components 
distributed across MPLS 
network offer PSTN-like 
call quality.  

Combination of MPLS network and distributed high-availability 
VoIP service nodes provides Agencies with good voice quality 
as well as good call completion rates that rival traditional PSTN-
based services.  
FEA Link:  TRM/Service Platform and Infrastructure/Hardware 
Infrastructure/Network Devices/Standards 
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APPROACH BENEFIT FEA FACILITATION  
Full Dial Plan 
Support 

Support for both public and 
private dial plans built into 
VoIP network for Agency 
calling without change. 

Service is integrated with VoIP network that offers both private 
call routing for voice VPNs and public dial routing worldwide.  
FEA Link : TRM/Service Interface and 
Integration/Interface/Service Description/Interface 

Complete 
PSTN 
Interconnect 

Service is fully 
interconnected to PSTN. 
This removes complexity 
of connecting to PSTN 
from Agency.  

Architecture allows Agency calls to function in both directions as 
integrated part of PSTN. Links to services, such as 911, E911, 
and  are automatically included.  
FEA Link:  TRM/ Service Access and Delivery/Delivery 
Channels/Extranet 

Local and 
International 
Reach   

Service built into more 
than  

footprint for wide local 
number availability. 

Gateways are deployed throughout network, providing Agencies 
with direct local access covering over 90% of U.S. population. 
Remaining CONUS interconnect capability is covered by 
extensive circuit switched systems. VoIP transport is available in 
over 48 countries, allowing Agencies to call offices in foreign 
lands without leaving VoIP network.  
FEA Link:  TRM/Service Access and Transport/Service 
Transport/ Service transport 

Service Quality 
and Reliability 

Calls are made to and 
from PSTN or on-net with 
PSTN-like quality. 

VoIP service is built on MPLS network that is extended to 
Agency CPE. This provides end-to-end VoIP quality that is 
similar to circuit-switched voice quality.  
FEA Link:  TRM/Service Access and Transport/Service 
Transport/ Service Transport 

Built in Protocol 
Conversion   

Support for multiple PBX 
protocols allows Agencies 
to use VoIP with wider 
variety of systems. 

Agencies’ transition to VoIP is made easier using multiple 
access protocols and variety of supported PBX systems. This 
allows connectivity to both IP PBX systems and existing 
traditional PBX systems.  
FEA Link:  TRM/Component Framework/Business 
Logic/Platform Independent 

Secure and 
Reliable  

Use of dedicated VPNs 
and security practices 
reduces Agency risk.  

Combining VPN access and VoIP core service networks 
provides better security and reliability than using Internet for 
VoIP. Agency telephone traffic is not placed in vulnerable 
networks without performance guarantees.  
FEA Link:  TRM/Component Framework/Security 

Table 1.4.14.1-2: Agencies Receive Several Benefits Using AT&T VoIPTS Instead of Internet for VoIP.  
Agencies will receive a secure and provides a high level of performance. An Internet-based calling service cannot 
provide comparable performance.  

AT&T’s development of net-centric technologies supports solutions based on 

service oriented architecture (SOA), which uses standardized, web-adapted 

components. Our approach ensures that the criteria listed below are followed: 

● Technical Reference Model capabilities are fully met and linked to the Service 

Component Reference Model (SRM) and Data Reference Model (DRM). 

● These links are structured to support Business Reference Model (BRM) 

functions and provide line-of-sight linkage to mission performance and 

ultimate accomplishment per the Performance Reference Model (PRM). 

● AT&T operates as an innovative partner through Networx to help achieve 

the vision of the FEA to enhance mission performance. 
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call quality, as compared to a typical IP network, such as the Internet, is 

shown in Figure 1.4.14.2-1 .  

 
Figure 1.4.14.2-1: AT&T Network Outperforms Typical  Networks for VoIP.  Excessive packet loss, delay, or jitter can 
affect overall call quality. AT&T VoIP network carefully controls impairments to supply a higher quality VoIP service. 

Overall call quality is a combination of call completion and sound quality. Since 

network errors can affect both call completion and sound quality, AT&T provides 

Agencies with a service that operates within a dedicated MPLS core routing 

system, which provides both real-time protocol (RTP) and signaling packets with 

the highest possible quality transport. This, coupled with the distributed 

multiserver call handling environment, provides an overall high quality of service. 

1.4.14.2.b  Approach to Monitoring and Measuring Pe rformance 

[L.34.1.4.2.b] 
(b) Describe the approach for monitoring and measuring the Key Performance Indicators (KPIs) and Acceptable Quality 
Levels (AQLs) that will ensure the services delivered are meeting the performance requirements. [L.34.1.4.2.b] 

Of equal importance to identifying the KPIs for a service is the method by 

which the KPIs are captured, measured, and monitored. Agencies will receive 

the most accurate assessment of the service when the KPI measurement and 

monitoring methodology replicates the real performance experienced by 

Agency personnel. To provide the Agencies with the most accurate 

representation of the service performance, AT&T has deployed a separate 
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Figure 1.4.14.2-3: Call  

By monitoring the call quality, more information is gained about how a call is 

actually performing than is gained by monitoring packet loss, jitter, and 

latency independently. In addition, monitoring call quality at every edge point 

gives a directional indicator as to which network or component is at fault in a 

poor quality call. 

1.4.14.3  Satisfaction of Transport/IP/Optical Service 

Specifications [L.34.1.4.3]  

1.4.14.3.a  Service Description [L.34.1.4.3.a] 
(a) Provide a technical description of how the service requirements (e.g., capabilities, features, interfaces) are 
satisfied. [L.34.1.4.3.a] 

The VoIPTS offer is based on the AT&T layered VoIP architecture. The VoIP 

architecture uses the upper layer of the network to route calls throughout the 

network. The midsection of the network is where end devices are tracked and 

protocol differences are handled. The components closest to the customer 

provide quality routing through VPN access as well as links to the PSTN.  

Each layer provides a vital function to the overall call completion process. 

Each layer also operates within a particular network layout. Tables 1.4.14.3-1  

through 1.4.14.3-3 describe the functions of the network that is shown in 

Figure 1.4.14.3-1 . 
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The first layer of the VoIPTS network is typically called the access layer. This 

layer contains the access and VPN systems that provide connectivity to the AT&T 

VoIP network and control the transport quality of the service. Included in the layer 

are VPN services, links to the PSTN, and peering to other VoIP networks. These 

networks are all constructed with security and quality of service built in. 

LAYER ONE - ACCESS 
Service Element Description Benefit 
VPN VoIPTS is provided over 

MPLS network-based VPN. 
Access is through VPNs that use MPLS and provides 
PSTN-like quality. 

Class of Service 
(CoS) Routing 

Packets are marked at edge 
for differentiated preference 
routing. 

CoS is created for all traffic to and from CPE; VoIP 
packets are routed in highest priority queue, which helps 
create consistent packet delivery end-to-end. 

Managed Access Access VPNs and termination 
equipment are provided as 
managed service. 

Access service is monitored and managed by AT&T to 
provide consistent results and fault management. 

VoIP-specific CPE Agency PBX systems are 
connected to network using 
VoIP-enabled routers. 

Access termination equipment is specially optioned to 
handle PBX and IP PBX systems and configured to 
perform well in VoIP environment. 

VoIP-specific 
Interfaces 

● Ethernet RJ-45 
● Analog Trunk, 2 Line 
● Analog Trunk, 4 Line 
● Digital Trunk, T-1 
● Digital Trunk, ISDN PRI 
● Digital Trunk, E-1 

Agencies can connect to virtually any type of PBX 
system, including both existing TDM-based, and newer 
IP-ready PBX systems. 

Table 1.4.14.3-1: Access – Layer One.  Access strategies play an important role in the quality of VoIP services, 
including initiating transport quality of service and providing security. 

The second layer contains the border edge (BE) elements that help control 

access, quality, and security, along with providing protocol conversion, as 

needed, to operate differing devices that are attached in the access network. 

The types of BE systems in the network are the customer-facing border 

element (BE) devices, the PSTN gateways (network gateway BE [NGBE]), 

and other access gateways (such as the IP gateway BE [IPBE]). These 

gateways provide secure access to the VoIP core transport and switching 

network as well as some session control for the session-based signaling 

protocols, such as SIP. 
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Figure 1.4.14.3-1: VoIP Network for PBX Interconnect.   
 

 

Using the three groupings (layers) of components in the AT&T VoIP service 

architecture, Agencies will receive a telephone service that is both flexible 

and reliable. AT&T handles the details and complexities of telephony. Thus, 

Agencies can concentrate on their own missions. 

1.4.14.3.b  Attributes and Values of Service Enhance ments 

[L.34.1.4.3.b] 
(b) If the offeror proposes to exceed the specified service requirements (e.g., capabilities, features, interfaces), 
describe the attributes and value of the proposed service enhancements. [L.34.1.4.3.b] 

In addition to interconnecting both IP and traditional PBX systems, Agencies can 

enhance their capabilities with additional features, products, and capabilities that 

might require an additional fee. Table 1.4.14.3-4 and 1.4.14.3-5 highlight 

additional features and capabilities of the VoIPTS and the VoIP network.  
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services, such as VoIPTS, leverage the secure and stable, route-free MPLS 

core for Agencies’ applications. 

1.4.14.5  Transport/IP/Optical Service Optimization  and 

Interoperability [L.34.1.4.5]  

1.4.14.5.a Approach to Optimizing IP-based and Opti cal Services 

[L.34.1.4.5.a] 
(a) Describe the offeror’s approach for optimizing the engineering of IP-Based and Optical Services. [L.34.1.4.5.a] 

A detailed discussion of our approach to optimizing the engineering of IP-

based and optical services is provided in Section 1.3.6.2.a. 

1.4.14.5.b  Network Architecture Optimization [L.34 .1.4.5.b] 
(b) Describe how the offeror will utilize methods such as remote concentration, switching/routing capabilities, and 
high bandwidth transmission facilities to optimize the network architecture. [L.34.1.4.5.b] 

Optimization of the network architecture through the use of remote 

concentration, switching/routing capabilities, and high bandwidth transmission 

facilities is described in Section 1.3.6.2.b. 

1.4.14.5.c  Optimizing Engineering Techniques [L.34 .1.4.5.c] 
(c) Describe the engineering techniques for optimizing access for improved performance or increased efficiency in 
areas where large concentrations of diverse customer applications exist (e.g., the use of multi-service edge 
platforms). [L.34.1.4.5.c] 

Optimization of the access for improved performance or increased 

efficiency through the use of multiservice edge (MSE) platforms is 

described in Section 1.3.6.2.c. 

1.4.14.5.d  Vision to Implement Service Internetwor king [L.34.1.4.5.d] 
(d) Describe the offeror’s vision for implementing service internetworking over a common infrastructure (e.g., IP-
centric architecture). Include a view on network interoperability, control plane integration, and optical infrastructure 
support for IP-Based Services. Describe the benefits and rationale of the offeror’s approach. [L.34.1.4.5.d] 

The implementation of service internetworking over a common infrastructure, 

including network interoperability, control plane integration, and optical 

infrastructure support, is described in Section 1.3.6.2.d. 
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Once classified, the network routers act on the marked packets, according to 

their level of criticality.  

 

 

 Figure 1.4.14.6-2  depicts the classification of packets  

 

Figure 1.4.14.6-2: VoIP Packets  
 

 

Refer to Section 1.3.2.e for more details on the overall network routing priority 

system used in the AT&T networks. 

1.4.14.6.2 Private Dial Plans [C.2.7.8.1.4(3)(d)] 

The following Voice over Internet Protocol Transport Service capabilities are mandatory: 
3. The contractor shall provide the following minimum capabilities: 
d. The contractor’s VoIPTS shall interoperate with private Agency network dial plans. 

Private dial plan routing is built into the VoIP call routing network. No special 

additional systems need to be deployed to support private dial plans. Using 

the private dial plan support in the AT&T VoIP network enables Agencies to 

Unlike our competitors, AT&T provides CoS across our IP VPN not just at the edge of the network. 
This offers true end-to-end QoS to our customers and provides a suitable environment for IP voice 
and converged services. 
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routers are configured with the necessary VoIP processing hardware, such as 

memory and the software required to act as a VoIP gateway. The actual model 

will be selected to satisfy specific engineering, management, and security 

requirements. The VoIP access router includes an Ethernet port for connection.  

1.4.14.6.4 Reserved 

1.4.14.6.5 Reserved 

  



NETWORX 
  

 UNIVERSAL  
CONTRACT GS00T07NSD0007 

MOD # - PS388/EFFECTIVE DATE – 10/11/13 
 

GSA and AT&T Proprietary  Page 602 of 1474  
For use pursuant to contract GS00T07NSD0007  Mod PS388 / 1.4.14. VoIPTS 

1.4.14.6.6 Agency Firewalls [C.2.7.8.1.4 (6)] 
The following Voice over Internet Protocol Transport Service capabilities are mandatory: 
6. The contractor shall verify with the Agency that the Agency firewall is compatible with this service. 

In processing packets for security, VoIP packets pose a particular problem in 

that the processing delay of the firewall can acutely affect the quality of the 

calls passing through it. Due to the industry move toward services over IP, 

many newer firewall devices are being produced with VoIP capabilities. Given 

the differences in existing and new firewalls, AT&T has tested the following 

brands and types of firewalls, listed in Table 1.4.14.6-3 , and approved usable 

firewall configurations for VoIP applications.  

AT&T will verify with the 

Agency that the premises-

based firewall is capable of 

supporting our VoIP service. 

This will be accomplished  

at the requirements 

determination phase of the 

project. In addition to verifying and certifying the capability of the router, we 

will provide expert advice regarding firewall policies and configuration to 

ensure that the firewall supports the VoIP functionality before implementation. 

1.4.14.6.7 PBX Requirements [C.2.7.8.1.4 (8)] 
The following Voice over Internet Protocol Transport Service capabilities are mandatory: 
8. The contractor shall state the minimum and optimal requirements for Agency owned voice equipment (such as 
PBX’s or other voice systems) to be compat ble and interoperate with the contractor’s VoIPTS. 

Table 1.4.14.6-4  lists the PBXs that have been laboratory- or customer-tested 

for VoIP  The notation of the interface type is 

important in determining the interoperability of each particular PBX  

FIREWALL APPROVAL  
Manufacturer Model/Platform Capability 

   
   

   
   

 

Table 1.4.14.6-3: Approved Firewalls Work with VoIP.  AT&T has 
tested several firewalls for use with the VoIP suite of products. 
Approved, managed firewalls allow VoIP packets to operate in the 
network without excessive delay or other impairment. 
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manufacturer. Combinations of supported interfaces are indicated as they 

apply. All digital PBX systems with standard T-1 and T-1 primary rate 

interfaces (PRIs) are supported by VoIPTS. 

MANUFACTURER  MODEL INTERFACE BOARD MODEL/NUMBER 
    

    
    
    
    

    
    
    

    
    

     
    

    
    

    
 

Table 1.4.14.6-4: PBX Types.  Several types of existing PBX platforms are supported by the VoIP Network. 

Table 1.4.14.6-5  lists the IP PBX systems that have been certified to work 

with the AT&T Voice over IP Any Distance product as of June 2005. This list 

will continue to expand as VoIP becomes more widely deployed. 

MANUFACTURER  MODEL INTERFACE BOARD MODEL/NUMBER 
    
    
    
    
    
    
    
    
    
    
    
    
    

    
 

Table 1.4.14.6-5: IP PBX Types.  Several IP PBX systems interoperate with VoIPTS. 

1.4.14.6.8 VoIP Security [C.2.7.8.1.4 (11)] 
The following Voice over Internet Protocol Transport Service capabilities are mandatory: 
11. The contractor shall ensure security practices and safeguards are provided to minimize susceptibility to security 
issues and prevent unauthorized access. 
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AT&T provides Agencies with the best possible IP network security using the 

seven elements listed in Table 1.4.14.6-6 . 

ELEMENT FUNCTION 
Separation Customer traffic is separated using MPLS VPNs. 
Automation Automated perimeter security tools protect MPLS core. 
Monitoring IP traffic monitoring provides early warning of Internet viruses and worms. 
Control Strict operational security controls are enforced in MPLS core and on-service application 

platforms. 
Testing Testing, auditing, and reviewing increase security compliance. 
Response Proactive response teams trained in details of networks and security are deployed to places 

of potential attack or risk. 
Innovation AT&T funds extensive security research. 

Table 1.4.14.6-6: Seven Security Elements.  AT&T uses seven elements to provide security across all products. 

Using these elements, along with monitoring and threat elimination tools, 

AT&T has been able to detect and stop attacks for its customers. (Refer to 

Section 1.3.1 for a complete description of these elements and the overall 

network security practices.) In addition to the overall network security 

practices outlined above, AT&T secures IP and traditional PBX equipment 

with the SIP VoIP network security model, as shown in Figure 1.4.14.6-3 . 

Figure 1.4.14.6-3: Network Core  
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networks on secure BEs, routes as an independent MPLS network. The core 

network is invisible to the Internet. In addition to being hidden from the 

Internet, customer networks cannot freely route to other customer networks 

Figure 1.4.14.6-4: DoS Attacks are Thwarted by MPLS Separation of Networks.   

 

Using AT&T VoIP services, Agencies are also protected from internal threats 

by the VoIP specific security architecture. In addition to the six points of 

security outlined in Figure 1.4.14.6-3 , AT&T also follows a strict practice of 

securing every system in the network through a process of system hardening, 

as described in Section 1.3.1. 
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1.4.14.6.11 Intrusion [C.2.7.8.1.4 (11)(b)] 
The following Voice over Internet Protocol Transport Service capabilities are mandatory: 
b. Intrusion – The contractor shall provide safeguards to mitigate attempts to illegitimately use VoIPTS service. 

The security that is built into the AT&T network automatically protects against 

intrusion threats. Table 1.4.14.6-8  lists the separated major elements of 

intrusion control within the AT&T VoIP network. These security mechanisms 

work in conjunction with the security mechanisms in the VPN service that 

provides access to the VoIP network. 

MECHANISM EFFECT ON INTRUSION 
Separation of Networks Separation of networks makes it imposs ble for someone on public network, such as 

Internet, to access VoIP network or any of its customers. Customer networks are 
shielded from each other as well. 

Secure Border Edge  Secure border edge device creates VoIP signaling control point that requires 
authentication to pass signaling data. Since unauthorized signaling is not passed to 
call control units in interior of VoIP network, coupled with network separation, 
signaling access is only granted to authorized VoIP users. Interior systems will only 
accept signaling from authorized interior systems. The border edge is authorized 
gateway to interior.  

Systems Hardening Every system in VoIP network is hardened, removing all unused IP ports and 
unnecessary operating system (OS) and program functions. This eliminates use of 
functional block as intrusion stepping stone. 

Systems Security 
Standards 

Every system in network is operated under strict set of AT&T security standards. 
(Refer to Section 1.3.1 for complete description of AT&T system security standards.) 

Strong Authentication All legitimate systems access is authenticated using strong authentication and 
 This control 

mechanism prevents outside access and logs all access as well.  
Monitoring All VoIP systems are continuously monitored for any access violation. Access 

violations create alarms and energize action from incident response team. 

Table 1.4.14.6-8: Security Mechanisms.  Several elements and procedures secure the VoIP systems from intrusion. 

For further details on the trusted security domains and protections against 

intrusion, refer to Section 1.3.1.  

1.4.14.6.12 Invasion of Privacy [C.2.7.8.1.4 (11)(c)]  
The following Voice over Internet Protocol Transport Service capabilities are mandatory: 
c. Invasion of Privacy – The contractor shall ensure VoIPTS is private and that unauthorized third parties cannot 
eavesdrop or intercept VoIPTS communications. 

Network protection against eavesdropping is supplied by the standard VoIP 

security mechanisms outlined in Table 1.4.14.6-9 . These security mechanisms 

are linked in their effectiveness to the Agency LAN eavesdropping protections.  
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AREA OF NETWORK SECURITY MECHANISM 
Access Secure managed VPN service eliminates access from outside sources. Transporting IP in MPLS 

makes address spoofing virtually impossible 
Signaling Signaling is secured in the border edge and will only forward packets to authenticated partner 

system. All call handling platforms are located in VoIP core and are secured using AT&T’s 
systems hardening and strong authentication methodology. 

VoIP Core VoIP core is 100% MPLS routed. No IP access exists in core. Access to core routers and 
elements are strictly controlled. Physical security is strong and follows telephone systems 
standards. 

Agency LAN Best security practices in Agency LAN will provide like-for-like eavesdropping security, as 
compared to traditional telephone service systems. Strong internal physical security is also 
required. 

Table 1.4.14.6-9: Area of Network.  Eavesdropping protection in the network is provided by a solid VoIP security 
model (Figure 1.4.14.6-3 ) and practices. 

The industry standard deployment strategy for privacy is to deploy VoIP in a 

way that achieves invasion of privacy security that is like-for-like with 

traditional telephone service. VoIP telephones are no more easily tapped than 

a traditional telephone. If an Agency uses a switched Ethernet environment, 

and adequate physical and systems management controls are placed on the 

LAN switch equipment, then the VoIP service is as secure against 

eavesdropping as a traditional telephone service (Figure 1.4.14.6-5 ). 

Figure 1.4.14.6-5: VoIP Offers Like-for-Like Wiretap Resistance.   
 

1.4.14.6.13 Voice Over Internet Protocol Transport Service Interfaces 

[C.2.7.8.3.2 (1)] 
UNI Type 1  
Interface Type: Ethernet port: RJ-45 
(Std: IEEE 802.3) 
Payload Data Rate or Bandwidth: Up to 100 Mbps 
Signaling Type: SIP, H.323, MGCP or 
SCCP [Optional] 
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The Agency UNI Type 1, RJ-45 Ethernet 10/100, is provided as a standard 

interface on the service delivery point (SDP) options. The SDP is signaling 

independent and provides access to the first point of CoS routing and VPN 

termination. Router options are dependent on access methodologies, such as 

MPLS, ATM, and frame relay, but all configurations will be able to supply the 

10/100 Mbps Ethernet interface in a signaling protocol agnostic manner. The 

two examples listed in Tables 1.4.14.6-10  and 1.4.14.6-11 depict the 

availability of Ethernet interfaces. 

CISCO ROUTER CISCO2811-V/IK9 – 2811 VOICE BUNDLE, PVDM2-16, SP SERV, 64F/256D CONFIGURATION 
Part Number Description 

  
  

  
  
  

  
  

  

Table 1.4.14.6-10: SED for T1.  Agencies with a  need for T-1 access and a 100 Mbps Ethernet port are provided 
equipment such as the Cisco 2811 router. 

CISCO ROUTER CISCO7204VXR – CISCO 7204VXR, 4-SLOT CHASSIS , 1 AC SUPPLY CONFIGURATION 
Part Number Description 

  
  

  
   

  
  

  
  

Table 1.4.14.6-11: SED for T-3.  Agencies with a need for up to T-3 access and100 Mbps Ethernet port are provided 
equipment such as the Cisco 7204 router. 

1.4.14.7  Stipulated Deviations 

AT&T takes neither deviation nor exception to the stipulated requirements. 

1.4.14.8 Local SIP Trunk Service 

Agencies using the Local SIP Trunk Service are provided Session Initiation 

Protocol (SIP) based IP voice trunking that includes access to both local and 

long distance calling via a single IP access circuit. This SIP-based telephone 
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trunking service is carried to Agency locations over an AT&T IP transport 

product, such as NBIP-VPNS, which allows an Agency to consolidate voice 

and data on a single bandwidth access and port. Wide support for Agency call 

switching systems is provided by the Local SIP Trunk Service as it supports 

both VoIP call control systems such as the Cisco Call Manager and other IP 

ready Private Branch Exchange (PBX) systems. The service also can support 

traditional digital PBX systems  

 

 The Local SIP Trunk Service is fully integrated with the Public Switched 

Telephone Network (PSTN) and is provided by systems that are fully 

integrated into the AT&T IP core network. The service is offered through an 

AT&T Competitive Local Exchange Carrier (CLEC). 

Because the Local SIP Trunk Service is a built- in component of the greater 

AT&T IP network, and because it is offered through  

Agencies are provided with key voice systems functions set forth below when 

the service is coupled with CIPS or NBIP-VPNS and connected to an Agency 

PBX or IP call manager.  

● Local Telephone Numbers 

● Local inbound and outbound calling  

● Access to low cost IP based Long Distance 

● On-net to on-net calling to any AT&T VoIP location  

 

● Interfaces to either SIP based or traditional PBX systems 

● Combined voice and data on a single access arrangement 

● 60%-70% lower voice bandwidth usage 

● E911 call routing  
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Using the Local SIP Trunk Service will enable Agencies to access the 

features of new IP based telephone systems, including the consolidation of 

call control and PSTN access over a  

  

1.4.14.8.1 On-Net and Off-Net Calling 

This SIP-based trunk service provides calling to both on-net and off-net 

locations. On-net calls are calls that route within the AT&T VoIP network or 

customer virtual private IP network. This on-net network could be the 

Agency’s own IP-VPN or the greater AT&T VoIP core network, including other 

AT&T VoIP customers. Off-net calls are calls that are routed through the 

AT&T VoIP core network and into the PSTN. For this SIP-based trunk service, 

all on-net and local calling is . Figure 1.4.14.8.1-1 , below, 

illustrates how callers can make calls and have those calls remain on-net, by 

staying either on the Agency’s IP-VPN, or within the AT&T VoIP core network. 

On-net calls include calls to any telephone that is served by any one of the 
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Figure 1.4.14.8-1:  includes all calls  

 
 

The SIP-based trunk service provides Agencies with combined local and long 

distance access over a single IP VPN. The ability to have many calls stay on-

net allows Agencies to take advantage of low cost IP bandwidth.  

1.4.14.8.2 Service Features 

AT&T’s Local SIP Trunk Service is a fully featured local telephone service 

offered utilizing . This allows AT&T 

to offer  
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The Local SIP Trunk Service directly supports VoIP based PBX and call 

control systems, thus providing Agencies with an alternative to traditional 

telephone trunking services. The service seamlessly maps its SIP based 

features to complete PSTN interconnectivity to provide the government with  

a single source for voice systems interconnect.  

1.4.14.8.3 Local Number Assignments 

. Adherence to local number 

portability regulations allows AT&T to migrate existing DID number ranges  

to the AT&T Local SIP Trunk Service. The SIP trunk service can also be  

used to assign additional or replacement numbers as required by the Agency.  

In addition AT&T’s ability to  

 

 Number assignment scenarios are shown in Table 1.4.14.8-2 . 

CAPABILITY  ACTION 
Number 
Allocation 

AT&T provides telephone numbers through LNP or through new number assignment. This 
allows a customer to easily move existing users to AT&T VoIP as well as expanding existing 
facilities and locations or starting up new facilities in new locations.  

 
 
 

 
 

 
 
  

 
 

Table 1.4.14.8-2: North American Numbering Plan (NANP) number assignments. North American Numbering 
Plan (NANP) number assignments typically use LNP, but can be assigned as new numbers as well.  

 
 

1.4.14.8.4 IP, PSTN and Long Distance Capability 

The Local SIP Trunk Service provides local calling, IP to IP calling and 

connectivity to PSTN based long distance calling. Local calls, those within the 

same Local Calling Area (LCA), and all IP calls that do not leave the AT&T 

. The calling plan for the service is 

shown in Table 1.4.14.8-3.  
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other SIP capabilities to provide trunking solution that will best support the 

call control systems configuration that the Agency has selected.  

CAPABILITY  DESCRIPTION USE 

Multiple 
Connection 
points per 
trunk group 

Provides inbound and outbound SIP based call 
routing to multiple call processing locations and 
supports Inbound Alternate Routing (IAR) 

Using this configuration an Agency can 
deploy call control elements in multiple 
locations that have the best collocation with 
bandwidth to their user base.  
● Trunks are assigned to the multiple 

processing locations 
● All DIDs are routable to any call 

processing point 
● Trunking is shared between both large and 

small sites reducing the overall number of 
trunks required 

● IP Bandwidth for SIP is conserved 
Various redundancy schemes can be 
configured across the multiple sites  

Redundancy 
using BGP 

Multiple IP paths are configured into a single call 
processing location and route managed using 
VoIP specific BGP parameters 

Redundant IP paths are configured into a 
single call processing center from diverse 
POP locations.  
● VoIP specific BGP configurations support 

VoIP failover 
● Provides the best availability for single 

sight processing 
● Coupled with an SRP configuration 

supplies a high level of redundancy at a 
single site 

Routes around circuit failures  
Failover SIP 
Routing 

Various failover routing schemes can be 
accommodated for Agencies that are processing 
calls in multiple redundant locations  

Different call routing failover configurations 
are possible supporting several different call 
control configurations using Inbound Alternate 
Routing (IAR): 
● Primary-Secondary Warm Standby 
● Primary Secondary Load Balanced 
● East-West Multiple Processing Center 
● Round Robin Failover 
● Routes around circuit failures, Border 

Element outages and call control systems 
failures 

● Failover capacity may be used for bursting 
Failover schemes are set up to match the 
Agency’s call control and IP telephone 
registration scheme. 

Hosted Call 
Control 
Support 

SIP Trunk connections are provided and 
maintained at one or more AT&T call control 
centers 

This option is generally coupled with an AT&T 
hosted call control product such as: 
● AT&T Unified Communications Service 
● Custom IDC Hosted Call Control 
● Call Control processing at shared 

Government or third party data centers 
This option is often coupled with the Fixed 
Trunk to Station Ratio to provide a per user 
accounting for the cost of the service  
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CAPABILITY  DESCRIPTION USE 

Fixed Trunk 
to station 
ratio 

         
           

  

         
        

       
     

●        
      

●         
   

●       
         
 
       

     
Off-net 
Calling 
package 

       
       

    

         
       

       
          

  
●          

        
     

         
        

Table 1.4.14.9-1: Basic SIP Trunk Options and Components.  Using variable features and functions within the 
AT&T VoIP infrastructure, Agencies are able to deploy call management systems in configurations that better suit 
their network infrastructure and the needs of their users. Additional features such as      

         features that can be combined in an overall solution as they 
become available. 

Custom SIP Trunking has the ability to support many different call control 

configurations. This is done by combining different features of the SIP 

Trunking service into the solution and varying the number of concurrent calls 

supported in each link of a solution. For example, in the    

solution shown in Figure 1.4.14.9-2 , there could be a peak concurrent call 

load of 300 required        . In order to 

support the full concurrent call load       , an additional 

        site. This allows the 

peak number of concurrent calls           

         traffic .  
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The overall cost of deploying any custom solution will vary depending on how 

the solution is configured, and how many trunks are available overall. On a case 

by case basis, AT&T will help the Agencies find the best solution to fit their VoIP 

connectivity needs, and allow Agencies to control costs over the lifecycle of their 

overall VoIP solution . Each solution will be designed with the   

  , allowing an Agency to grow or shrink the level of service 

required to meet their needs, without significantly affecting their overall solution. 

For example, the solution shown above in Figure 1.4.14.9-2 , is configured as 

an overall solution that includes         

 . For each group of active trunks installed,     

    . In this scenario, the     service 

would be active and standby trunks in fixed ratio pairs.  

Examples of Items that will affect the individual Agency’s unique configuration 

of a Custom SIP Trunk solution are: 

● Total capacity versus  , when     

● Ratio of trunks to users,       

● Total capacity versus  ,     

● Total number of    supported 

● Number of trunks included in a   configuration 

● Inclusion of    

● Termination of SIP services on a     such as a 

SIP Session Border Controller  

In this offer, custom SIP trunking solutions are provided in one of four formats. 

Within these four formats, a trunking solution can be fashioned to support 

nearly any configuration or trunking need an Agency might have.  

Table 1.4.14.9-2  outlines the four trunk types and how the can be used to 

support different situations. 
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TRUNK TYPE FEATURES AND FUNCTIONS USE 

Per Seat 
Local SIP 
Trunks 

Trunks are connected to a managed call control 
service and are priced by the seat. Common 
custom solution variables include: 
● Installed trunk per user ratio 
● Redundant trunks installed 
● Remote data center access 
● Matches the number of stations installed in a 

VoIP call control solution such as AT&T UC. 
LD is billed as it is used helping to control costs in 
organizations where overall LD usage is low.  

This solution offers various SIP trunking 
solutions from simple to complex that that is 
billed in increments that are equal to the 
number of stations that are installed. This 
allows an agency to move users to a new 
VoIP platform and have the billing match the 
migration. . The usage based LD in these 
trunks allows Agencies that have low LD 
usage requirements to reduce costs by not 
pre-paying for LD that may not be used. 

Per Seat 
Local SIP 
Trunks with 
CONUS LD 
included 

Trunks are provided using the same configurable 
elements as in the above Per Seat Local Trunks. 
These trunks include a CONUS LD calling plan 
applied to each trunk. 

This trunking solution is useful to customers 
that are migrating to a managed VoIP call 
control platform. As in the other Per Seat SIP 
Trunk solution, billing matches the per seat 
cost of this type of migration allowing for a 
more cost-per-user centric overall solution. 
The included LD in these trunks allow 
Agencies to cap the amount spent on LD and 
is represented as a fixed cost per user. 

Custom 
Resilient 
Local SIP 
Trunks 

Trunks are provided across a large multi-center or 
enterprise wide solution. These trunks are 
configured to match the configuration and 
redundancy of the Agency owned call control 
systems and can include special COOP 
configurations. Common custom solution variables 
include: 
● Redundant trunks installed 
● Secondary Call Control Sites (COOP) 
● Differing failover including primary/secondary 

and round robin configurations 
● Can be coupled with Toll Free Services 
LD is billed as it is used helping to control costs in 
organizations where overall LD usage is low. 

This trunking solution is useful to Agencies 
that are deploying large or enterprise wide call 
control systems that have various inbound 
and outbound calling failover mechanisms. 
Call centers that have an outbound calling 
requirement will also benefit from the ability to 
combine Toll Free, redundancy and outbound 
calling. The usage based LD in these trunks 
allows Agencies that have low LD usage 
requirements to reduce costs by not pre-
paying for LD that may not be used. 

Custom 
Resilient 
Local SIP 
Trunks with 
CONUS LD 
included 

Trunks are provided to fit large and enterprise 
wide solutions in the same way that the Custom 
Split or Redundant SIP Trunks above, but include 
CONUS LD usage.  

This trunking solution is useful to Agencies 
that are deploying large or enterprise wide call 
control systems that have various inbound 
and outbound calling failover mechanisms. 
Call centers that have an outbound calling 
requirement will also benefit from the ability to 
combine Toll Free, redundancy and outbound 
calling. The included LD in these trunks allow 
Agencies to cap the amount spent on LD. 

Table 1.4.14.9-2: SIP Service Trunk Types.  Using one of the four custom trunk types Agencies can build a service 
that matches the complexity of their VoIP call control services or systems. The two per seat trunk types are used 
when the Agency is outsourcing call control or purchasing call control by the seat as a fully managed solution. The 
two custom resilient solutions can be tailored to most Agency owned call multiple-site control configurations. 

When Agencies are deploying VoIP within their organizations or outsourcing 

their call control, the custom local SIP trunk service allows for cost effective 

configurations that vary as much as the many VoIP solutions that are 

available in the industry today. Agencies will also benefit from the cost 

alignment that can be provided in a per seat, per primary-secondary trunk, or 

per solution format. 




