—
NETWORX ENTERPRISE g at&t

CONTRACT GSO00TO7NSDO0041
MobD # — PS036/EFFECTIVE DATE — 7/10/09

LIST OF TABLES

Table 1.0-1: Technical Volume Organization. ............cccevvevveviiiiieeeeeeeeeiiiienn 9
Table 1.3-1: Architecture Section CONENLS. ..........eeeviieiiiiiiiiiiiiiiiiiieieeeeeeeeee 16
Table 1.3.1-1: Response Summary for Section 1.3.1. .......coovviiiiiieiiiiiiininnnns 19
Table 1.3.1.a-1: AT&T Infrastructure Protection Methods.............cccoeevieeeeeee 21

Table 1.3.1.b-1: Security Protection Methods Related to Network

MaANAGEMENT. ...t e e e e e e eeans 23
Table 1.3.1.b-2: AT&T Security Protection Methods Related to Incident

Detection and RESPONSE. ....coiiiiiiiieiiiiieie e 25
Table 1.3.1.b-3: Protecting IP-based Services against Cyber Attacks.......... 29
Table 1.3.1.c-1: AT&T Security Basic PrinCiplesS..........ccccvvveviiiiiiieeeeeeeeiiinne 34
Table 1.3.1.c-2: AT&T Protection Methods. ...........cooiiiiiiiiiiiiiiiiiii e 35
Table 1.3.1.d-1: Anticipated Security Enhancements. ...........cccceeeieieiiiiennnnns 36
Table 1.3.1.e-1: AT&T Certification & Accreditation Experience................... 40
Table 1.3.1.e-2: AT&T C&A Documentation Preparation.................ccccevvveen. 41
Table 1.3.2.1-1: Response Summary for Section 1.3.2. .........cceeveieeiiiiiinnnnnne 46
Table 1.3.2.a-1: Service Availability for Access Arrangement Types............ 48
Table 1.3.2.a-2: Wireline Access Arrangement Summaries. ...........ccccceeuuee. 49
Table 1.3.2.a-3: Wireline Access Configurations. .........ccccvvvvvvviiiieeeeeeeeennnnns 49
Table 1.3.2.a-4: POP-to-SDP Arrangements Available Feature Sets........... 50
Table 1.3.2.a-5: Broadband Access Arrangement Summaries...................... 51
Table 1.3.2.a-6: Wireless Access Arrangement Summaries............cccvvevvuee. 51
Table 1.3.2.a-7: |G Vi c/ess Access Technologies. ......... 52
Table 1.3.2.b-1: Private Peering Features/Benefits. ...........coouveiiiniiiiiiiininnnns 55
Table 1.3.2.b-2: Peering Partner Performance Metrics............ccccoeeeeevevnnnnnnn. 58
Table 1.3.2.b-3: Data Roaming Remote ACCESS.......ccceevvvveeeriiiiiiieeeeeeeeeinnnns 60
Table 1.3.2.c-1: Service Performance Verification..................ceevvvevieieeeeennnne. 61
GSA and AT&T Proprietary Page ¢

For use pursuant to contract GSO0TO7NSD0041 Mod PS036 / 3. List of Tables



—
NETWORX ENTERPRISE g at&t

CONTRACT GSO00TO7NSDO0041
MobD # — PS036/EFFECTIVE DATE — 7/10/09

Table 1.3.2.c-2: Service ASSUIranCe SYSIEM. .......uuuiieeieeeeeeeeiiiiiie e e e eeeeeeennnnns 63
Table 1.3.2.c-3: Service Performance Verification..................ceevvveeivivveennnnee. 66
Table 1.3.2.c-4: Sample Verification Testing Result Provided by PMOSS. .. 67
Table 1.3.2.d-1: Approach to Ensure Quality for Time-Sensitive Traffic. ...... 70

Table 1.3.2.d-2: Class of Service ASSIgNMENTS. .....ccoeeieeiiiieeiiiiiiiee e eeeeeeeiinnns 72
Table 1.3.2.d-3: Class of Service Profiles. ..............oevviviiiiiiiiiiiiiiiiiiiiiiiiieeee, 72
Table 1.3.3-1: Section Contents DeSCHPLON...........eiieieeiiiiieiiiiiie e 76
Table 1.3.3.a-1: Multiple Access Strategies over a Single Resilient Network.
.............................................................................................................. 77
Table 1.3.3.b-1: The lower layers provide the footprint and the resiliency to
the remaining NetWOrK layers. ... 84
Table 1.3.3.b-2: Circuit-Switched Voice Network............coovvvviiiiiineiieiiiiiinnnns 88
Table 1.3.3.b-3: Upper Layers Architecture for Performance and Service.... 90
Table 1.3.3.b-4: MPLS Routing in the Packet Network core......................... 91
Table 1.3.3.b-5: Modular Service Nodes Adapt to Changing Agency Needs.93
Table 1.3.3.b-6: Inter-Working Networks. ............eiiiiiiiiiiiiiiiic e 94
Table 1.3.3.b-7: Management and Security Systems Work Together........... 96
Table 1.3.3.c-1: Network Evolution to Support Convergence. .................... 100
Table 1.3.3.c-2: Services over IP and Applications Networking.................. 101
Table 1.3.3.d-1: Key Network Enhancements and Emerging Services....... 108
Table 1.3.3.d-2: OSS Enhancements for Emerging Technology. ............... 110
Table 1.3.3.d-3: Approach for Network Security Enhancements. ............... 111

Table 1.3.3.d-4: Key Network Enhancements and Emerging Services....... 113
Table 1.3.3.d-5: Problems and Solutions with Introducing Emerging

JLIC=Te3 a1 0] (oo L= S UUERRPPPPURR 114
Table 1.3.3.d-6: || GGG Gate Approach. ..o, 115
Table 1.3.3.e-1: Basic Network Elements for Mapping IP addresses to E.164

NUIMDBIS e ettt e e e e e e e e e e e ara e e e e eeaes 116
GSA and AT&T Proprietary Page ci

For use pursuant to contract GSO0TO7NSD0041 Mod PS036 / 3. List of Tables



—
NETWORX ENTERPRISE g at&t

CONTRACT GSO0TO7NSDO0041
MobD # — PS036/EFFECTIVE DATE — 7/10/09

Table 1.3.4-1: AT&T Non-domestic service availability matrix. ................... 135
Table 1.3.4.2-1: Countries Served by Regional Private Line Extensions.... 136
Table 1.3.4.1-1 AT&T’'s Non-domestic POP coverage by region, country and

(031U UUURPPPPPRTPRN 137
Table 1.3.4.a-2: Non-domestic Providers Supporting GSM. ....................... 148
Table 1.3.4.a-3: Current and Planned Cellular Wireless Availability. .......... 149
Table 1.3.4.b-1: Non-domestic Security Requirements. ...............eeevveennnns 153
Table 1.3.4.b-2 AT&T: Security Program. ............coeeeeeeiiiieiiiiiiiiee e eeeeeeeiinnns 156
Table 1.3.4.c.-1: AT&T Global IP Network Public Peering.............ccccevvvueee 161
Table 1.3.4.d-1: Planned New AT&T Nodes or POP Arrangements........... 163
Table 1.3.4.d-2: Planned New E-POP Arrangements. ..........ccccceeeeeeeeeeeennnns 163
Table 1.3.4.d-3: Planned New Private Line Extension Arrangements. ....... 164
Table 1.3.4.d-4: Planned Wi-Fi Non-domestic Service Expansion.............. 165
Table 1.3.4.d: 5 Planned DSL Non-domestic Service Expansion. .............. 166
Table 1.3.5-1: Response Summary for Section 1.3.5. .........iiiiiiiiiniiinnnnns 168
Table 1.3.5.a-1: Approach to NS/EP ServiCes. ......ccooeveiiiieiiiiiiiiiieeeeeeeeeiinnns 169
Table 1.3.5.a-2: Approach to Satisfy Each NS/EP Basic Functional

Requirements for SErVICES. .....ccovvviuiiiiiie e 171
Table 1.3.5.a-3: AT&T's Standards Activities in 2004. ...........cccoeeeeeeeveeennnnne 176
Table 1.3.5.b-1: Protecting SS7 Signaling and Satellite Command Links... 176
Table 1.3.5.c-1: Switches || GGG ... - 180
Table 1.3.5.d-1: Approach to Support Section 508 Provisions. .................. 182
Table 1.3.5.d-2: Section 508 Compliance for Designated Networx Services.

............................................................................................................ 187
Table 1.3.5.d-3: Accessibility per ServiCe. .........ccceeeieeeiiiiieeiiiieee e 193
Table 1.3.5.d-4: Section 508 compliance is supported

through accessIbIlity .........oooviiiiiii e 193a
Table 1.3.6.1-1: Network Synchronization. ...........ccooeeeeiviieiiiiiiiinee e 195
GSA and AT&T Proprietary Page cii

For use pursuant to contract GSO0TO7NSD0041 Mod PS036 / 3. List of Tables



—
NETWORX ENTERPRISE g at&t

CONTRACT GSO0TO7NSDO0041
MobD # — PS036/EFFECTIVE DATE — 7/10/09

Table 1.3.6.1-2: Levels of Accuracy of GPS Service. .......cccccceeveeeeeeeeeeennnnn 196
Table 1.3.6.2-1: Optical Technology is at the Root of the AT&T Network... 199
Table 1.3.6.2-2: MPLS Optimizes Packet Network. .............ccoeeiiiiiiiiiiininnns 199
Table 1.3.6.2-3: Using MPLS in Packet Network Core Provides Very Good

RoUtiNg CharacCteriStiCS.......iiiiiiiiiieeiiiiiee e 200
Table 1.3.6.2-4: Network Optimizing Technologies Provide High-Bandwidth

AN 1Yo ] PRSPPI 203
Table 1.3.6.3-1: Class of Service ASSIgNMENTS. .....ccoeeeiviiiiiiiiiiiieeeeeeeeeeiieens 219

Table 1.3.6.4-1: Agencies have choices when configuring networks

formanaged KPl........oooo oo 221d
Table 1.3.6.4-2: Data Collection Methods Transport/IP/Optical Services . 221e
Table 1.3.6.4-3: Availability Information: Collection, Aggregation

=0 [ =T 0o i U] T USSR 2219
Table 1.3.6.4-4: [
1101 g N 1Y/ (0] o1 o] [ T S USURPPPUPPPRT 221n
Table 1.4.1-1: Approach to Service Requirements. .............ueeiieeeeeeeeeennnnns 229
Table 1.4.1.c-1: Key Software Defined Network (SDN) Capabilities........... 231
Table 1.4.1.c-2: Key SDN Components or Features............cccceeeeeeeeerveennnns 232
Table 1.4.1.c-3: Key VS INterfaces. .....coooeeiiiiiiiiiiiiiie e 233
Table 1.4.1.d-1: Voice Service Performance Metrics. ..........cccceeeeeeeeeeeieennnnns 234
Table 1.4.1.e-1: Voice Service Enhancements. ..............oevvvvviiiiiiiiiiiiiinnnnee. 235
Table 1.4.1.f-1: Experience Delivering Voice Services. .......ccccoeveeeeeeevvnnnnns 238
Table 1.4.1.s-1: Voice Service TOOIS. ........cooiiiiiiiiiiiiee e 247
Table 1.4.2-1: CSDS DEIIVEIY. ....ccouuuiiiieie e 251
Table 1.4.2.d-1: CSDS Performance MEetriCS. ...........uvueereereeeeeeeiiiiiiieireneenne 255
Table 1.4.2.e-1: Performance Level Improvements. ...........ccccceeeeeeeeevveennnnns 256
Table 1.4.2.f-1: CSDS EXPEIHENCE. ......oiii it eeeeiiiine e e e eeeeeenes 258
Table 1.4.2.h-1: CSDS MeaSUIremMeNt.........ccceuuuuruuiiiieeeeeeeeiiiiiiaee e e e eeeeeennens 259
GSA and AT&T Proprietary Page ciii

For use pursuant to contract GSO0TO7NSD0041 Mod PS036 / 3. List of Tables



—
NETWORX ENTERPRISE g at&t

CONTRACT GSO00TO7NSDO0041
MobD # — PS036/EFFECTIVE DATE — 7/10/09

Table 1.4.3-1: Service Delivery Approach. .........cccceeeeeiiiiiiiiiiiiiiieeeeeeeeeeiinnns 267
Table 1.4.3.c-1: TFS Features and Subsection References. ...................... 284
Table 1.4.3.c-2: TFS INtErfacCes. ....uuuuiiiiiieiiiieiiie e 285
Table 1.4.3.d-1: TFS Performance MEetriCS. ..........ceveieeeiiiieiiiiiiiie e 285
Table 1.4.3.e-1: [ Notification. ........ocoooovoveeeeeeeeeee 289
Table 1.4.3.f-1: TFS Customer EXPerienCe.........cccoeeeeeeieiieiiiiiiiieeeeeeeeeennnnns 292

Table 1.4.3.x-1: Languages | | | Q9 DD DI ... 298a

Table 1.4.3.x-2: Reserved

Table 1.4.4.x-3: Call Routing Features .............cceeeeeeeeeeevieiiiiiiee e e 2989
Table 1.4.3.x-4: Analysis and Reporting TOOIS. .......ccccoevvvviiiiiiiiiiee e 298]
Table 1.4.4-1: AT&T’s Approach to Service Delivery.........ccccceeeeiiiiiiiiinnnnnnn 302
Table 1.4.4.c-1: Service Requirements — Technical Capabilities................. 304
Table 1.4.4.c-2: Service Requirements/Features...........cccuvvvviiiieeeeeeeeennnnns 306
Table 1.4.4.c-3: Class of Service Categories.......ccovvieeeeeieeeriiiiiiieeeeeeeeeennnnns 309
Table 1.4.4.c-4: Service Requirements/Interfaces. .........cccccvviiieeeeieiieennnns 309
Table 1.4.4.d-1: FRS KPIS....uu it 310
Table 1.4.4.e-1: Recommended FRS Enhancements. ............ccceevvvvveveennee. 311
Table 1.4.4.e-2: FRS Key Performance Indicators. ..........cccccceeeeeeeeeeeveennnnns 312
Table 1.4.4.f-1: AT&T Past EXPeriencCe. ........ooouuviiiiiii i 313
Table 1.4.4.h-1: FRS Monitoring and Measuring. ..........cccceuuvviinneneeeeeeennnnns 315
Table 1.4.4.v-1: Traffic UtIliZation. ..............oeeviiiiiiiiiiiiiiiiiiiiieiiieeeeeeeeeeeeeeee 319
Table 1.4.5-1: AT&T’s Approach to Service Delivery.........ccccceeeeeeeeeevinnnnnnns 324
Table 1.5.4.c-1: Service RequIremMents.............uuuuiiiieeiiiieeeiiiiinee e eeeeeeenens 328
Table 1.4.5.c-2: Service Requirements/Features...........ccccuuvviiieeeeienieennnnns 329
Table 1.4.5.c-3: Class of Service Categori€s.......ccovveeeeeeiveeriiiiiiaeeeeeeeeannnnns 331
Table 1.4.5.c-4: Service Requirements/Interfaces. ........cccccccvceeeeeeeeeeeeeennnnns 331
Table 1.4.5.d-1: ATMS Key Performance Indicators............cccceeeeeeeierieennnnns 332
Table 1.4.5.d-2: ATMS Key Performance Indicators............cccceeeeeeeieiieennnnnn 333
GSA and AT&T Proprietary Page civ

For use pursuant to contract GSO0TO7NSD0041 Mod PS036 / 3. List of Tables



NETWORX ENTERPRISE — at&t

CONTRACT GSO0TO7NSDO0041
MobD # — PS036/EFFECTIVE DATE — 7/10/09

Table 1.4.5.e-1: Recommended ATM Service Enhancements. .................. 335
Table 1.4.5.f-1: AT&T EXPEIENCE.....uuiiii e e i ee e e e e e e eeeaanens 336
Table 1.4.5.h-1: ATM Service Monitoring and Measuring. ............ceeeeveevnnnns 338
Table 1.4.5.v-1: Traffic Utilization. ..o 343
Table 1.4.5.x-1: IMA Features and Benefits...............eevvveeviiieiiiiiiiiiiinnnnnee. 343a
Table 1.4.6.1-1: Service APProach. .........cccovvviiiiii e 349
Table 1.4.6.1-2: Agency Benefits and FEA Facilitation. .................ccceeeeenes 351
Table 1.4.6.1-3: AT&T Service Delivery Lessons Learned and Risk Mitigation
Y1 = L =0 [ U UERRPPPPURP 353
Table 1.4.6.2-1: IP Network Performance Parameters. ...........cccceevvvevveennee. 355
Table 1.4.6.2-2: AT&T AQLS vs. COMPELItION. .....uueeieeeiiiiiiiiiiiiee e 358
Table 1.4.6.2-3: IPS Performance Measurements............ccuuuveieineeeeeeeeennnnns 359
Table 1.4.6.2-4: Performance Level Improvements. ...........ccccceeeeeeeeeeveennnnns 361
Table 1.4.6.2-5: Additional KPIS. ..........cuuiiiiiiiiiiiiiiiiiiiiiiiiiieeeeeeeeeeeeeeeeeeeeee 362
Table 1.4.6.3-1: Service ReqUIrEMENTS. .......coovuiiiiiiiiieeeeeeeeiiiiee e 364
Table 1.4.6.3-2: BACKUP OPLIONS. ...uuvuiiiiiieeiiiieiiiiiiee et eeeeeeees 365
Table 1.4.6.3-3: Service ENNanCemenNts. ...........euvveeeieiiiiiiviiiiiiiiiiiieeeeeeeeeee 367
Table 1.4.6.3-4: Experience Delivering IPS. ........ccooviiiiiiiiiiiiiiiee e 368
Table 1.4.6.4-1: Network Traffic Utilization. ...........ccooeeiiiiiiiiiiiiinieeeeeeceeiies 369
Table 1.4.6.4.-2: Capacity Planning. .........ccoouiuiiiiiiiiniieeeeeeeiiiiiee e 370
Table 1.4.6.4-3: Robustness and Resilience in the AT&T Backbone.......... 372
Table 1.4.6.6-1: ACCESS INLEITACES. ......cevvviiiiiiiiiiiiiiiiiieeeiee e 374
Table 1.4.6.8-1: DomestiC Port Speeds. ...........uuuiiiiiiiiiiiiiiiiiiiiiee e 375a

GSA and AT&T Proprietary Page cv
For use pursuant to contract GSO0TO7NSD0041 Mod PS036 / 3. List of Tables



= atat

(@

NETWORX ENTERPRISE

<
(@]
o
I
[
0
80
& 2
_|
7%
u
m O
98
< O
m o
o
3
40
m <
| 2
d(/)
B8
SRe)
SR
© R

GSA and AT&T Proprietary Page cvi
For use pursuant to contract GSO0TO7NSD0041 Mod PS036 / 3. List of Tables



—
NETWORX ENTERPRISE g at&t

CONTRACT GSO0TO7NSDO0041
MobD # — PS036/EFFECTIVE DATE — 7/10/09

Table 1.4.7.c-1: Approach to Service Delivery.........cccccvvveeviiiiieie e 378
Table 1.4.7.c-2: CDNS Service DesCription. .........cooeeeeeeiiieiiiiiiiiineeeeeeeeeinenns 380
Table 1.4.7.c-3: CDNS Reporting Capabilities. ...........cooovvviiiiiiiinneeeeeeeiiinns 384
Table 1.4.7.d-1: CDNS Performance Parameters...............uueevvevveveeeeveennnnn. 387
Table 1.4.7.e-1: CDNS Service Enhancements. .............ouvevvveeieiiiieeeeneennnne. 388
Table 1.4.7.f-1: Experience Delivering Managed Services. ............ccceeeuueee 389
Table 1.4.7.i-1: Monitoring and Measuring CDNS. ..........cccooiiiiiiiiiiiieieeiinns 390
Table 1.4.8-1: AT&T Private Line SErVICES. .......ccuuuuriiiiiiieiiiiiiiiiiiiiireieieeneee 398
Table 1.4.8-2: Approach in Delivering PLS. ........cccoooiiiiiiiiiiiiie e 399
Table 1.4.8.c-1: Summary of POP-to-POP and SDP-to-SDP PLS. ............ 400
Table 1.4.8.c-2: Standards, Connectivity Options, and Technical Capabilities
Of AT&T'S PLS. oottt e e e e eeeeas 401
Table 1.4.8.c-3: Technical Description of AT&T’s PLS Features. ............... 402
Table 1.4.8.d-1: Performance Metrics for PLS...........ccoooiiiiiiiiiiiiiieeeeeeies 404
Table 1.4.8.e-1: Performance Level Improvements. ............cccceeeeeeeeeiieennnnns 405
Table 1.4.8.f-1: PLS Enhanced Service/Cost Avoidance.............ccccvevveee... 407
Table 1.4.8.f-2: PLS Cost Reduction Example............cccovvvvvviiiiiieeeeeeeeeinnns 407
Table 1.4.8.1-3: PLS ... 407
Table 1.4.8.h-1: Monitoring and measuring approach to maintain availability
and time t0 restore KPIS. ... 408
Table 1.4.8.v-1: Use of the Network, Based on GSA Estimates. ................ 413
Table 1.4.9-1: Services Delivered over SONET/SDH Backbone................. 417
Table 1.4.9-2: Approach in Delivering SONET Services.........ccccoeeeeevveennnns 418
Table 1.4.9.c-1: AT&T SONET Offering......cccuvuvuiiiiiiieeiieieeiiiie e eeeeeeiianns 422
Table 1.4.9.c-2: Standards and Connectivity Options of AT&T’'s SONET
Y= Y/ o] TS UUURRPPPPUPPPN 422
Table 1.4.9.c-3: Technical Capabilities of AT&T's SONET Service. ........... 424
GSA and AT&T Proprietary Page cvii

For use pursuant to contract GSO0TO7NSD0041 Mod PS036 / 3. List of Tables



—
NETWORX ENTERPRISE g at&t

CONTRACT GSO0TO7NSDO0041
MobD # — PS036/EFFECTIVE DATE — 7/10/09

Table 1.4.9.c-4: SONET Service FEatures. ...........uuuuueeeeeirieeeeeeeeeinereeneeenene 426
Table 1.4.9.d-1: Performance Metrics for SONETS. Actual performance

metrics for availability, TTR, and BER || IGzGzGNNEEEEEEEEEE . /27
Table 1.4.9.e-1: support |GG

Transport and Metro SONET NetWOrK. ........cooevviiiiiiiiieeiieeeeiiiie e e 428
Table 1.4.9.e-2: |GGG SDrF-to-SDP Availability

Requiredinthe RFP [ ... 429
Table 1.4.9.f-1: SONET Value Creation for DoD, Navy, and SPAWAR...... 430
Table 1.4.9.f-2: SONET Service Value Creation for [l ... 430
Table 1.4.9.f-3: SONET Service Value Creationfor [l ........................ 431
Table 1.4.9.h-1: Monitoring and Measuring SONET Services. ................... 432
Table 1.4.9.v-1: Use of the Network, Based on GSA Estimates. ................ 437
Table 1.4.9.x-1: Local and Remote Node Multiplexing Options.................. 437
Table 1.4.10-1: ATE&T OWS. ...t e e e 440
Table 1.4.10-2: Approach in delivering OWS........ccooooiiiiiiiiiiiiii e 441
Table 1.4.10.c-1: Standards and Connectivity Options of AT&T's OWS..... 448
Table 1.4.10.c-2: OWS Technical Capabilities.............ccccevvvvviiiiieieeeeeeeiinns 450
Table 1.4.10.c-3: Optical Wavelength Service Features................cccvvvvnnnee 452
Table 1.4.10.d-1: OWS Network Performance Parameters. ....................... 454
Table 1.4.10.e-1: [ N = hance Reliability.......... 455
Table 1.4.10.f-1: OWS for a Large Wall Street Firm ............ccccoevevieevvvnnnnnns 456
Table 1.4.10f2.owws | R ... 456
Table 1.4.10.f-3: Optical Wavelength Service || | | ll............................ 457
Table 1.4.10.h-1: AT&T's Monitoring and Measuring Approach. ................ 458
Table 1.4.10.v -1: | GG 7 affic Model Growth. ..................... 463
Table 1.4.11-1: Service Delivery APProach ........cccceeeeeeeiiveeiiiiiiineeeeeeeeeennnnns 465
Table 1.4.11.c-1: CS ReQUIrEMENTS......coiieeieiiiiiiiiiiiee e e e eeeeiiiise e e e eeeeeeees 469
Table 1.4.11.d-1: CS Performance MetriCS...........ceviieeeiiiiiiiiiiiiieeeeeeeeeeeiennns 470
GSA and AT&T Proprietary Page cviii

For use pursuant to contract GSO0TO7NSD0041 Mod PS036 / 3. List of Tables



—
NETWORX ENTERPRISE g at&t

CONTRACT GSO00TO7NSDO0041
MobD # — PS036/EFFECTIVE DATE — 7/10/09

Table 1.4.11.e-1: Additional CS FEatUres.............uvvvvvieiiiiiieiiiiiiiiiieeeiieeeeee 471
Table 1.4.11.e-2: Performance Level Improvements............cccceeeeeeeveveennnnns 471
Table 1.4.11.f-1: Customer EXPEri€NCE ........ccouuuuuuiiiieieeieeeiiiiiiiae e e e eeeeenens 474
Table 1.4.11.h-1: Monitoring and Measuring CS ............coouviiiinieeeeeeeeeienns 476
Table 1.4.11.x-1: Toll-Free Service Features for CS Subscribers............. 480b
Table 1.4.12-1: Service APProach. ..........cccvvvviiiiiii e 485
Table 1.4.12.c-1: PBIP-VPNS DeSsCription. ..........ucoiiiieeiiiiiiiiiiiiee e eeeeeeiians 489
Table 1.4.12.d-1: Performance Metrics for PB IPVPN. ........ccccooiiiiiiiiiiinnnns 490
Table 1.4.12.d-2: AT&T AQLS versus Competition. ...........c.uveeieeeeeeeeeeennnnns 492
Table 1.4.12.e-1: Service ENhanCements. ............eeevvveviveieiiieiiiiiiiieieiieeeeee 493
Table 1.4.12.e-2: Performance Level Improvements. ...........ccccoeeeeeeeeeeennnns 494
Table 1.4.12.x-1: Interfaces for Intranet and Extranet PBIP-VPNS........... 502a
Table 1.4.6.f-1: Experience Delivering PBIP-VPNS...........cccccoiiiiiiiiiviieninns 495
Table 1.4.12.h-1: PBIP-VPNS Performance Measurements. ..................... 498
Table 1.4.12.v-1: Network Traffic Usage. ...........eeiiiiiiiiiiiiiiiiiiee e 502
Table 1.4.13.1-1: Service APProach. .........coooviiiiiiiini e 510
Table 1.4.13.1-2: Agency Benefits and FEA Facilitation................ccccc.... 511
Table 1.4.13.1-3: AT&T Service Delivery Lessons Learned and Risk
Mitigation SIratEgIES. ....uuuuiiii et 514
Table 1.4.13.2-1: Performance Metrics for NBIP-VPNS. ... 515
Table 1.4.13.2-3: Approach to Monitoring and Measuring NBIP-VPNS...... 519
Table 1.4.13.2-4: Performance Level Improvements. ..........ccccceeeeeeeeeveennnnns 520
Table 1.4.13.2-5: Performance Level Improvements. ...........ccccoeveeeeeeeeennnns 521
Table 1.4.13.3-1: NBIP-VPNS DeSCrPLiON......cccuuuiiiieeeeieeeeiiiiiie e eeeeeiinens 524
Table 1.4.13.3-2: Class of Service Categories..........ceeevvvveeviviiiiiieeeeerreennnnns 525
Table 1.4.13.3-3: Techniques for Managing Application Traffic.................. 525
Table 1.4.13.3-4: Resiliency OPtioNS ........ccooviiiiiiiiiiiee e 526
Table 1.4.13.3-5: Service Feature Enhancements............cccccceeieeeeeieeeeennnnns 527
GSA and AT&T Proprietary Page cix

For use pursuant to contract GSO0TO7NSD0041 Mod PS036 / 3. List of Tables



—
NETWORX ENTERPRISE g at&t

CONTRACT GSO0TO7NSDO0041
MobD # — PS036/EFFECTIVE DATE — 7/10/09

Table 1.4.13.3-6: Experience Delivering Managed Services. .............c........ 529
Table 1.4.13.4-1: Network Traffic Usage. ..........ceeiiieeiiiiieeiiiiie e e 530
Table 1.4.13.4-2: Robustness and Resilience in the AT&T Backbone........ 532
Table 1.4.13.4-3: Capacity Planning. ..o 533

Table 1.4.13.6-1: Reserved
Table 1.4.13.6-2: Reserved

Table 1.4.13.8-1: [ 535
Table 1.4.14.1-1: Approach to VolP Transport Service Provides Flexibility and
TrANSIHION. ..o 540
Table 1.4.14.1-2: Agencies Receive Several Benefits Using AT&T VoIPTS
Instead of Internet for VOIP. ... 541
Table 1.4.14.1-3: Typical VoIP Risks are Mitigated by AT&T Engineering and
Implementation Personnel. ..........ccoovvvviiiiiiiii e 542
Table 1.4.14.2-1: | NG Fcrformance. ........ooovev, 544
Table 1.4.14.2-2: Monitoring and Measuring IPTelS..........cccccceiiiiiiiiiiiinnnns 546
Table 1.4.14.2-3: Core Network Exceeds Performance Specifications....... 548
Table 1.4.14.2-4: Performance Level Improvements. ..........ccccceeeeeeeevveennnnns 549
Table 1.4.14.3-1: ACCeSS — Layer ONE. ......cccvvvviiiiiieeeeeeeeeeiiieee e e e e e e e eeaaennns 551
Table 1.4.14.3-2: Border Edge — Layer TWO. ........cooviieeiiiieiiiiiiiinee e eeeeeeieenns 552
Table 1.4.14.3-3: VoIP Core - Layer Three.........cccoooveeiiiiiiiiiiiiiieeeeeeeeeis 553

Table 1.4.14.3-4: | EGNNGEGEGEGEGEGEGEGEGEE o< cies Move to VoIP. ........ 555

Table 1.4.14.3-5: General Features Make the AT&T VoIPTS a Complete

TelephonNe SEIVICE. ... 555
Table 1.4.14.3-6: Experience Delivering Managed VoIP Services.............. 556
Table 1.4.14.4-1: Use of the Network, Based on GSA Estimates............... 557
Table 1.4.14.4-2: Key Capacity Planning Factors..........cccccccceeeieeeeeeeveeennnns 558
Table 1.4.14.6-1: Private Dial Plan Features. ............cccovviiiiiiiiiiiieeeeeeeeiinns 562
Table 1.4.14.6-2: Private Dialing Plans..............ooiiiiiiiiiiiiiii e 563
GSA and AT&T Proprietary Page cx

For use pursuant to contract GSO0TO7NSD0041 Mod PS036 / 3. List of Tables



—
NETWORX ENTERPRISE g at&t

CONTRACT GSO0TO7NSDO0041
MobD # — PS036/EFFECTIVE DATE — 7/10/09

Table 1.4.14.6-3: Approved Firewalls work with VolP. AT&T has tested

several firewalls for use with the VolP suite of products...................... 564
Table 1.4.14.6-4: PBX TYPES. ...ciiieiiiiiiiae e eeeeeeeeiiaea e e e e e e eeetaninn e e e e e e eeeennnes 565
Table 1.4.14.6-5: IP PBX TYPES. ..uuiiiiiiiiii it 566
Table 1.4.14.6-6: Seven Security EIements.........cccooeeeeeviiieiiiiiiiieeeeeeeeeeiinnns 566
Table 1.4.14.6-7: Security PractiCes. .........ccuvvvruiuriiiieee e e e eeeeeaaanns 568
Table 1.4.14.6-8: Security Mechanisms..............cceoiiiiiiiiiiiiiiiiiiiee e 570
Table 1.4.14.6-9: Area Of NetWOrK. ........ccooviiiiiiiiiiiiie e 571
Table 1.4.14.6-10: SED fOr TL. ...uuuiiiiiiieeeeieiciiieieee e 572
Table 1.4.15-1: The Approach to IPTelS Provides Access, Features, and

L] o1 1 2P PPPPRPPP 575
Table 1.4.15.c-1: Layer 1 ACCESS Strategies. .......coevveeeeeireriiiiiiiinaeeeeeeeennnnns 589
Table 1.4.15.c-2: Layer 2 Gateway SEeCUILY. ........ceveeeeeerieeeiiiiiiiieeeeeeerennnnnns 591
Table 1.4.15.c-3: Layer 3 Highly Scalable Call Control.................cccevvvnnnnnn 591
Table 1.4.15.c-4: Layer 4 Special Calling Features and Messaging. .......... 592
Table 1.4.15.d-1: AT&T's Performance Levels Exceed Minimum

=T [T =T 0 L= ] TSP 593
Table 1.4.15.e-1: Additional Features in IP Centrex Service. ..................... 595
Table 1.4.15.e-2: || < formance Specifications. ..... 596
Table 1.4.15.f-1: Experience Delivering IP Telephony Services. ................ 597

Table 1.4.15.h-1: Agencies have choices when configuring networks for
MaNaged KPl ... 599a
Table 1.4.15.h-2: Differences in the operation of data and VolP makes for

gaps between the measurement methodologies ...........cccoeeeeeevrennnens 599%e
Table 1.4.15.h-3: | G ~7&T provides meaningful VolP quality
MEASUIEIMENT. ...ttt e e e e e e e e e e e e e e e e e e e e e nnnaeeeenes 599%e
Table 1.4.15.h-4: Monitoring and Measuring IPTelS...........ccccoeiiiiiiiiiniinnns 599f
GSA and AT&T Proprietary Page cxi

For use pursuant to contract GSO0TO7NSD0041 Mod PS036 / 3. List of Tables



—
NETWORX ENTERPRISE g at&t

CONTRACT GSO00TO7NSDO0041
MobD # — PS036/EFFECTIVE DATE — 7/10/09

Table 1.4.15.v-1: Usage Calculations based on Networx Usage Estimates

Provided DY GSA. ... 604
Table 1.4.15.x-1: Mechanisms to Secure VOIP Systems. .............cccceeeeeee 604b
Table 1.4.15.x-2: AT&T Security Personnel Tasks. .........ccceeiiiiiiiiiiiniinns 604d
Table 1.4.15.x-3: Wiretap Protection Mechanisms. ............ccccoeeveeeiiivinnnne. 604f
Table 1.4.15.x-4: Call Type Routing for VOIP........c.ccccoiviiiiiiiiiiee e 6049
Table 1.4.15.x-5: Mobility Options with IPTelS. ... 604k
Table 1.4.14.x-6: Approved Firewalls work with VOIP............cccoeoeiiiiiininnn. 604k
Table 1.4.15.x-7: Agencies That Need T-1 Access

and 100 Mbps Ethernet POrt........ccoooeeeiiiiieiiiiee e 604I
Table 1.4.15.b-8: Agencies That Need up to T-3 Access

and a 100 Mbps Ethernet port. ..o 604l
Table 1.4.16.c-1: VPN Service for CIPS Features. ............cuuvvvveveveeeeevenennee. 621
Table 1.4.16.c-2: VoIP Feature Augmentation..............cccevvvvvvuiiieeeeeernennnnnns 622
Table 1.4.16.c-3: Online Management AidS. .........coovieeeeeieeeiiiiiiiiee e eeeeeeiienns 622
Table 1.4.16.C-4: CIPS SECUILY......uuuuiiieiee ittt eeeeeeeeees 622
Table 1.4.16.c-5: Basic Calling Features. ..........ccccoeviieeiiivieiiiiiiee e 623
Table 1.4.16.d-1: Service Quality and Performance. ...........ccccooeeeeeeevvnnnnnns 625
Table 1.4.16.e-1: | NG F<formance Specifications. ..... 627
Table 1.4.16.f-1: Experience Delivering Managed VoIP Services............... 628
Table 1.4.16.h-1: Monitoring and Measuring CIPS. .........ccccccceeiiieieeeveeennnns 629
Table 1.4.16.v-1: Usage Calculations. ...............cceiiiiieiiiiieeiiiiie e eeeeeeeiianns 634
Table 1.4.16.x-1: Common Firewalls Interoperable with VoIP. ................. 634b
Table 1.4.16.x-2: AT&T Basic Security Elements. ..........ccccceiiiiiiiiiiiinnnnnns 634b
Table 1.4.16.x-3: Security Personnel Tasks. ......ccccoevevviviiiiiiiiiiieeeeeeeeeiinns 634d
Table 1.4.16.x-4: Elements and Procedures to Prevent

INtrusion INtO VOIP SYSIEMS......ccooiiiiiiiiiiiie e 634f
Table 1.4.16.x-5: Network Protection of Privacy. .........cccccuvviiiinniiiiiiiennnnns 6349
GSA and AT&T Proprietary Page cxii

For use pursuant to contract GSO0TO7NSD0041 Mod PS036 / 3. List of Tables



—
NETWORX ENTERPRISE g at&t

CONTRACT GSO0TO7NSDO0041
MobD # — PS036/EFFECTIVE DATE — 7/10/09

Table 1.4.16.x-6: Gateways and Protocol Converters with VPN Services. .634;j

Table 1.4.16.x-7: Typical Bandwidth Allocation. ............ccccvvveiiiiieieeeeenene, 634k
Table 1.4.16.x-8: Usage is tracked and monitored by AT&T. .......cceevveennnnn 634l
Table 1.4.16.y-1: Domestic Port Speeds. ........ccceeiviiiiiiiiiiiiiiiie e 6340
Table 1.4.17-1: AT&T’s Approach to Service Delivery.........ccccoeeeeeiivviinnnnns 638
Table 1.4.17.c-1: L2VPNS CapabilitieS............ouuveiiiiieeiiieeeiiiee e 643
Table 1.4.17.c-2: L2VPNS FEaAtUIeS. .....cccoiiiiieieiiieie e 644
Table 1.4.17.c-3: L2VNS Classes Of ServiCe. .......coouvvviiiiiiiiiiiiiiieeeeeeeeeiiens 645
Table 1.4.17.c-4: L2VPNS Supported Speeds..........ccceevvreeviviriiiieeeeeeeennnnnns 645
Table 1.4.17.d-1: L2VPNS Key Performance Indicators. ...............cccevvvvnnns 646
Table 1.4.17.d-2: Performance Level Improvements. ...........cccceeveeeeeeeeennnns 647
Table 1.4.17.e-1: Performance Level Improvements. ...........cccoeeeeeeeevieennnns 647
Table 1.4.17.f-1: Experience Delivering IP VPN Services. ..........ccccevvvevnnns 648
Table 1.4.17.h-1: Monitoring and Measuring KPIS...........ccccccceeiiieieeeeveeennns 649
Table 1.4.17.v-1: Network Traffic Usage. ...........ceiiiiiiiiiiiiiiiiiiieeee e 655
Table 1.4.18.c-1: AT&T Measures for Technical Compliance..................... 670
Table 1.4.18.c-2: AT&T DFS Deployment ServiCes.........cccccceeeieeeeeeeeeeennnnns 670
Table 1.4.18.d-1: Compliance with Dark Fiber Performance Metrics.......... 672
Table1.4.18.e-1: | Solution. ............o.ooovo, 673

Table 1.4.18.f-1: Dark Fiber Experience | GczNzNGININININNNG
[ 674

Table 1.4.18.f-2: Dark Fiber Experience for Pentagon POP Capital Project.

Table 1.4.18.f-3: Dark Fiber Experience || |G|GzGzGzGEG. ... . 674

Table 1.4.18.h-1: Approach and Testing Procedure Summaries for KPI

Verification TOr DES ...t e e 676
Table 1.4.18.x-1: Non-Domestic Dark Fiber Availability............................ 679a
Table 1.4.18.x-2: AT&T CONUS Interconnected CitiesS. ......covvvveevinrennnen. 679b
GSA and AT&T Proprietary Page cxiii

For use pursuant to contract GSO0TO7NSD0041 Mod PS036 / 3. List of Tables



—
NETWORX ENTERPRISE g at&t

CONTRACT GSO0TO7NSDO0041
MobD # — PS036/EFFECTIVE DATE — 7/10/09

Table 1.4.18.x-3: Metro Dark Fiber Availability. ...........cccccciiiiiiiiiiiieennn, 679d
Table 1.4.18.x-4: Connection OPLtIONS. .......cceevviiiiiieeeeee e e e e e e 679d
Table 1.4.18.x-5: OCONUS Availability. ...........ooeiiiiiiiiiiiiii e 679e
Table 1.4.18.x-6: Types of Fiber Test Measurements. ............ccceeeeevvvvnnnnnn. 679i
Table 1.4.18.x-7: Connector Types Supported. ..........cccevvvevvviiiiieeeeereeennnnns 679l
Table 1.4.19.c-1: Service Types for Optical Wavelength Services over the

A S TN . e aa 684
Table 1.4.19.c-2: Approach in Delivering OWS. ..........oooiiiiiiiiiiineeeeeeeeeiiees 684
Table 1.4.19.c-3: Standards Compliance of AT&T'S OWS. .........ccceevvvennnns 688
Table 1.4.19.c-4: Connectivity Options of AT&T'S OWS.......ccccoeeeeeeevviennnnns 689
Table 1.4.19.c-5: Technical Capabilities of AT&T’s Optical Wavelength

Y= Y/ o] TS UUURRPPPPUPPPN 691
Table 1.4.19.c-6: Optical Wavelength Service over ASTN Features. ......... 693
Table 1.4.19.c-7: Description of AT&T’s Intelligent Optical Network........... 693
Table 1.4.19.d-1: OWS over ASTN Network Performance Parameters...... 695

Table 1.4.19.e-1: | GGG - d Enhance Reliability... 697

Table 1.4.19.f-1: Optical Wavelength Service Value Creation || Gz

Table 1.4.19.f-3: Optical Wavelength Service Value Creation |l ...... 699
Table 1.4.19.h-1: Verification of KPIS for OWS............ccvviiiiiiiiiiiiiiiiiiiinennee, 700
Table 1.4.19.v-1: | N for Traffic Model Growth. ...................... 705
Table 1.4.20.c-1: EthS CapabilitieS...........coooiiiiiiiiiii e 726
Table 1.4.20.c-2: EthS Features. ...........uuuiiiiiiiiiiiiiiiiiiiiiiiieieieeeeeeeeeeeeeeeeeee 727
Table 1.4.20.c-3: EthS Classes of ServiCe. ..........uuuuiviiiviiiiiiiiiiiiiiiiiiiiieeeee, 727
Table 1.4.20.c-4: EthS Supported Speeds. .........cceeeeeeiiiiiiiiiiiiiiie e 728
Table 1.4.20.d-1: EthS Key Performance Indicators............cccceeeeeeeieeieennnnns 729
GSA and AT&T Proprietary Page cxiv

For use pursuant to contract GSO0TO7NSD0041 Mod PS036 / 3. List of Tables



—
NETWORX ENTERPRISE g at&t

CONTRACT GSO00TO7NSDO0041
MobD # — PS036/EFFECTIVE DATE — 7/10/09

Table 1.4.20.e-1: Service ENhanCcements. ............ueevvveviviiiiiieiiiiiiiieiiiieeeeee 730
Table 1.4.20.f-1: Experience Delivering Managed Services. ...................... 732
Table 1.4.20.h-1: Monitoring and Measuring KPIS............ccccccceiiiiiiiiiiieennnns 733
Table 1.4.20.x-1: EthS EVC Bandwidth Profiles. ..........ccccoviiiiiiiiiiiiieiinns 737b
Table 1.5.1-1: Service APProach. .......cccoeeeeiiiiiiiiiiiie e e e 743
Table 1.5.1.c-1: Service DeSCrPLiON. .....ccceeviviiiiiiiiie e e e 756
Table 1.5.1.c-2: Worldwide DHS Facilities. ..o 757
Table 1.5.1.c-3: GIDC Power ArchiteCture. ..........ccoeeeeeeeiiieiiiiiiiee e 758
Table 1.5.1.c-4: Air Conditioning and Ventilation. ..........cccccvvvvviieieeceeeveennnns 759
Table 1.5.1.c-5: Smoke Detection and Fire Suppression..............ccceevvvvunns 760
Table 1.5.1.c-6: IDC Physical SECUItY. ........coouuiiiiiiiiiei e 762
Table 1.5.1.d-1: DHS Performance Parameters. ..........cccvevvvviiiineeeeeeeeennnnns 763
Table 1.5.1.d-2: Monitoring and Measuring Performance.................cc......... 764
Table 1.5.1.d-3: iIGEMS Dashboard Options..........c..ccceevvvvviiiiiiiie e 765
Table 1.5.1.d-4: Performance Level Improvements. ............cccceeeeeeeiiiieennnnns 765
Table 1.5.1.e-1: Service ENhanCements. ..........uuuuiiiiiiiiiiiiiiiiiiiee e 767
Table 1.5.1.f-1: Experience Delivering Managed Services. ...........ccceveuuunens 769
Table 1.5.1.g-1: Service Delivery Verification. ............cccccvvvviiiiiiiieeeeeeieeinnns 770
Table 1.5.1.1-1: Service Enhancements. .............cooiiiiiiiiiiiiiiiiiii e 772
Table 1.5.1.n-1: HRMS Payroll and Payroll Tax Solutions..............cccceeueee. 772j
Table 1.5.2.c-1: Service DeSCrPLiON. .....ccceeeviieeiiiiiei e e e e 780
Table 1.5.2.c-2: Worldwide CHS FacilitieS. ............ceuvviviviiiiiiiiiiiiiiiiieiieeeeee, 781
Table 1.5.2.c-3: GIDC Power ArchiteCture. ..........ccooeeeeeiiieeiiiiiiine e 783
Table 1.5.2.c-4: Air Conditioning and Ventilation. .............couuiiiiiiniienieeinnns 784
Table 1.5.2.c-5: Smoke Detection and Fire Suppression..............ccceevvevvnns 785
Table 1.5.2.d-1: CHS Service Performance Parameters. ..........cccceevvveeeneee. 786
Table 1.5.2.d-2: Monitoring and Measuring Performance. .......................... 786
Table 1.5.2.d-3: Performance Level Improvements. ............cccceeeeeeeeeiieennnnns 787
GSA and AT&T Proprietary Page cxv

For use pursuant to contract GSO0TO7NSD0041 Mod PS036 / 3. List of Tables



—
NETWORX ENTERPRISE g at&t

CONTRACT GSO00TO7NSDO0041
MobD # — PS036/EFFECTIVE DATE — 7/10/09

Table 1.5.2.e-1: Service ENNanCemMEeNts. ...........cuvvveviiiiiiiiiiiiiiiiiiiiieeeeieeeeee 789
Table 1.5.2.e-2: Performance Level Improvements. ...........ccccceeeeeeeeeeveennnnns 789
Table 1.5.2.f-1: Experience Delivering Managed Services. ............cccceeuuene 790
Table 1.5.2.g-1: Service Delivery Verification. ...........ccccovvviiiiiiiiieneieeieeiinns 792
Table 1.5.2.1-1: Incorporating Optional Services, Enhancements and
IMPIOVEIMENTS. ..o eaa s 793
Table 1.5.2.n-1: IDC Physical SECUIitY. ........couuuiiiiiiiiiiiieiiiiiie e 793b
Table 1.5.2.n-2: MUlti-ISP Features. .........coooiiiiiiiiiiine e 793c
Table 1.5.3-1: AT&T’s Approach to Videoconferencing. ........cccceeeeeeevveennnnns 797
Table 1.5.3.c-1: Capabilities. .......ccouuviiieeieeieieece e 805
Table 1.5.3.C-2: FEAIUIES. .....co it eeeeaeeees 806
Table 1.5.3.c-3: Speeds and Interfaces. ...........uuveiiiiiiiiiiiiiiiiiieee e 809
Table 1.5.3.d-1: VTS Key Performance Indicators...........cccccceeeveeeeeeervennnnns 810
Table 1.5.3.e-1: Service ENNanCements. ...........euuveevviieiiieiieieeiiiiiiieeeieeeeeee 811
Table 1.5.3.e-2: VTS Key Performance Indicators...........ccccccceeeineieiinieennnns 812
Table 1.5.3.f-1: Experience Delivering VTS. ... 814
Table 1.5.3.g-1: Verification of Acceptable Performance for VTS KPls. ..... 814
Table 1.5.3.1-1: Potential VTS Problems.............cuuveiiiiiiiiiiiiiiiiiiiiiiiiieieeeeee, 817
Table 1.5.3.n-1: VTS CapacCity.........uuceeiieeeiiiiiiiiiiiiee e et eeeeeaeens 817a
Table 1.5.3.n-2: VTS REPOITS. ...ccoeiiiiiiiiiee et eeeaeee 817c
Table 1.5.3.n-3: Gateways: Gatekeepers, and Multipoint Bridges. ........... 817d
Table 1.5.4-1: ACS APProach. .........ueciiiiiiiiiiiecce e 821
Table 1.5.4.c-1: Key Elements of Technical Approach. ... 822
Table 1.5.4.c-2: User-Controlled and Attendant-Assisted ACS................... 823
Table 1.5.4.c-3: ACS Technical Capabilities.........cccccceevvveviiiiiiiiie e 824
Table 1.5.4.c-4: ACS Security and Controls. .......cccooeeeeiviieiiiiiiiiieeeeeeeeeeninnns 824
Table 1.5.4.d-1: ACS Performance MetriCS. ........ccouuieeeiiiiiiiiiiiiiieeeeeeeeeeiinnns 824
Table 1.5.4.e-1: | Monitor Features. ...........ooovvveiiiceee, 826
GSA and AT&T Proprietary Page cxvi

For use pursuant to contract GSO0TO7NSD0041 Mod PS036 / 3. List of Tables



—
NETWORX ENTERPRISE g at&t

CONTRACT GSO00TO7NSDO0041
MobD # — PS036/EFFECTIVE DATE — 7/10/09

Table 1.5.4.e-2: Performance Level Improvements. ...........ccccceeeeeeeeeveeennnnns 829
Table 1.5.4.f-1: ACS Customer EXPeri€NCe. .........ceeeeeeeeeiieeiiiiiiiieeeeeeeeeennnnns 830
Table 1.5.4.g-1: Service Delivery Verification. ............cccovveiiiiiiiiieniieiieeiinns 831
Table 1.5.4.1-1: Potential ACS Problems. ... 834
Table 1.5.5-1: WCS Service DeliVery. ......ccoovvviuiiiiiiie i eeeeeiianns 837
Table 1.5.5.c-1: WCS ReqUIrEMENTS. .......ccovvivieiiiiiieeeeeeeeeeiiiiiies e e e e e eeaeenaenns 842
Table 1.5.5.d-1: WCS Performance MetriCS. ........ccouueeeeiiiiiiiiiiiiiieeeeeeeeeinnnns 844
Table 1.5.5.e-1: Multi-layered WCS SeCUItY. .......ccovviiiiiiiiiiiiiiiieee e 845
Table 1.5.5.f-1: WCS Customer EXPerienCe. ........ccoeeeeeeieiieeriiiiiiieeeeeeeeeennnnns 847
Table 1.5.5.1-1: Potential WCS Problems. ............coeviiiiiiiiiiiiiiiiiiiiiiiiiieeeee, 851
Table 1.5.6.1-1: Proven Managed Network Service. ..........cccceeeeeeeeieeieennnns 854
Table 1.5.6.1-2: Federal Enterprise Architecture Benefits. ............cccceeeeee 855
Table 1.5.6.1-3: Top 10 AT&T Managed Service Delivery Lessons Learned
and Risk Mitigation Strategies. .........ccevvvvveiiiiiiiiie e e e e e 857
Table 1.5.6.2-1: AT&T Managed Service Quality and Performance............ 858
Table 1.5.6.2-2: AT&T Managed Service Quality Measurement Approach 859
Table 1.5.6.2-3: Monthly Service Quality Reviews...........ccccccceeeeeeeeeeeeeennnns 861
Table 1.5.6.2-4: MNS Performance Improvements...........cccccceeeeeeeeeeeeeennnnns 862
Table 1.5.6.3-1: Exceeding MNS Functional Definition..................ccccceevueee 866
Table 1.5.6.3-2: Transport Services Available for MNS. ... 866
Table 1.5.6.3-3: Optional MNS Features. ..........cccceviieeeiiiieeiiiiiie e eeeeeeeinnnns 867
Table 1.5.6.3-4: Experience Delivering Managed Services. ...........cccceuuueee. 868
Table 1.5.7-1: Service Delivery Approach. .........ccccoeeeeeiiiiiiiiiiiineee e 877
Table 1.5.7.c-1: Service DeSCrPLiON. .....cooeeeiiiiiiiiiiiee e 911
Table 1.5.7.d-1: Contact Center Performance MetriCs..............evvvveeeeveennee. 916
Table 1.5.7.9-1: Service Delivery Verification. ............cccccvvvvviiiiiiieieeeecieiinns 919
Table 1.5.7.n-1: CCS TUurnkey SEerVICe. .......cccuuuuiuiiiiiieieieeeiiiiiiiee e e 921c

Table 1.5.7.n-2: Reserved

GSA and AT&T Proprietary Page cxvii
For use pursuant to contract GSO0TO7NSD0041 Mod PS036 / 3. List of Tables



—
NETWORX ENTERPRISE g at&t

CONTRACT GSO0TO7NSDO0041
MobD # — PS036/EFFECTIVE DATE — 7/10/09

Table 1.5.7.n-3: Intelligent Routing Features. ............cccvvvvvvviiiiieeeeeeeeeneens 921f
Table 1.5.7.n-4: Key Elements of CCS Project Plan.............cccceeeevevvvnnnnns 921h
Table 1.5.7.n-5: Key Elements of CCS Migration Plan. ................ccceeeveinne 921i
Table 1.5.7.n-6: Key Elements of CCS Staffing Plan............ccccoooooiiiinninnn. 921k
Table 1.5.7.n-7: Key Elements of CCS Training Plan. ...........cccccooeeevvvinnnnnn 921l
Table 1.5.7.n-8: Key Elements of CCS Management Plan. ..................... 921m
Table 1.5.7.n-9: COOP ODJECHIVES. ....cooiieiiiiiiiiiiiiee e 921n
Table 1.5.7.n-10: Elements of CCS SeCuUrity. .......ccoeeeeiiiiiiiiiiiiinneeeeeeeeiinnns 9210
Table 1.5.7.n-11: Elements of Quality Assurance and Quality Improvement.
.......................................................................................................... 921p
Table 1.5.7.n-12: Critical CCS FUNCLONS. ......ccuuuiiiiiiieeeeiieiiiiiciee e 921r
Table 1.5.7.n-13: ICM Reporting Categories. .......ccoueeeeereeeeiiiiiiieeeeeeeeeeienens 921s
Table 1.5.7.n-14: Languages | GGG ... 921x
Table 1.5.7.n-15: Workforce Management Report Examples. ................. 921cc

Table 1.5.7.n-16a: Agent Platforms Supported

Table 1.5.8.1-1: Service AppProach. .........cccovvviiiiiiii e 924
Table 1.5.8.1-2: AT&T Networx Team Systems Engineering Approach. .... 925
Table 1.5.8.1-3: CSDES Examples of Risks and Risk Mitigation Strategies.
............................................................................................................ 927
Table 1.5.8.2-1: CSDES Quality and Performance...........ccccccceeveeeeivninnnnnnns 928
Table 1.5.8.2-2: Monitoring and Measuring Performance. ..............cc.......... 929
Table 1.5.8.2-3: Service Delivery Verification. ...........ccccovveiiiiiiiiniieieeieiiinns 930
Table 1.5.8.3-1: CSDES DeSCrPLION. .....ccceeiiiiiiiiiiiiaeee et e eeeeeeens 933
GSA and AT&T Proprietary Page cxviii

For use pursuant to contract GSO0TO7NSD0041 Mod PS036 / 3. List of Tables



—
NETWORX ENTERPRISE g at&t

CONTRACT GSO00TO7NSDO0041
MobD # — PS036/EFFECTIVE DATE — 7/10/09

Table 1.5.8.3-2: Added Value of AT&T Team. .......ceuvveeivirrieiiiiiiiiiieeiiiieeeee 934
Table 1.5.8.3-3: Experience Delivering CSDES............cccvvvvviiiiie e 937
Table 1.5.9-1: Approach to Service DeliVery.........ccccoiiiiiiiiiiiiiiiieeeeeeeeeiins 963
Table 1.5.9.c-1: Mission and Business Continuity for Agency Critical
INFOrMEALION. ... 964
Table 1.5.9.C-2: SS DESCHPLION. c.vvvvueiiiee e e e e e e e e e eeeeenens 966
Table 1.5.9.d-1: Storage Service Performance Parameters. ...................... 972
Table 1.5.9.d-2: Approach to Monitoring and Measuring Performance....... 973
Table 1.5.9.e-1: Service ENNanCemMENts. ..........cevvvieiiiiiiiiiiiiiiiiiiiiiieeeeeeeeeee 975
Table 1.5.9.f-1: ServiCe EXPEeri€NCe. ......ccccciviieiiiiiiie e e eeeeeeeiiee e e e e e e eeaaanens 976
Table 1.5.9.g-1: Service Delivery Verification. ............cccoveviiiiiiineieeeeiiiiinns 977
Table 1.5.9.1-1: Incorporating Optional Services, Enhancements, and
IMPIOVEIMENTS. ..o aa s 979
Table 1.0-1: Technical Volume Organization. ............cccevvevvveiiiiieeeeeeeeeiiiienn 9
Table 1.5.12.b-1: Advantages Using LC-CELP............ccccevviiiiiiieeeeeeieiins 1008
Table 1.5.12.c-1: UMS Technical Architecture Features. ..............cccceeee. 1010
Table 1.5.12.d-1: Messaging System Reliability Measurements............... 1014
Table 1.5.12.e-1: |l Features...........ccoooovoie, 1016
Table 1.5.13.c-1: The Basic CoSS Functionality.............ccceevvvviiiinnnneenee. 1022¢g
Table 1.5.13.c.4-1: Logging Features. .........cooviviiiiiiiiiniee e 1022k
Table 1.5.13.c.5-1: Software Distribution Attributes. ..............cevvvvvvvvveeenee. 1022|
Table 1.5.13.d-1: [l System Reliability Measurements. ........................ 1022I
Table 1.5.13.d-2: Outage LeVvels.........coooiiiiiiiiiiiici e 1022m
Table 1.5.13.e-1: CoSS Additional Features...........ccooeevvviiiiiiiiiiineeeeeee, 1022m
Table 1.5.13.f-1: il Delivery Experience.........cccooooivioiciciiee 1022n
Table 1.5.13.1-1: ] Product Road Map Features. ........c...cccccoveveveeennne. 1022r
Table 1.5.13.n.2-1: SMTP Forwarding OptionS...........ccceevviviiiiiiniinneeeeeee. 1022s
Table 1.6-1: SeCUrity SYStEMS. ......uuueiiiie e 1026
GSA and AT&T Proprietary Page cxix

For use pursuant to contract GSO0TO7NSD0041 Mod PS036 / 3. List of Tables



—
NETWORX ENTERPRISE g at&t

CONTRACT GSO00TO7NSDO0041
MobD # — PS036/EFFECTIVE DATE — 7/10/09

Table 1.6.1.1-1: MTSS AppProach. ........ccccoovviiiiiiiii e 1031
Table 1.6.1.1-2: Agency Enterprise Architecture Benefits Using Our MTSS.
.......................................................................................................... 1032
Table 1.6.1.1-3: AT&T Service Delivery Lessons Learned and Risk Mitigation
Y= =0 [ USRS 1034
Table 1.6.1.2-1: Performance Standards. ...............ceevvveeieeiiiieeiiineiiiieeenne. 1035
Table 1.6.1.2-2: Monitoring and Measuring MTSS. .........ccccoiiiiiiiiiiieeeiines 1037
Table 1.6.1.2-3: Service Delivery Verification. ...........ccccvvviviiiiiininiiiieeiinnns 1039
Table 1.6.1.3-1: Requirement to Corresponding MTSS Component. ....... 1046
Table 1.6.1.3-2: Experience Delivering MTSS. .......cccoovvviiiiiiiiieeeeeeeeeeies 1048
Table 1.6.2.1-1: MFS Delivery Approach..........ccccoooiiiiiiiiiiiii 1058
Table 1.6.2.1-2: Agency Benefits and FEA Facilitation.................ccccceeeee 1059
Table 1.6.2.1-3: AT&T Service Delivery Lessons Learned and Risk Mitigation
SHTALEJIES. ..o iieeeeei et aaareaa———a 1061
Table 1.6.2.2-1: MFS Performance MetriCS. .......ccooovviiiiiiiiiiiiiiiie e 1062
Table 1.6.2.2-2: Monitoring and Measuring. ........cccooeeeeeeeeviiiiiinneeeeeeeeiinnns 1064
Table 1.6.2.2-3: Service Delivery Verification. ...........cccccevviiiiiiiiieeevieninnns 1065
Table 1.6.6.2-4: Performance Level Improvements. ..........cccceeeeveeeeeveennnns 1066
Table 1.6.2.3-1: MFS Security Capabilities. ..........cccoeeviiiiiiiiiiiiiineeeeeeeeies 1071
Table 1.6.2.3-2: MFS Enharnachements. ...........cccooooiiiiiiiiiiiiiiinn e 1074
Table 1.6.2.3-3: Experience Delivering MFS. ..........cooovviiiiiiiiiie e 1075
Table 1.6.3.1-1: IDPS Service Approach Levels 2 and 3...............ccceeeeeee 1080
Table 1.6.3.1-2: IDPS Delivery Approach Benefits. ...........ccceeiiiiiiiiiiinnnnns 1081
Table 1.6.3.1-3: Risk Mitigation to Service Delivery.........cccccceeeeiiiiiiiinnnnns 1083
Table 1.6.3.2-1: Security Services Performance Requirements. .............. 1084
Table 1.6.3.2-2: Monitoring and Measuring Approach. .............c.cceevvevnnnes 1086
Table 1.6.3.2-3: Verification of Acceptable Performance for IDPS. .......... 1087
Table 1.6.3.3-1: Agency-Derived Benefits from IDPS Solution.................. 1090
GSA and AT&T Proprietary Page cxx

For use pursuant to contract GSO0TO7NSD0041 Mod PS036 / 3. List of Tables



—
NETWORX ENTERPRISE g at&t

CONTRACT GSO00TO7NSDO0041
MobD # — PS036/EFFECTIVE DATE — 7/10/09

Table 1.6.3.3-2: Transport Services Available for IDPS................ccceeeeee. 1091
Table 1.6.3.3-3: Service ENhanCements. ............eevvvveevvieiieiiieeieiiiiieieeeeeee. 1092
Table 1.6.3.3-4: Service EXPEeri€NCe. ......cccuviiiiiiiiiiieee et 1093
Table 1.6.3.3-5: Service EXPeri@NCe. ......cccuuiiiiiiiiiiiee et 1093
Table 1.6.4-1: VSS Delivery Approach Summary. .......cccccccceeeieeeeeeeeeeennnns 1100
Table 1.6.4.c-1: VSS Capabilities Meets Agency’s Vulnerability Scanning

REQUITEMENTS. ... 1108
Table 1.6.4.d-1: Performance Metrics for VSS ..........cooiiiiiiiieeeiis 1108
Table 1.6.4.f-1: ServiCe EXPEeri€NCe. ......ccccviiiriiiiiiie e eeeeeeiiiie e e e e e eeeaannns 1111
Table 1.6.5.1-1: AVMS APPrOACh. .....uiiiiieeiiiieiiiiiee e e e e e e e eeeaaees 1116
Table 1.6.5.1-2: Agency Benefits and FEA Facilitation.................ccceeeee. 1117
Table 1.6.5.1-3: Risk Mitigation to Service Delivery.........cccccceeeeiieiiiiinnnnns 1119
Table 1.6.5.2-1: IP Network Performance Parameters. ...........cccccevvveeeneee. 1120
Table 1.6.5.2-2: Monitoring and Measuring AVMS. ..........ccccceeveeeieeevveeennn, 1121
Table 1.6.5.2-3: Verification of Acceptable Performance for AVMS.......... 1122
Table 1.6.5.3-1: AVMS Capabilities Meets Agency’s Anti-Virus Scanning

Y= To [T (=T 0 L= 0] T 1126
Table 1.6.6-1: INRS CapabilitieS........ccccceeeriiiiiiiiiie e 1133
Table 1.6.6.c-1: Performance Metrics for INRS. ..........ciiiiiiiiei, 1142
Table 1.6.6.f-1: Service EXPeri€NCe. .......cccuuiiiiiiiiiieiee e 1143
Table 1.6.6.9-1: Verification of Acceptable Performance for INRS. .......... 1145
Table 1.6.7-1: Proven E-Authentication Service Delivery. .............c.......... 1152
Table 1.6.7.c-1: Managed Token Authentication Service. ...............c........ 1155
Table 1.6.7.c-2: Managed Certificate-Based Authentication Service. ....... 1157
Table 1.6.7.c-3: Transport Services Available for MEAS. .............ccceeeeeee. 1159
Table 1.6.7.d-1: Performance Metrics for MEAS. .........oovviiiiiiiiiiiiiiiieeeeee, 1159
Table 1.6.7.d-2: Managed Token Authentication Service Delivery Approach.

.......................................................................................................... 1160
GSA and AT&T Proprietary Page cxxi

For use pursuant to contract GSO0TO7NSD0041 Mod PS036 / 3. List of Tables



—
NETWORX ENTERPRISE g at&t

CONTRACT GSO00TO7NSDO0041
MobD # — PS036/EFFECTIVE DATE — 7/10/09

Table 1.6.7.f-1: Service EXPEeri€NCe. .......cccvvriiiiiiiiieeeeeee e eeeeeeeaanens 1162
Table 1.6.7.g-1: Managed Token Authentication Service Verification
PrOCEAUIES. ... e e s 1162
Table 1.6.8-1: SMEMS Delivery Approach. ........cccoooviiiiiiiiiiiiiiees 1168
Table 1.6.8.c-1: SMEMS Delivery Approach Summary. .............ccceevevvnnns 1171
Table 1.6.8.d-1: SMEMS Performance MetriCS..............uuuvvveeereeereeeeeenennne. 1175
Table 1.6.8.d-2: Monitoring and Measuring SMEMS. ............ccooooeiiiiieinnes 1176
Table 1.6.8.f-1: Service EXPeri€NCe. .......ccouuiiiiiiiiiieiee e 1177
Table 1.6.8.g-1: Service Delivery Verification for SMEMS......................... 1177
Table 1.7-1: Special Services RESPONSE. .........uuuveieeeeeerieiiiiiiieeeeeeeeeenannns 1184
Table 1.7.1-1: Cingular Cellular Networking Approaches. ...............c........ 1185
Table 1.7.1.c-1: Service Delivery Approach............ooooviiiiiiiiieis 1191
Table 1.7.1.d-1: Compliance with Agencies’ Key Performance Indicators.1192
Table 1.7.1.e-1: Service ENhanCements. ............uuvevveveeieieieeeveeeeiieiieeneee. 1193a
Table 1.7.1.e-2: Push-to-Talk Service | | N ... 1195
Table 1.7.1.f-1: Experience Delivering Wireless Services. ...........cccceeuuueee 1197
Table 1.7.1.h-1: GSM Technology Benefits. ........ccceoeeeiviiiiiiiiiiiiiieeeeeeeiin, 1199
Table 1.7.1.h-2: EDGE Data Service Highlights. .........cccovvviiiiiiiieiieeeinn, 1200
Table 1.7.1.i-1: | N Hiohliohts. ..o 1202
Table 1.7.1.0-2: APN TYPES. ..ottt e e e e eeaeees 1204
Table 1.7.1.j-1: Service Delivery Verification. ............ccccvvvvvvviiiiieieeeeeeninnns 1207
Table 1.7.1.9-1: Fraud Prevention for Voice ServiCes. ........ccccevveeeevveennnns 1212
Table 1.7.1.9-2: GSM/GPRS Authentication Process............ccccceeeeeevennnnn. 1213
Table 1.7.1.9-3: GSM/GPRS Authentication Process............ccccceeeeeevennnnn. 1213
Table 1.7.1.9-4: Cingular Systems and Physical Security Practices......... 1215
Table 1.7.1.9-5: SeCUrity MEASUIES. .......ccevvveeiiiiiiiee e e e eeee et e e e e e e eeeeeanens 1216
Table 1.7.1.9-6: Message BIOCKING.........cooiiiiiiiiiiiiiee e 1216
Table 1.7.1.9-7: Netowrk RedundancCy. ............ccceoiiiiiiiiiiiiiiiiiieee e 1218
GSA and AT&T Proprietary Page cxxii

For use pursuant to contract GSO0TO7NSD0041 Mod PS036 / 3. List of Tables



—
NETWORX ENTERPRISE g at&t

CONTRACT GSO00TO7NSDO0041
MobD # — PS036/EFFECTIVE DATE — 7/10/09

Table 1.7.1.9-8: Limitations and Dependencies of Local Number Portability

.......................................................................................................... 1219
Table 1.7.1.9-9: DeSign PracCtiCeS. .......cooeeiiiiiiiiiiiiiiee et 1221
Table 1.7.1.9-10: RF Optimization. ..........ccouviiiiiiiiiiee e 1222
Table 1.7.1.9-11: Disaster Recovery Planning...........cccccevvvvviiiiseeeeeveennnns 1225
Table 1.7.1.9-12: Disaster Recovery Techniques. .........ccccccceeeeeeeeeeeeeennnnns 1225
Table 1.7.1.9-13: Keys to 3G Migration .............uuiireieiiiiiiiiiiiiine e eeeeiinens 1230
Table 1.7.2-1: MWLAN Network Connection Steps. ..........cceeeeeeeeeiiieennnnns 1234
Table 1.7.2-2: MWLAN Service Delivery Approach. .........ccccceeeeiiiiiininnnnn, 1235
Table 1.7.2.c-1: MWLANS CapabilitieS............ccceiieieiiiiiieiiiiee e 1237
Table 1.7.2.d-1: MWLANS Performance. .........cccooeeeieiiiiiiiiiiiiiiee e 1237
Table 1.7.2e-1: MWLANS ... 1238
Table 1.7.2.f-1: Private Hotspot Management and Implementation.......... 1239
Table 1.7.2.h-1: MWLAN Technical Approach...........ccccvvviiiiiiiiiiniiennns 1241
Table 1.7.2.i-1: Network Architecture Security and Reliability................... 1242
Table 1.7.2.j-1: Service Delivery Verification. ............cccceevviiiiiiiinieeiiieeninnns 1244
Table 1.8-1: Reserved
Table 1.8.1.7: SED J.5 Requirement Compliance by Suite .................... 1271b
Table 1.8.3.27: SED J.5 Requirement Compliance by Suite .................. 1292d
GSA and AT&T Proprietary Page cxxiii

For use pursuant to contract GSO0TO7NSD0041 Mod PS036 / 3. List of Tables



