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Service Guide
AT&T Virtual Private Network Tunneling Service

PLEASE NOTE

The AT&T Service Guide has been transitioned to a redesigned Service Guide website.  To see the current version of the Offers/Services, which have been transitioned to the new Service Guide format, please click here.  
Effective November 17, 2011, this version of the Service Guide is no longer in effect.
AT&T Virtual Private Network Tunneling Service (AVTS) ("the Service") provides business Customers with options for creating Internet-based Virtual Private Network solutions based on Tunnels (1) between VPN Users and a Hub site, known as Remote Access VPN option, (2) between SoHo locations and a Hub site, known as Small Office/Home Office (SoHo) Site to Site VPN option and (3) between their corporate Intranet or Wide Area Network (WAN), known as the High End Site to Site VPN option. 

The AVTS Service Guide consists of the following parts:

· Service Description (SD)

· Service Level Agreements (SLA)

· Pricing (P)

· Country-Specific Provisions (CSP)

In addition, specified portions of the General Provisions apply.
American Recovery and Reinvestment Act of 2009
The Services and Service Components provided under this Service Guide shall not be used to support the performance of any portion of a project or program which has been funded in whole or in part with grants, loans or payments made pursuant to the American Recovery and Reinvestment Act of 2009 (ARRA), without the prior written agreement of AT&T and Customer regarding any specifically applicable terms, conditions and requirements.  Customer shall provide AT&T with prior written notice before placing any order that may be funded in whole or in part with ARRA funds.  If Customer fails to provide such prior written notice of ARRA funding; or if the parties cannot agree on the terms and conditions (if any) applicable to an ARRA funded order; or if any terms, conditions or requirements (other than those to which AT&T specifically agrees in such separate writing) are found to be applicable, then AT&T may, in its sole discretion, reject such order or immediately terminate provision of any affected Service or Service Component without further liability or obligation.
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Service Description (SD)

 General

AVTS provides business Customers options for creating Internet-based Virtual Private Network solutions. Customers can establish one or more Tunnel pairs between their corporate Intranets or LANs and off-site users or company locations.Service is offered in a variety of configurations, depending upon the methods by which Users will access the Customer Hub location, either in an Intranet or Extranet environment, and based on geographic availability:

a) Remote Access Service (RAS) for individual users which includes:

AT&T Global Network (AGN) Client or devices that use the AGN Client to initiate the tunnel  
b) Small Office/Home Office (SoHo) which includes:

SoHo device to initiate a tunnel

c) High End Site to Site (HES2S) which includes:
IOS Device to initiate and terminate a tunnel
d) VPN Gateway
e) Customer Owned Gateway/AT&T Managed Gateway (COG/AMG)
f) Business to Business (B2B) 

g) Secure Sockets Layer Feature ("SSL Feature")
RAS uses the AT&T Global Network Client (the "Client") along with a User ID to either create an Internet connection or to use an existing Internet connection for the purpose of creating a private and secure access to the VPN Gateway.  
SoHo devices allow multiple Users access to the Customer's VPN over a managed device to create a secure connection to the VPN Gateway. SoHo is a small Spoke Site requiring a single Tunnel to the Customer’s Intranet.  SoHo devices are AT&T owned and provided VPN devices used with the SoHo Site to Site feature. Currently, these include the Broadband Standard CPE AT&T NetGate™ Equipment**, Broadband Hi-End CPE AT&T NetGate™ Equipment, and Broadband SoHo-C Equipment.  **AT&T NetGate™ is a trademark of AT&T.
HES2S devices allow site connectivity to the Customer's VPN over a managed device to create a secure connection to the VPN Gateway or other HES2S devices.

VPN Gateway origin and terminate tunnels and are required with any of the above service features.

Customer Owned Gateway/AT&T Managed Gateway (COG/AMG) Option enables Customers to retain their existing Customer-owned VPN Gateway while transferring the management and maintenance of such VPN CPE to AT&T.  
B2B device provides support for multiple security-enhanced, encrypted IP-based Tunnel Pairs between an enterprise Hub Site and its affiliated independent Spoke Sites.  AT&T’s Business to Business Virtual Private Network (AT&T B2B VPN) is an IPSec VPN managed by AT&T in which each VPN user (usually an autonomous corporate entity) individually contracts with AT&T, and typically, is separately billed by AT&T for the service. Note that endpoints on AT&T’s B2B VPN can currently be provisioned only in the USA.
SSL Feature provides support for multiple security-enhanced, encrypted IP-based sessions between Sites with Internet connectivity and the AT&T-supported VPN Gateway.  SSL is an application layer security protocol as defined in Internet Engineering Task Force (IETF) and subsequent RFCs, commonly used for encrypted virtual private networking. The SSL security protocol provides data encryption, server authentication, message integrity and optional client authentication for TCP/IP connections. SSL is built into all major web browsers. SSL comes in two strengths, 40-bit and 128-bit which refer to the length of the “session key” generated by every encrypted transaction.
CROSS REFERENCE:
AT&T Global Network Client Software
AVTS Small Office/Home Office (SoHo) Site to Site Feature
Secure Sockets Layer
VPN Gateway Platform Options
AVTS High End Site to Site 

Customer Owned Gateway/Customer Managed Gateway Option
Vendor Client Option
AVTS Business to Business (B2B) VPN
Definitions
Internet Access means any Internet connection method (Dedicated, Dial or Broadband) that a Customer uses at a location in order to access the Internet, whether or not provided by AT&T.
Hub means a central site location on a corporate LAN or intranet, or a B2B VPN, to which a Customer designates to have the Spoke Tunnels terminate. Hub locations are restricted to Customer-occupied facilities or AT&T Managed Hosting facilities unless otherwise agreed to in writing by the parties.
Site means any location where Customer has Internet access or egress that is used in conjunction with the Service.

Spoke means any site location which has Internet Access that a Customer wishes to connect via a Tunnel to a Hub location.

Tunnel means the process whereby AT&T establishes virtual private network connections over the Internet for a Customer's data traffic between Customer's Hub(s) and Spokes. Tunnels exist in pairs connecting VPN Users (single-user) and/or Sites (multi-user) to a VPN Gateway managed by AT&T 

VPN User means a single incidence of use of the AT&T service, identified by the licensing of the AT&T Global Network Client to a single user computer or other device (e.g., PDA) where such user is uniquely identified and maintained within the AT&T’s service.
 Geographic Availability

The Service is available in the following regions: United States (US), Canada, Latin America (South America, Central America, Caribbean and Mexico), EMEA (Europe, Middle East and Africa), and Asia Pacific (AP) (North and South). Please contact an AT&T sales representative for geographic availability of additional features, functions and access options (e.g., AT&T Dial POP access or broadband access) of the Service including single user and multi-user options.
CROSS REFERENCE: 
Dial Remote Access via Internet Protocol Security Tunneling
Dial Remote Access via Layer 2 Tunneling Protocol
Remote Access
AT&T Wi-Fi Feature
AT&T Wired Ethernet Feature
Country-Specific Provisions (CSP)
Billing

Billing starts at Service Activation Date unless otherwise noted. The Customer is required to order an AT&T VPN Gateway first in order to use the Service.  
Currency Conversion Methods for Service Invoicing
AT&T shall submit to Customer one invoice per month in each country in which Service is rendered, with charges rendered in the currency specified in the Customer Service Agreement for AVTS.  If AT&T submits an invoice for a Service in a currency that is different from the currency listed in the Customer Service Agreement, AT&T will calculate the invoice amount using an exchange rate to convert the rate to the currency used for invoicing.  AT&T will use the following currency conversion method:

Each month on the first business day following the 15th day of the current calendar month, AT&T shall obtain an average exchange rate to convert the rate to the currency used in the invoice.  The average exchange rate will be calculated as the average of the closing rates published by Bloomberg L.P.- New York Composite – 5:30 PM US Eastern time from the 1st business day following the 15th day of the preceding calendar month through the 15th day (or closest immediately preceding business day) of the current calendar month. This average exchange rate will be effective for all invoices issued between the first business day following the 15th day of the current calendar month to the 15th day of the next calendar month.

If a Bloomberg L.P. – New York Composite average exchange rate is not available, AT&T will calculate the invoice amount using the currency exchange rate established for such currency conversions published by the Central Bank (or a similarly designated institution deemed acceptable by AT&T as a source for currency exchange rates) for the country in which the invoice is delivered as of the date indicated on the invoice.  If a currency exchange rate is not available as of the date indicated on the invoice, AT&T will use the currency exchange rate available for the first date prior to the invoice date.
Service Activation Date

The Service Activation Date is the date on which AT&T will begin billing a Customer for the Service Components ordered at an individual Site, as a part of the Service.  However, if by Customer's actions or omissions the Service Activation Date does not occur by the Scheduled Service Activation Date, billing will begin on the day after the Scheduled Service Activation Date. Scheduled Service Activation Date is the Service Activation Date scheduled by AT&T for activation of such Service Component and as may be specified in the Sales Order. AT&T may reschedule the Scheduled Service Activation Date.
Remote Access
The Service Activation Date for Remote Access depends on the type of User ID Plan selected.  For a User ID under the Hourly Plan, the Service Activation Date begins when usage occurs.  For the 50 Hour and 150 Hour Plans, the Service Activation Date begins when the User ID is created in AT&T’s central management database (AT&T Service Manager) or created by the Customer using the AT&T Direct Registration Facility (DRF) web-based tool.
If User IDs are enabled for use but the installation of the VPN Gateway at the Hub Site is not complete, the Service Activation Date will be the date when the AT&T installation and verification tests, as applicable, are completed on the VPN Gateway by AT&T and when the management of the VPN Gateway has been enabled for such Site.  
CROSS REFERENCE: 

Remote Access
User IDs for the Client
VPN Gateway Platform Options
Direct Registration Facility
Small Office/Home Office Site to Site
At any Site where the Customer orders the AT&T SoHo Device, the Service Activation Date is the earlier of the following two dates:  (1) the date when the AT&T SoHo Device is enabled for use by the Customer; or (2) 10 business days after AT&T ships the AT&T SoHo Device to the Customer Site.  If an AT&T SoHo Device has been enabled for use but the installation of the AT&T VPN Gateway at the Hub Site is not complete, the Service Activation Date for the AT&T SoHo Device will be the date when the AT&T installation and verification tests, as applicable, are completed on the VPN Gateway by AT&T and when the management of the AT&T VPN Gateway has been enabled for such Site. 
CROSS REFERENCE:

AVTS Small Office/Home Office (SoHo) Site to Site Feature
High End Site to Site or Any Hub Site
At any Site where AT&T is also supplying the Dedicated Internet Access, the Service Activation Date for the VPN Gateway at such Site is the latter of the following two dates:  (1) Scheduled Activation Date for the Site, which is determined by AT&T in consultation with the Customer; or (2) the date when the AT&T installation and verification tests, as applicable, are completed by AT&T and when the management of the AT&T CPE has been enabled for the such Site.  In the event that AT&T is unable to complete the installation because of Customer actions or inactions, including but not limited to the unavailability of analog lines or the unavailability of an Alternate ISP connection, one-time installation and recurring charges will commence on the day after the Scheduled Service Activation Date.
At any Site where the Customer solely orders AT&T CPE, the Service Activation Date shall occur when the AT&T CPE can be detected by AT&T via a Tunnel.
CROSS REFERENCE:

AVTS High End Site to Site
VPN Gateway Platform Options
AT&T Customer Premises Equipment
AT&T MIS, AT&T GMIS, AT&T DSL and Other Services
For the AT&T MIS and GMIS, the Service Activation Date is as specified in the AT&T MIS Service Guide.

For the AT&T DSL, the Service Activation Date is as specified in the AT&T DSL Service Guide.
For Managed Firewall or Other Security Services service components, the Service Activation Date is as specified in the AT&T Managed Security Service Guide.

CROSS REFERENCE:

AT&T MIS and GMIS Service Guide located at http://new.serviceguide.att.com/ 
AT&T Business DSL Service Guide located at http://new.serviceguide.att.com/ 
AT&T Managed Security Service Guide located at http://new.serviceguide.att.com/
Termination Orders

If Customer wishes to terminate a Service Component, the Customer must provide AT&T with at least thirty (30) days' prior written notice to that effect.  Recurring monthly charges will continue to apply for a period of at least thirty (30) calendar days from the date when AT&T receives a termination notice or until the disconnect date specified in the disconnect order applicable to the affected Service Component(s), whichever is later.  
If the Customer is using DRF, then termination shall occur:

· for any hourly billing option, when a User ID is deleted, and 

· for any monthly billing option, at the end of the month in which the notice of termination becomes effective.
CROSS REFERENCE:

Direct Registration Facility
User IDs for the Client
Return of Equipment Policy upon Termination of Service
On termination of the applicable Service, the Customer is responsible for returning all Equipment (other than fully-paid for Purchased Equipment) in the same condition as originally installed, ordinary wear and tear excepted, or the Customer will pay for restoration of the Equipment to such condition.  AT&T will not be obligated to restore the premises to its original condition.  If the Customer does not return the Equipment to an AT&T specified address, then the Customer shall be liable for its purchase price (if Purchased Equipment) or then-current market value (if other than Purchased Equipment).

Disconnect Orders
To disconnect an AVTS Service Component, Customer must submit a disconnect order in writing using AT&T’s online form, where available, or AT&T’s designated alternative procedures. Recurring charges continue to apply for a period of 30 days from the date AT&T receives a disconnect order or until the disconnect date specified in the disconnect order, whichever is later.  Customer may delay or cancel a disconnect order without charge, at any time prior to the disconnect date, by submitting a written request using AT&T’s online form, where available, or AT&T’s designated alternative procedures.

Service Components

The Service is comprised of, AT&T Global Network Client Software, Customer Premises Equipment, and access service.
AT&T Global Network Client Software

The Client contains code designed to collect connection performance information for use by AT&T.  Such information includes, but is not limited to, information about a User's operating system and modem, the local service provider POP number dialed, calling line information (unless blocked by User), IP address, account identification and User ID, and connection error code information.  The Customer consents to AT&T's gathering and using the above mentioned information as needed.  

The Client is not sold separately.  Title to the Client does not pass to Customer or any User.  Customer may not sublicense, rent, lease, modify, translate, make derivative works of or assign the Client. 
The Client for the Service contains encryption technology that may be subject to limitations on its importation and/or use in various countries around the world.  Due to such limitations, the Client may only be imported and used in certain countries.  Customer is solely responsible for determining when and how to use the Client.

The Client is provided to the Customer Point of Contact (CPOC) during the provisioning process.  AT&T provides training to the CPOC which includes creating User ID's and distributing the software to Customer's end users.  
In the event that the Client prevents Customer from accessing or using a significant portion of the Service and AT&T is able to detect and replicate such issues, AT&T will use commercially reasonable efforts to correct such issues by providing a patch, bypass or update.  AT&T’s obligation to correct such errors is conditioned on:  (i) Customer’s use of a currently supported version and release of the Client; (ii) Customer’s use of an operating system (“OS”) that is supported by the version and release of the Client at issue; and (iii) the issues attributable solely to the Client and not other applications or OS.  AT&T reserves the right not to pursue correcting any issues with the Client if in its sole discretion AT&T determines that such effort(s) is unlikely to result in the successful resolution of the problem or it requires too much resources or expenditure.

When Customer is no longer using the Service, Customer shall destroy all copies of the Client and, upon AT&T’s written request, certify such destruction.
CROSS REFERENCE:

Country-Specific Provisions (CSP)
User IDs for the Client
Customers are responsible for ensuring that each User has a unique User ID.  Sharing of User IDs and multiple simultaneous connections or concurrent usage of a single User ID for any monthly plan is not permitted. 

The Customer can use the AT&T DRF self-service tool to order additional User IDs, where available. The Customer may also submit a request using the CPOC Provisioning tool available in BusinessDirect or otherwise as a country may specify.  

User IDs must be registered within a country where AT&T offers the Service and where the User resides.

User identifications mean the identifiers for individual Users provided by AT&T for the Service, including without limitation, account ID, User ID, password, application name and other identifiers.

User ID refers to the identifiers and passwords established for each individual User.
CROSS REFERENCE:

Direct Registration Facility
Account User ID Plan Options 
Available account User ID plans are either hourly or monthly flat rate.  Customers are responsible for selecting the plan of their choice and only one plan at a time can apply to a single Customer activity account (hourly or flat rate).
Details for User ID Price Plans, as well as Extended Access and connectivity features usage (i.e., AT&T Wi-Fi Feature and AT&T Wired Ethernet), where available, as well as ISDN (Integrated Services Digital Network) local dial access charges, "800 or Toll-Free" number dial access charges, ISDN "800 or Toll-Free" number dial access charges and out of region roaming, and Traveling User support charges are available from the AT&T sales representative.
Connectivity Features means collectively to the AT&T Wi-Fi Feature and the AT&T Wired Ethernet Feature.
CROSS REFERENCE:

User IDs for the Client
Traveling User Support (i.e., Global Roaming)
Toll-Free Access
AT&T Extended Access Feature, Wi-Fi Access Feature, and Wired Ethernet Feature
Secure Sockets Layer 
The Secure Sockets Layer Feature ("SSL Feature") using Juniper or Aventail provides support for multiple security-enhanced, encrypted IP-based sessions between Sites with Internet connectivity and the AT&T-supported SSL VPN Gateway. SSL VPN Gateways, also known as SSL VPN Servers, shall be located at the Customer-designated Hub site, which may co-reside with a corporate LAN or the corporate intranet. Remote Access sites which may access the SSL VPN Gateway, come in three varieties: the Web Browser feature, which operates with a users browser only (requiring no additional client software); the Downloadable Agent feature, (requiring a temporary Java applet downloaded from the SSL VPN Server to a Users computer) and the Windows Agent feature (a SOCKS-based software client that enables non-HTTP applications to be encrypted via SSL).  The SSL VPN service may be used by Customers who make use of Alternate Internet Access.
The Secure Sockets Layer Feature ("SSL Feature") using Cisco provides support for multiple security-enhanced, encrypted IP-based sessions between Sites with Internet connectivity and the AT&T-supported VPN Gateway. The VPN Gateways, which support both IPSec and SSL, shall be located at the Customer-designated Hub site, which may co-reside with a corporate LAN or the corporate intranet.  Users’ access specified applications via an application portal using either a web browser for access to web-enabled applications or via a downloadable java applet.  The SSL VPN service may be used by Customers who make use of Alternate Internet Access.
CROSS REFERENCE

VPN Gateway Platform Options
Secure Sockets Layer Hardware Options
All SSL VPN hardware options provide the Customer with the ability to establish an end-to-end connection between a remote user running Windows, Mac, or Linux operating systems and an AT&T-provided and managed connectivity server at the Customer’s Hub location.  The user connects to the SSL VPN server over an existing Internet connection using a common web browser or "thick" SSL client component. The data sent between the remote user and the managed SSL VPN server is encrypted and encapsulated using SSL. 

For the SSL Feature, the following VPN Gateways are currently offered.

SSL VPN Server.

Scalable SSL VPN Server.

AT&T may change the SSL Server hardware and any other Customer premise equipment which is used with the SSL Feature, at any time, upon prior notice (electronic or otherwise) to Customer. 

The SSL feature has certain optional features, which are known as:

Downloadable Java Agent (thin client).

Windows Agent (thick client).

AT&T may change the names of any of the SSL features or features at any time, upon prior notice (electronic or otherwise) to Customer. 

The SSL VPN feature may be ordered with, but does not include, AVTS IPSec Remote Access or MIS Egress at the hub site.  The Customer may further elect to order AT&T MIS with AT&T Managed Router for a complete, end-to-end solution managed by AT&T.  The SSL VPN server and Scalable SSL VPN server come with a web-based console for policy management and reporting, around the clock management and monitoring.

AT&T monitors and manages the AT&T provided premises based SSL VPN server(s) via an encrypted session through the Alternate ISP connection or AT&T MIS connection.

Additional terms for Secure Socket Layer VPN (using Juniper or Aventail)

Customer shall be charged based on the number of Unique Users which Customer has contracted for under the Agreement.  Customer may give access to the SSL Option to the number of Unique Users within the band that Customer has selected.  In the event that Customer anticipates that the number of Unique Users will exceed the number of Users in the band which Customer has contracted for, Customer must notify AT&T of any such increase, in advance to the extent this is feasible.  Furthermore, in the event that AT&T detects more Unique Users in a month than Customer has contracted for, AT&T may charge Customer the fees contained in the Agreement for such Unique Users, for the month that such Unique Users are detected and on a going forward basis during the Term of the Agreement.

AT&T may change the names or designations of the features of the Service at any time during the Term of the Agreement, by posting in this Service Guide or otherwise. 
A "Unique User" means a User who accesses the Service with a unique User Identification.  
Minimum Browser Requirements for the SSL Feature

All major browser software is supported, including but not limited to Microsoft Explorer, Netscape and Mozilla.  Browser-based access requires Microsoft Explorer 5.0 or later or Netscape 4.7 or later.

For access using the Windows Agent, the minimum system requirements are:
Pentium-based personal computer.

Windows 98 (SE), Windows NT 4.0 (Service Pack 6a), Windows 2000, Windows Millennium (Windows Me), Windows XP Home, or Windows XP Pro.

Microsoft Internet Explorer 5.5 or later (if using the configuration updating feature).

Windows 98 (SE): 32 MB RAM.

Windows NT 4.0 and Windows 2000: 64 MB RAM.

Windows Millennium (Windows Me): 64 MB RAM.

Windows XP Home and Windows XP Pro: 128 MB RAM.

10 MB hard disk space.

SSL Feature Pricing Structure

The SSL feature pricing does not include any network or transport charges. Charges for the SSL feature are for the VPN service only.  Network transport (internet access) must be purchased separately either from AT&T or another provider.  If purchased from AT&T, these separate Internet access charges may be sold under the same Service contract, however, a separate SSL VPN Agreement will be provided. 

The SSL feature pricing structure is separate from other Service components’ pricing.  Customer’s charges will consist of an installation charge for the CPE (differs by specific CPE system selected), plus a monthly CPE charge, plus a charge for Users.  Additional charges will apply for optional services that are selected.  Per user charges will depend on the commitment level agreed to at the time of contract signing and modified over time as the number of Users changes either up or down.  All appropriate federal, state and local taxes will be applied.  

For each Module Customer orders for an SSL VPN Server or a Scalable SSL VPN Server, Customer shall be charged for the Unique Users designated for such Server.

Limitations on AT&T Resources

On the SSL VPN Server, AT&T will provide Customer with up to 40 person hours, at no additional charge, to assist Customer in resolving any SSL feature related issues that result from the testing and installation of the SSL Servers. 

On the Scalable SSL VPN Server implementations, AT&T will provide Customer with up to 120 person hours, at no additional charge, to assist Customer in resolving any SSL feature related issues that result from testing the PPI Server.  AT&T will also provide up to 80 hours, at no additional charge, to assist Customer in resolving any SSL feature System related issues that result from testing the CPE.

Customer Responsibilities for the SSL VPN Feature

· The Customer may designate up to eight (8) CPOCs for the SSL VPN feature, at least one of which must be trained as a CSA.  The Customer needs to request (from AT&T) and offer proper training for the CSAs and ensure that its CSAs have access to SSL VPN documentation provided by AT&T on the systems and processes.  CSA or Customer Support Administrator means a minimum of one CPOC, designated by a Customer, who is authorized to administer user authentication and application access for the SSL feature. 
· Promptly notify AT&T and its supplier for the SSL feature, currently Megapath, of any changes in the identity of the CPOCs.  AT&T and its supplier will not take any instructions from a new CPOC until the AT&T supplier has received proper notification of the change or addition of a CPOC.  AT&T and its supplier shall be entitled to rely on instructions received from any CPOC until Customer notifies the AT&T supplier of changes in such CPOC.

· Upon request, the Customer is responsible to provide AT&T and its supplier with appropriate IP domain names (DNS) and to provide DNS for the web links and URLs as appropriate.  
· The Customer is responsible for selecting a CPOC(s) who will be available via telephone during normal business hours. The CPOC will participate, as appropriate, with AT&T and its supplier, in the technical details of the provisioning process, as well as any system moves, adds, changes or deletes (MACDs).  Technical details may include, but are not limited to, authorizing IP address changes on the router, opening specific ports on the firewall, etc.  The CPOC will be required to authenticate his or her identity by providing previously assigned verbal security information to both the AT&T and its supplier.
· The Customer is responsible for following the help desk support model for the Service.  The CPOC will call the Service’s help number and make the appropriate selection (SSL) via the common touch tone process.  The CPOC’s call will be transferred to the SSL feature specialist.  The CPOC will be asked to authenticate using unique, pre-assigned, verbal credentials (such as unique password). 

· Customer is responsible for insuring that a firewall (server or router based) is installed in the configuration (typically the DMZ) such that AT&T technical specialists can position the SSL CPE behind the firewall.  Stated differently, the firewall needs to be positioned between the Internet and the SSL CPE.  The Customer needs to configure the firewall according to the specifications requested by AT&T technical personnel or AT&T’s supplier.  An alternative to this option is to insure ACL (Access Control Lists) are employed on the Access Router such that unauthorized access is denied.
· When the AT&T Downloadable Java Agent option is selected, the Customer is responsible for instructing Users of the SSL feature to not to configure individual browsers to deny cookies.  The AT&T Downloadable Java Agent option is a Java applet, which enables some non-web applications to be encrypted and de-encrypted using the SSL protocol.  This option operates transparent to the User in a manner similar to cookies.  With the “deny cookies” function enabled on the User’s browser, the application will not operate.
· The Customer must provide and manage a RADIUS or LDAP authentication server (unless the User Management option is purchased).

· The Customer must provide adequate floor space and redundant, clean power for a standard, portable, six-foot rack in a secure, properly climate controlled computer room, for the location of the CPE.

· The Customer must identify an initial set of applications proof-of-concept pilot and production testing.  The Customer must also identify and organize a pilot user group.

· Customer must provide an uninterrupted power supply unit suitable for the configuration being deployed (SSL VPN server or Scalable SSL VPN server).

· Customer must provide sufficient network drops for the configuration being deployed (two for the SSL VPN server and four for the Scalable SSL VPN server)

· Customer must make available the necessary inbound and outbound ports for SSL VPN server and Scalable SSL VPN server.

· Customer must provide two public IP addresses for the SSL VPN server and six public IP addresses for the Scalable SSL VPN server.

· Customer must ensure the availability of the network path between the SSL VPN server and the Customer’s applications.

· Provide Internet access with adequate bandwidth to support the data rate requirements ordered from AT&T.  Customer shall provide Internet access secured by a properly configured router(s) and firewall(s).  Customer may need to provide a second router to secure the internal network from on-premises equipment.  Customer and AT&T's supplier shall mutually determine those portions of the Customer’s network connections to the Secure Access System for which the Customer has responsibility, and those portions for which AT&T or AT&T's supplier has responsibility, and identify them in documentation generated under the Work Order.

· Inform AT&T and its supplier as soon as reasonably practicable but at the minimum within 3 business days in advance of any scheduled service interruption of: Internet service, Customer network service, or data center or server room infrastructure (e.g., power or climate control).

· Inform AT&T and its supplier, as soon as is reasonably practicable in the circumstances, but at the minimum within 30 business days in advance of (a) any event that is likely in Customer’s reasonable judgment to cause any material increase in capacity requirements or interoperability with the SSL VPN System, and (b) any required client configuration changes including those caused by additional application availability, or changes by one or more of Users to their own networks and computers.

· Inform AT&T and its supplier as soon as is reasonably practicable in the circumstances but at the minimum within 3 business days in advance of any changes to firewall or router configurations, addressing, or other aspects of its network operations that might adversely affect the Service.

· Inform AT&T and its supplier (via the Customer Administration Web) within 1 hour of any unplanned network outages and update with a relevant response plan, as available.

· Be responsible for Secure Access System help desk support for Users, including all contact with Users and resolution of password change or reset; Software client download, installation, and launch; authentication provisioning and troubleshooting; browser questions and answers; common Customer extranet questions.

· Ensure that at least one of the help desk staff and one backup are designated as AT&T contact person(s) and that at least two of the help desk staff has attended and are current with AT&T supplier help desk service training and apply that training to support calls.  The Customer shall designate a Service subject matter expert who may escalate User help desk issues to AT&T and AT&T's supplier's Tier 1 help desk support. 

· If AT&T provides a fix or workaround for a security compromise or other error, implement the Fix or Workaround within a time reasonable under the circumstances. 

· If User Management Service is ordered, Customer shall ensure that (1) all information required for the issuance of a digital authentication certificate is true and correct in all material respects; and (2) Customer shall adhere to the customary required issuance practices of the issuing authority (i.e., AT&T supplier or VeriSign).

· Customer shall ensure that every User who is permitted to access Customer’s Secure Access System is issued at least one unique authentication credential, and that only such User may use the unique authentication credentials issued to him/her (i.e., no two Users may share use of any Secure Access System authentication credential).

Secure Sockets Layer Transparent Tunneling

The SSL (Secure Sockets Layer) Transparent (SSLT) Tunneling feature employs the SSL protocol with the use of RC4, DES, or 3DES encryption (where available) to send and receive information between the Client and the shared VPN VIG.  The HTTPS (Hypertext Transfer Protocol Secure) port is used for the tunnel. 
CROSS REFERENCE:

AT&T Global Network Client Software
VPN Gateway Platform Options

The platform options for the VPN Gateway are as follows:

Cisco ASA Series where available

AT&T Linux Site Interface Gateway (AT&T SIG)

Cisco 3000 Series where available

Nortel Contivity** Series where available

The Customer may further elect to order AT&T MIS or AT&T GMIS Internet Egress and an AT&T managed router.

Internet Egress means any dedicated Internet connection method a Customer uses at a location in order to terminate Customer Tunnels, whether or not such connection method is provided by AT&T.  

Platform means the models within a device family provided by a single supplier.

AT&T Responsibilities

AT&T monitors and manages the AT&T provided premises based VPN Gateway via an encrypted Tunnel through the Dedicated Internet Access connection or via an external modem provided by AT&T (referred to as in-band and out-of-band management, respectively).  The VPN User is authenticated during the dial connection.  The VPN User is then authorized to connect to an AT&T VPN Gateway(s) at the Customer’s Hub location.

Dedicated Internet Access or Egress means “always on” direct access channels at a speed of fractional T1 or greater with typical leased line access characteristics, for example fixed Internet routable IP addresses.  MIS Fractional T-1 port speeds (56K to 1024K) and associated 56K/64K access will be grandfathered effective October 30, 2011 and will eventually be retired from the MIS portfolio.
One of the following operating systems is required for VPN Users:

Microsoft(* Windows(* 98

Microsoft(* Windows(* 2000

Microsoft(* Windows(* ME

Microsoft(* Windows(* XP

AT&T only provides support for the following operating systems in version 5.0.8 or earlier of the AT&T Global Network Client:

Microsoft(* Windows(* 95, DUN 1.3

Microsoft(* Windows(* NT, Service Pack 3
AT&T provides the following components for Remote Access:

AT&T Global Network Client, which will be made available via web to the CPOC who is responsible for distributing it to Users.

AT&T Dial Connectivity (dial Internet connections).  If the Customer does not want AT&T Dial Connectivity, then the Customer must provide and support Alternate Dial Connectivity.

AT&T Managed Internet Service (MIS) or AT&T Global Managed Internet Service (GMIS) for the egress of the VPN Gateway, as provided under a separate Agreement.  If the Customer does not want AT&T MIS or AT&T GMIS, then the Customer must provide and support Alternate ISP Dedicated Internet Egress. 

AT&T Managed Router.  If Customer does not want an AT&T Managed Router, Customer must provide and support a router. 

Ancillary equipment for management and monitoring.  

24 hours a day, 7 days a week management and maintenance of devices provided as part of the Service.
CROSS REFERENCE:

AT&T MIS and GMIS Service Guide located at http://new.serviceguide.att.com/ 
Customer Responsibilities

The Customer is required to provide a POTS line for out-of-band management for VPN Gateway. 

The Customer is responsible for performing remote software upgrades.
Dial Access

Connection to AVTS corporate dial is accomplished by placing a local phone call or an "800" number (Toll-Free) call (where available and subject to surcharge) to one of the designated Points of Presence (POPs). In addition, users may access AVTS through an ISDN connection to the network through a fee "800" number (Toll-Free) (where available) or a local call in selected cities, at ISDN rates as specified in the applicable Schedule of Charges. Customers must use the ISDN fee "800" number in the United States when attempting to bundle two or more ISDN B channels during an ISDN dial connection under AVTS.  The designated local ISDN numbers support only a single ISDN B channel. ISDN charges are incurred for the total amount of B channel time during a connection. 
Dial Remote Access via Internet Protocol Security Tunneling

The Service offers Customer’s remote access users connectivity to a Customer's VPN Gateway for access to corporate Local Area Networks (LANs), intranets, and extranets, using the Client (Managed VPN or LaptopConnect Edition) which connects to AT&T’s Global dial IP POPs via the Internet Protocol Security (IPSec) tunneling protocol with DES and 3DES encryption support option, where available. 

An IP packet to be transmitted will be encrypted at origination and placed inside a second set of address headers.  At the termination point, the VPN Gateway will remove the additional address headers and decrypt the packet to return it to its original state.  The VPN Gateway, after detunneling and decrypting, encapsulates the resultant IP packets and routes to the Customer’s corporate LANs, intranets, and extranets. 

By default, the VPN User is dynamically assigned an IP address that is routable on the Customer’s internal LAN at the time of connection from an Intranet IP pool provided by the Customer.  AT&T may also support static IP addressing if needed and supplied by the Customer.  By default, the VPN User is dynamically assigned an IP address that is routable on the Customer’s internal LAN at the time of connection from an Intranet IP pool provided by the Customer.  AT&T may also support static IP addressing if needed and supplied by the Customer.  

IPSec is a family of protocols as defined in Internet Engineering Task Force (IETF) RFC 2401 and subsequent RFCs, commonly used for encrypted virtual private networking.  

Extranet means an IP network which connects endpoints.  Typically these are individual corporate entities such as suppliers, Customers, distributors, etc. who belong to a business community (such as a supply chain). AT&T’s B2B VPN service is designed to accommodate this requirement.

Intranet means an IP Network which connects endpoints which are part of a single enterprise. These endpoints typically include company headquarters, branch office locations, employees, and factory locations. 

CROSS REFERENCE:

AT&T Global Network Client Software
Dial Remote Access via Layer 2 Tunneling Protocol

The Service offers Customer’s remote access users connectivity to a Customer's VPN Gateway from certain AT&T Dial POPs.  The dial connection from the user's computer or other device to the AT&T Dial POP is established using Point-to-Point Protocol, or PPP.  The connection from the AT&T Dial POP to the VPN Gateway uses Layer 2 Tunneling Protocol (L2TP).  No client software is required for this type of connection.

The L2TP Tunneling option is also supported where Customers will use AT&T Dial POPs to access the network and establish a L2TP tunnel from the Dial POP to the VPN Tunnel Server end point, the AT&T developed Linux-based VPN Gateway, which is referred to as the Site Interface Gateway (SIG). This option supports only dial access, and does not support any other type of access or access via 3rd party POPs (like Extended Access)
L2TP Tunneling is Layer 2 Tunnel Protocol where no encryption is being used.
CROSS REFERENCE:
AT&T Global Network Client Software
Alternate Internet Access & Virtual Private Network Management Fee 

AT&T provides support to the CPOC solely for the VPN connection between the Client and the VPN Gateway.  Any other problems that arise with the User’s service, including problems with Customer provided broadband, cellular, Wi-Fi, dial, or any other type of Internet connectivity will be referred to the alternate ISP.  
For Customers who use the Client to access the Service via Internet access provided by an Alternate ISP, AT&T will bill the Customer as follows:

· For all Users on a Flat Rate Monthly Plan, AT&T will waive the VPN Management fee.

· For registered Users (users defined on the AT&T registration system, taking care for the authorization and authentication) on an Hourly Plan, AT&T will apply the VPN Management Fee to each user on a monthly basis.

· For unregistered Users (users not defined on the AT&T registration system) on an hourly plan, AT&T will apply the VPN Management Fee only when the User has connected using alternate Internet access in a given month.
Alternate Internet Access means Internet Access that is provided by Internet Service Providers other than AT&T or by AT&T, but not pursuant the Service Order Attachment for the Service (e.g., if Customer elects to use DSL lines that it purchased under a different Service Order Attachment to access the Service).

CROSS REFERENCE:

AT&T Global Network Client Software
Customer Point of Contact
Multi User Remote Access Small Office/Home Office Feature 
The Service uses a narrowband, broadband or cellular, internet connection from SoHo sites via the following options: AT&T Managed Broadband; AT&T Wireless Service; AT&T U-Verse Service, where available; or Alternate ISP DSL; Cable IP service; or Wireless Broadband IP Service a secure connection to the VPN Gateway.  The Service establishes connectivity to Customer's corporate LANs, intranets, or extranets from AT&T an AT&T provided VPN device located at the Customer’s Site.  
VPN Device refers to AT&T Customer Premises Equipment (CPE) (AT&T NetGateTM or Cisco) specifically used to originate or terminate tunnels.

Multi User Remote Access SoHo feature may not be available in all countries.

AT&T Managed Broadband refers to the portions of AT&T’s Managed Broadband Internet Service that may be purchased for use with the Service.  Please note that not all features of AT&T Managed Broadband Internet Service may be available for use with the Service.

CROSS REFERENCE:

Dial Remote Access via Internet Protocol Security Tunneling
Country-Specific Provisions (CSP)
AT&T Customer Premises Equipment 
All AT&T CPE provided with the purchase of this Service remains the property of AT&T and is only available to Customers for the duration of the Service.  AT&T CPE shall be used exclusively for the Service in accordance with the Service Agreement between the Customer and AT&T.  AT&T reserves the right to discontinue the Service immediately if these obligations are not met.
All AT&T CPE supplied by AT&T in support of AT&T is for management of Customer/AT&T demarcation point and shall not be used for anything other than the Service.  Customer may not create any liens or encumbrances with respect to such facilities or equipment.  For equipment provided by AT&T for the SoHo feature, AT&T will ship the AT&T CPE to the Customer’s SoHo site for self-installation unless onsite installation services available and purchased.  The CPOC shall be designated by Customer and the CPOC shall install the AT&T CPE with telephone assistance (as necessary) from the AT&T network operation center.  AT&T will replace any defective AT&T CPE.  The Customer, at its own expense, will provide: (i) an equipment room environmentally compliant with local laws and other environmental conditions as specified by AT&T; (ii) reasonable access to the equipment at times specified by AT&T; (iii) adequate work space, heating/cooling, light, ventilation and electrical outlets; (iv) necessary access to any rights of way, equipment space, conduit, electrical power and environmental conditions which AT&T deems necessary to provide, maintain or remove the facilities required for any of the Services on all applicable premises without charge or cost to AT&T; and (v) for any Service which requires a telephone line, Customer shall also make available to AT&T for diagnostic purposes a local exchange carrier dedicated inbound telephone (POTS) line, which shall not be used by Customer for any other purpose while Service is being provided.  Customer shall be responsible for removal of any hazardous material and correction of any hazardous condition on Customer's premises and shall protect all AT&T CPE against fire, theft, vandalism or other casualty.  Also, Customer shall be responsible for compliance with all governmental and third party requirements relating to such equipment space and conduit.

The AT&T CPE shall not be removed, relocated, modified, or attached to non-AT&T equipment by Customer without prior written authorization from AT&T, which shall not be unreasonably withheld.  Title to the AT&T CPE will remain with AT&T.  Customer will, however, be liable for repair charges or the replacement cost of the AT&T CPE if it is damaged or lost.  Upon termination of Customer's Service Agreement, Customer will return (at Customer’s expense) all AT&T CPE to AT&T in the same condition as originally installed, ordinary wear and tear excepted or Customer will pay for restoration of the equipment to such condition.  AT&T shall not be obligated to restore the premises to its original condition.  If Customer does not return the AT&T CPE within thirty (30) days of the termination of the Service or make it available for removal by AT&T, then Customer shall be charged then-current market value of such AT&T CPE.
AT&T Dial, AT&T Managed Broadband, AT&T GMIS and AT&T MIS may be ordered as part of the Service; however the Customer is not required to use AT&T Dial, AT&T Managed Broadband, AT&T GMIS or AT&T MIS at any or all of its Sites.  If the Customer elects to use any other type of Internet Access (including AT&T Business Internet Services or AT&T Managed Broadband purchased separately from the Service) it is the Customer’s responsibility to ensure such Internet Access or Egress meets the requirements for the Service, as set forth in this Service Guide and the Service Agreement, and ensure support for such Internet Access or Egress.  

· There is an extra charge for managing VPN Gateways and AT&T-provided VPN access devices and software for any Site that does not use AT&T Dial or AT&T Managed Broadband bundled as part of the Service, or AT&T MIS or AT&T GMIS as its means of Internet Access or Egress.  Please see Sections, 4.4, and 7 for further information about sites connected via Alternate Internet Access.

· AT&T MIS or AT&T GMIS Internet Egress for High End Site to Site or Internet Egress for Hub Sites for Remote Access or Hub sites or endpoint sites for SoHo Site to Site:  AT&T MIS or GMIS is recommended for this Service, and may be ordered in conjunction with these portion of the Service; however Customers are not required to use AT&T MIS or GMIS for Internet Egress.  If a Customer elects to use any other type of Internet Egress, it is the Customer’s responsibility to provide Dedicated Internet Egress that meets the requirements for the Service, as set forth in this Service Guide, and ensure trouble shooting support for such egress.  Please see Section 7 for further information about sites connected via Alternate Internet Egress.  For High End Site to Site and B2B VPNs, the terms Internet Access and Internet Egress are used interchangeably throughout this document, when no direction for a Tunnel is implied (such as Hub vs. Spoke).

· AT&T Managed Broadband for SoHo Site to Site and Remote Access features in select countries:  If Customer elects to use any other type of Broadband Access purchased separately from the Service, it is the Customer’s responsibility to provide Internet Access that meets the requirements for the Service, as set forth in this Service Guide, and ensure support for such access.

· AT&T Dial for the Remote Access feature:  If Customer elects to use any other type of Dial Connectivity purchased separately from the Service, it is the Customer’s responsibility to provide Internet Access that meets the requirements for the Service, as set forth in this Service Guide, and ensure support for such Internet Access.

ALL EQUIPMENT PROVIDED HEREUNDER IS PROVIDED ON AN “AS IS” BASIS AND CUSTOMER ASSUMES THE RISK ASSOCIATED WITH USE, REPAIR AND MAINTENANCE OF SUCH EQUIPMENT AND SOFTWARE.
AT&T CPE or AT&T Equipment means to any equipment provided and/or maintained by AT&T at the Customer premise or other authorized location and used in conjunction with the delivery of the Service.

Unit means hardware equipment that User supplies and uses to access the AT&T Wi-Fi feature or the AT&T Wired Ethernet feature, including, but not limited to a computer, personal data assistant, any 802.11 Wi-Fi compliant card, Ethernet card or the like.

VPN CPE means the following AT&T CPE: i) the SoHo Office Connection VPN server, ii) the Sub Remote Office Connection VPN server, iii) the Remote Office Connection VPN Server, iv) Small Hub/Branch Office Connection VPN server, v) the Standard Hub Site VPN server, or vi) the High End Hub Site Connection VPN server, as these are further described in the Service Guide.

CROSS REFERENCE:

Customer Point of Contact
Equipment Provided with the Service

All equipment supplied by AT&T for use with the Service may only be used for the Service. Customer may not create any liens or encumbrances with respect to such facilities or equipment. For equipment provided by AT&T, AT&T will ship or deliver, install (on-site and/or tele-installation is available), and maintain the equipment, except as may otherwise be specified in the Country Unique Provisions. CPOC(s) shall be designated by the Customer and shall perform equipment replacement with telephone assistance (as necessary) from AT&T. Replacement equipment, as needed, shall be provided by AT&T. Customer, at its own expense, will provide: (i) an equipment room environmentally compliant with local laws and other environmental conditions as specified by AT&T; (ii) reasonable access to the equipment at times specified by AT&T; (iii) adequate work space, heating/cooling, light, ventilation and electrical outlets; (iv) necessary access to any rights of way, equipment space, conduit, electrical power and environmental conditions which AT&T deems necessary to provide, maintain or remove the facilities required for any of the Services on all applicable premises without charge or cost to AT&T; and (v) for any Service which requires a telephone line, Customer shall also make available to AT&T for diagnostic purposes a local exchange carrier dedicated inbound telephone (POTS) line, which shall not be used by Customer for any other purpose while Service is being provided. Customer shall be responsible for removal of any hazardous material and correction of any hazardous condition on Customer's premises and shall protect all AT&T facilities against fire, theft, vandalism or other casualties.  Also, Customer shall be responsible for compliance with all governmental and third party requirements relating to such equipment space and conduits.

The equipment shall not be removed, relocated, modified, or attached to non-AT&T equipment by Customer without prior written authorization from AT&T, which shall not be unreasonably withheld. Title to the equipment will remain with AT&T. Customer will, however, be liable for repair charges or the replacement cost of the equipment if it is damaged or lost. Upon termination of the Service, Customer will return all equipment to AT&T in the same condition as originally installed, ordinary wear and tear excepted or Customer will pay for restoration of the equipment to such condition. AT&T shall not be obligated to restore the premises to its original condition. If Customer does not return the equipment or make it available for removal by AT&T, then Customer shall be liable for its then-current market value.  
Components for Small Office/Home Office Configuration 

The enhanced security and connectivity at a Customer site are implemented via various combinations of AT&T CPE, which are managed by AT&T.  The AT&T CPE provides multiple combinations of routing and tunnel initiation/termination functionalities.  Available platforms of AT&T Managed CPE currently include SoHo High-End CPE based on the AT&T NetGateTM and SoHo C-CPE based on Cisco products. 
AT&T NetGateTM Equipment means the hardware device required at each remote access SoHo site for the AVTS Access Service – SoHo, Multi User feature.
Components for High End Site-to-Site Configuration 
HES2S choices of platforms for the required Customer premise equipment (CPE) are Cisco IOS and Cisco ASA.  The AT&T SIG cannot be used for the High End Site to Site feature. High End Site to Site tunnels can only be established between VPN Gateways of the same platform
Cisco IOS Platform Components
The Cisco IOS platform (Cisco Internet Operating System series of routers) is available with the High End Site to Site feature only.  The use of Cisco IOS devices are a part of the SoHo feature. The Cisco IOS Platform consists of the following Service Components:
· An AT&T provided and managed Cisco IOS with any device(s) needed to interface to the access circuit, and including the use of the IPSec hardware encryption.
· Ancillary equipment for out-of-band monitoring and management. (Customer must provide a POTS line.)
· The standard usage of the Cisco IOS allows for one device which combines the IPSec encryption and AT&T MIS or GMIS routing capabilities.  However, for specific platform levels of the IOS, when utilized with AT&T MIS or GMIS, a separate AT&T provided and managed MIS or GMIS Router will also be required, along with any device(s) needed to interface to the access circuit.  (Both apply to High-End Site to Site only.)
Components for VPN Gateway Configuration 

VPN Gateways are provided and managed by AT&T, unless the Customer Managed Gateway feature is used.  They can originate and terminate tunnels and are required with any of the various service features.
Cisco ASA Platform Components

The supported Cisco ASA Platform is available with all AVTS features.  The Cisco ASA Platform consists of the following Service Components:
· An AT&T provided and managed Cisco ASA IPSec VPN CPE.
· When utilized with AT&T MIS or GMIS, an AT&T provided and managed MIS or GMIS Router along with any device(s) needed to interface to the access circuit. 
· Ancillary equipment for out-of-band monitoring and management.  (Customer must provide a POTS line.)
AT&T SIG Platform Service Components

The supported AT&T SIG is available as a VPN Gateway with the SoHo Site to Site and Remote Access features only and consists of the following Service Components:
· An AT&T provided and managed AT&T SIG IPSec VPN CPE.
· When utilized with AT&T MIS or GMIS, an AT&T provided and managed Global Managed Internet Service Router along with any device(s) needed to interface to the access circuit. 
· Ancillary equipment for out-of-band monitoring and management.  (Customer must provide a POTS line.)

Components for Business to Business (B2B) Configuration 

B2B provides choices of platforms for the required Customer premise equipment (CPE):  Cisco ASA and Cisco IOS. Hub and Spokes must use only AT&T approved interoperability configurations at all sites (i.e. Cisco-to-Cisco).  Because the Hub and Spokes are operating in a B2B Extranet environment, which requires greater security than an Intranet environment, AT&T strongly recommends that Customers implement firewalls in their CPE configuration. AT&T offers several managed firewall options to accommodate this recommendation.  B2B VPN Customers may only utilize a hub and spoke architecture.
Methods of Access 
The following access options are available for the AT&T CPE:
· AT&T Managed Broadband for SoHo features.  If Customer elects to use any other type of broadband access purchased separately for the Service, it is the Customer’s responsibility to provide access that meets the requirements for the Service and ensure support for such access.  Broadband Access means dedicated Internet connections such as DSL (Digital Subscriber Line) and cable Internet connections, etc.  Broadband Access can be provided by AT&T in select countries where AT&T DSL is available.  However, Customers can procure Broadband Access from an Alternate provider, provided that the Broadband Access meets minimum criteria outlined in this Service Guide.
· PSTN Dial Backup from the VPN Device. This is supported on the SoHo High End CPE.  A Customer provided phone line is used for the Dial Backup Option, which will be used only when the SoHo High End CPE looses primary connectivity with a site. The Customer may incur additional fees, including a Toll-Free/800 surcharge when in dial backup mode.

For ISDN dial backup, it should be noted that the Customer should care for the external ISDN terminal adapter and Personal Computer Memory Card International Association (PCMCIA) connectivity to the terminal adapter.

· Cellular Devices i.e. Wireless Data (3G).  SoHo High End Devices are designed to accept both AT&T and Non-AT&T external wireless data cards to establish wireless data connectivity.  A list of wireless cards approved by AT&T for use with the SoHo High End Device is available from an AT&T Sales Representative.  It is Customer’s responsibility to periodically request and check an updated list of wireless cards.
· AT&T MIS and AT&T GMIS.  If Customer elects to use the AT&T MIS or AT&T GMIS, purchased separately, capability for Access or Egress, the components will be bundled with the Service for an additional charge.  
Access

AT&T Provided Managed Broadband Access 
Single Users of the Service
In select countries, access may be provided via a dedicated Internet connection such as a DSL or cable Internet connection provided by Managed Broadband for VPN Users using the Client.  When purchased under the AVTS Service Agreement, AT&T Managed Broadband is only available for use in conjunction with an AT&T Service.  AT&T Business DSL availability and access bandwidths depend on the country as well as the specific location within the country where the VPN Users are located. 

VPN User refers to a single incidence of use of the Service, identified by the licensing of the Client to a single user computer or other device where such User is uniquely identified and maintained within the Service.
Customers ordering AT&T DSL Service in the United States may require an AT&T Business DSL Service Agreement.  Details regarding AT&T Business DSL Service are contained in the Service Guide for AT&T Business DSL Service. 

AT&T Managed Broadband (in the US and the selected countries where DSL service is offered) includes the following: 

· Connectivity package which includes a broadband modem/router and a splitter or filter(s).

· Use of one IP address.

· Internet connectivity.

· Instructions for Customer installation and operation of the broadband modem/router. 

· Enablement support remotely over the phone.

· Optional on-site broadband installation is available in select countries at an additional charge.

· 24 x 7 technical supports for the CPOC.
It should be noted that local call-out procedures with local carriers are supported only during business hours.

For Customers who use the Client to access the Service via the AT&T managed broadband, the following charges shall apply: (both in the US and in Most of World (all countries outside the US).
· One-time managed broadband installation charge. 

· The managed broadband monthly access connection charge.
Most of World Single Users of the Service
For Customers who use the Client to access the Service via the AT&T Managed Broadband Access option, the “Single User” options are available in select countries. 

Rates for AT&T Managed Broadband Access are estimates and may not reflect the actual bandwidth of that service.  Additionally, the bandwidth of service may vary from time to time and may differ from that listed in the Customer's Service Agreement.

AT&T will use commercially reasonable efforts to provide a consistent level of broadband service.  However, any Service impact caused by the local carrier owner of the copper wire or “last mile” infrastructure is outside of AT&T’s control.  AT&T is not responsible for (and will not provide any credits for) any Service related issues related to the “last mile” access and caused by the local service provider.

AT&T, at its sole discretion, may add or remove countries where the Service option is available or may add or remove a Managed Broadband type in a country, without prior notice to Customer.

For Customers that want to order a Managed Broadband type that is not available in a country, the Customer may order other Managed Broadband types available to that country.
Customer Responsibilities 
For AT&T Managed Broadband Access for Single Users of the Service, the Customer is responsible for the following tasks:

· If needed, provisioning an analog POTS line (Customer provided) capable of supporting broadband: Public Switched Telephone Network (PSTN) or ISDN lines.  Please note that different countries may have different specifications for POTS lines.

· Cabling between the phone line and the broadband modem/router.

· Installation of the broadband modem/router in countries where on-site Managed Broadband installation is not available or not offered as an option.

For Managed Broadband lines where there is a PPPoE DSL implementation, the User ID supplied with the AT&T Managed Broadband service must not be used for purposes other than to connect to the AT&T provided Managed Broadband access.

Furthermore, the actual bandwidth that can be delivered on a broadband capable loop will not be determined until the time of service installation.  The actual bandwidth may be different than the estimated bandwidth provided to Customers by AT&T at the time of ordering the Service Component and may vary during the Pricing Schedule Term.  In rare cases, it may be determined at the time of installation that broadband connectivity cannot be delivered at all.

In certain countries, a monthly data transfer limit may apply to AT&T provided Managed broadband access.  In certain countries, excess charges apply to data transfer above the data transfer limit. 
Multi Users of the Service
For AT&T Managed Broadband Access, Customers have the option of ordering AT&T provided broadband access bundled with the AT&T SoHo Device.  When purchased under the Service Agreement, AT&T Managed Broadband is only available for use in conjunction with an AT&T Service.  AT&T managed SoHo broadband availability and access bandwidth depends on the country and the specific location within the country where the SoHo site is located. 

AT&T Managed Broadband includes the following:

· Connectivity package which includes a broadband modem/router and a splitter or filter(s).

· Use of one dynamic IP address for the AT&T SoHo Device on its Wide Area Network (WAN) interface. 

· Internet connectivity.

· Instructions for Customer installation and operation of the DSL modem/router. 

· Enablement support remotely over the phone with the CPOC.

· Optional on-site Broadband (not SoHo CPE) installation is available in select countries.

· 24 x 7 technical supports the CPOC.

It should be noted that local call-out procedures with local carriers are supported only during business hours.
For Customers who use the AT&T SoHo device to access the Service via the AT&T Managed Broadband access option, the following charges shall apply:  both in the U.S. and in Most of the World (MOW all countries outside the United States).
· One-time Managed Broadband installation charge

· The Managed Broadband monthly access connection charge
Most of World for Multi Users of the Service
For Customers who use the SoHo via the AT&T Managed Broadband Access option the “Multi Users” options are available in a selected set of countries.
AT&T Broadband Access speeds are estimates and may not reflect the actual bandwidth of the Service.  Additionally, the bandwidth of the Service may vary from time to time and may differ from that listed in the Service Agreement, due to restrictions in local loop capabilities (distance between the Customer site and carrier equipment).

AT&T will use commercially reasonable efforts to provide a consistent level of broadband service.  However, any service impact caused by the local carrier owner of the copper wire or “last mile” infrastructure is outside of AT&T’s control.  In case of an outage caused by the local carrier related to the “last mile” access, AT&T will not provide refunds or credits.

AT&T, at its sole discretion, may add or remove countries where the Service option is available or may add or remove a Managed Broadband type in a country, without prior notice to Customer.

For Customers that want to order a Managed Broadband type that is not available in a country, the Customer may order other Managed Broadband type available to that country.
Customer Responsibilities 
For AT&T Managed Broadband Access for Multi Users of the Service, the Customer is responsible for the following tasks:

· If needed, provisioning a POTS line (Customer provided) capable of supporting broadband: PSTN or ISDN lines.

· Cabling between the termination of the phone line and the broadband modem/router.

· Installation of the broadband modem/router in countries where on-site managed broadband installation is not available or not offered as an option.

· Installation and configuration of the multi-user LAN environment which may include the provisioning of a hub or switch to connect the devices on the LAN to the AT&T SoHo Device.

Hub means a central site location on a corporate LAN (“local area network“) or intranet, to which a Customer designates to have the traffic terminate.
· For broadband lines where there is a PPPoE DSL implementation, the User ID supplied with the AT&T Managed Broadband service must not be used for purposes other than to connect to the AT&T provided broadband access using an AT&T SoHo Device.

The actual bandwidth that can be delivered on a broadband capable loop will not be determined until the time of service installation.  The actual bandwidth may be different than the estimated bandwidth provided to Customers by AT&T at the time of ordering the Service Component and may vary during the Pricing Schedule Term.  In rare cases, it may be determined at the time of installation that broadband connectivity cannot be delivered at all.

In certain countries, a monthly data transfer limit may apply to AT&T provided DSL and cellular access.  In certain countries, excess charges apply to data transfer above the data transfer limit.
Managed Broadband Limitations

· Certain DSL features are NOT available with the AT&T AVTS Service.  These include, but are not limited to, Additional IP Addresses, DNS, Customer-provided CPE (also known as BYO CPE), Purchase of CPE, and electronic mailbox facilities.

· The Managed Broadband Internet Service is not intended for use for real-time, mission critical or other time sensitive applications. In addition, Customers may not use the Managed Broadband Internet Service to connect remote servers to each other.
CROSS REFERENCE:

BYOC – Bring Your Own PC Cellular Card – Option
AT&T MIS, AT&T GMIS and AT&T Managed Firewall/Security Services
AT&T MIS and AT&T GMIS are services providing managed connectivity to the Internet and other features.  AT&T MIS and AT&T GMIS require the use of AT&T CPE, i.e. router and CSU/DSU (or equivalent), which is installed on the Customer’s premises.  AT&T MIS and AT&T GMIS Customers may elect to procure the router equipment from AT&T as part of the Service (AT&T MIS with AT&T Managed Router or AT&T GMIS with AT&T Managed Router), or Customers may provide the router equipment themselves (AT&T Managed Internet Service with Customer Managed Router or Global Managed Internet Service with Customer Managed Router).  For Customers who receive such routers from AT&T, AT&T will also provide router management, maintenance, and monitoring.  Customers that elect to provide their own router equipment must adhere to the AT&T equipment specifications. Except where indicated, references herein to "AT&T MIS" or “AT&T GMIS” include both AT&T MIS/GMIS with Customer Managed Router and AT&T MIS/GMIS with AT&T Managed Router.  

For Customers in the United States, it should be clearly noted that not all Managed Firewall/Security Service features and capabilities described in the Managed Security Services Service Guide are available with this Service. Customers should consult AT&T at the time of the ordering to determine whether certain Managed Security Services features, such as Managed Firewall, are available as part of the Service. Furthermore, the AT&T Managed Security Services described in the AT&T MIS Service Guide are intended for use in conjunction with a single AT&T-approved Internet connection to Customer’s network.  AT&T does not monitor other additional Internet connections that may be maintained by Customer unless such Services are ordered for the connections in question. Customer acknowledges and understands that multiple Internet connections, unless monitored by an Internet security product or service, may significantly decrease Customer’s overall network security level. To the extent Customer deems necessary, Customer will implement security procedures and controls necessary to limit access to the Service and Customer will maintain facilities and procedures external to the Service for reconstruction of lost or altered files, data or programs.

It should be clearly noted that not all AT&T MIS or AT&T GMIS features and capabilities described in the AT&T MIS Service Guide and the AT&T GMIS Service Guide are available with the Service.  For example, for AT&T MIS:  ATM, Ethernet and Static Integrated Network Access (SINA) are not currently supported.  Customers should consult AT&T at the time of the ordering to determine whether specific Features are available.  GMIS ATM access with Cisco IOS platform is not available.
CROSS REFERENCE

AT&T MIS and GMIS Service Guide located at http://www.att.com/abs/serviceguide.
AT&T Managed Security Services located at http://www.att.com/abs/serviceguide
AT&T MIS and AT&T GMIS Options

Please see the AT&T MIS or AT&T GMIS Service Guides for further information on MIS or GMIS options.  Additional terms and conditions may apply.  
CROSS REFERENCE

AT&T MIS and GMIS Service Guide located at http://www.att.com/abs/serviceguide.  

AT&T Managed Personal Firewall Option

AT&T’s Personal Firewall Option allows centralized security management and monitoring of remote access endpoints using the Remote Access VPN feature. 
Features of the Service
The personal firewall option provides the components necessary for Customer Administrators to deploy a firewall policy for their users. 

The CPOC has access to a centralized management engine to establish firewall policies for their users.  The CPOC defines the firewall policy and configures it in the Firewall Policy Server.  AT&T support personnel provide information on how to use the Firewall Policy Server web interface and how to set up a policy, but the policy development and management is the CPOC’s responsibility.

Customers utilizing the Personal Firewall option receive firewall security reports.

Standard Components
The Personal Firewall service option is a feature embedded in the AT&T Global Network Client.  Once the service is activated, there is a monthly recurring charge.  

The Firewall policy server is located in an AT&T Data Center.  The server infrastructure is monitored and maintained by AT&T support personnel on a 24 x 7 basis.
CROSS REFERENCE:

AT&T Global Network Client Software
Customer Responsibilities
The following describe the Customer’s responsibilities when choosing AT&T’s Personal Firewall Service:

· Customer must determine and configure the security policy to be populated in the Server.  AT&T does not provide security policy development or consulting services as part of this service option.  AT&T can provide security policy consulting services to Customers on a fee basis through AT&T Professional Services.

· Customer must maintain an Internet accessible website which hosts any software required to return a User to compliance.  AT&T will fence the User to the Internet and direct the User to that URL when the User is out of compliance with the policy.

· Internet connectivity to the Firewall Policy Server is required through an encrypted connection.  VPN Customers choosing not to allow the split tunneling option can provide this connectivity through the tunnel.

· Customer will designate a CPOC.  The CPOC is responsible for setting up additional Customer administrators and defining their access rights (read, write, deploy).
Service Charges
Use of the Personal Firewall Service option will incur some or all of the following types of charges:
One-time installation charges

Monthly recurring charges
Global Reach
The Personal Firewall Service is available in the U.S. with support for global roaming.  Support for other regions will be addressed on an individual case basis.  Additional Fees may apply.
Other Access
AT&T offers AT&T Dial as Internet Access for the Remote Access VPN Option, AT&T DSL as Internet Access for the SoHo Site to Site Option (where available) and AT&T MIS or AT&T GMIS as Internet Access for High End Site to Site (including B2B VPN).  AT&T provides AT&T MIS or AT&T GMIS as Internet Egress for all Service Options.  Any other type of Internet Egress or Access (including AT&T BIS, AT&T DSL, and any other AT&T Broadband Access Service) is not included as part of the Service.  
If the Customer wishes to use any other Internet Access or Egress methods, or AT&T Dial or AT&T DSL that has not been purchased under this Service), the Customer must arrange for the procurement and support of such services including but not limited to the support of Broadband Access from an Alternate Provider, undertake any responsibilities with respect to such Internet Access or Egress (as detailed below) and incur additional charges.  In addition, Customers may be restricted from using certain Alternate Internet Access and Egress Providers with the Service.

If a Customer wishes to use any Alternate Internet Egress, or Access other than AT&T Managed Internet Service or Global Managed Internet Service, the Customer must first ensure that such use is not restricted under its contract for such Access or Egress, or any Internet Service Provider (‘ISP’, also referred to as ‘Alternate ISP’) regulations such as an Acceptable Use Policy.  The Customer must ensure that the ISP allows IPSec traffic across its connections.  In addition, any service level agreements or service targets which may be available for the Service shall not apply to any portion to Customer's Sites which make use of Alternate Internet Access or Egress. Furthermore, the Service will not give any support or assistance for any service(s) provided by an Alternate ISP. In addition, the Service will not trouble shoot any devices or issues which may arise with a Customer's Service once it determines that the issue or problems are in any way related to the service provided by an Alternate ISP for the Site in question.

For any locations where the Customer does not order AT&T DSL as allowed under this Service, the Customer is responsible for arranging the procurement and support of the Broadband Access from an Alternate ISP over which the Service will deployed and managed via the AT&T SoHo Device.  The SoHo Device is designed to function over any Broadband Access connection that meets AT&T’s criteria for the SoHo feature.  AT&T under this Service offering is not responsible for the performance or installation of these Broadband Access connections (including any AT&T broadband service other than AT&T DSL ordered hereunder) when they are used with the Service.  AT&T provides certain support for the elements of the Service it directly provides to a Customer via this Service offering, including the ongoing monitoring and maintenance of the VPN portions of the Service.  A surcharge may apply for Customers who use Alternate ISPs to access the Service.

CROSS REFERENCE

AT&T Business Internet Service located at http://new.serviceguide.att.com/ 
AT&T Business DSL Service located at http://new.serviceguide.att.com/ 
AT&T MIS and GMIS Service Guide located at http://new.serviceguide.att.com/ 
Alternate Internet Access and Egress Out of Band Management

As stated previously, the Customer must always provide a POTS line for out-of-band monitoring and management at all locations using Alternate Internet Access for Dedicated Access (via the modem provided and managed by AT&T). This is required for all applicable AT&T CPE bundles, independent of whether Internet Access or Egress is provided by AT&T or another ISP. This POTS line must be available on a 24x7 basis in order to allow AT&T support personnel to reach the VPN Gateway and/or any ancillary equipment at any time.  The Customer agrees to ensure (i) that the POTS line is not disconnected and (ii) that the POTS line is not used or changed, in any way, for any other purpose.  The POTS line serves as a back-up access mechanism.

Management and Maintenance of Alternate Internet Access

When an Alternate Internet Access provider is utilized, AT&T’s management and maintenance of the site is restricted to the VPN portion only.  AT&T will not provide maintenance for any Alternate Internet Access link, and will not manage the Alternate Internet Access provider for the Customer.

Alternate Internet Service Providers
AT&T offers AT&T provided broadband for VPN Users using the Client in select countries.  If the Customer wishes to use alternative Internet Access, the Customer must arrange for the contracting, procurement and support of such services, undertake additional responsibilities with respect to such access, and incur additional charges.  

Customer and User may not use the Service where such use violates any agreement, usage policy, service description or directive from any Alternate Internet Service Provider (ISP).  If at any time AT&T determines in its sole discretion that the Customer’s/User’s use of the Service violates any agreement, usage policy, service description or directive from any Alternate ISP, AT&T reserves the right to terminate the Service without any notice to the Customer/User.

AT&T will not provide any support or assistance for any service(s) provided by an Alternate ISP.  Customer is required to seek all help and support from the Alternate ISP for any problems or issues that arise with any service(s) provided.  In addition, AT&T will not trouble shoot any problems or issues which may arise with Customer’s service once it determines that the issue or problems are in any way related to the service provided by an Alternate ISP for the site in question.  Customer is solely responsible for any results obtained from the services provided by an Alternate ISP.
Customer Contractual Responsibilities for Alternate Internet Service Provider

If Customer wishes to use an Alternate ISP, the Customer must first ensure that such use is not restricted or in conflict with any provision of its contract for dedicated Internet access or any of the Alternate ISP's regulations such as its Acceptable Use Policy.  The Customer must ensure that the Alternate ISP allows IPSec, ICMP (Internet Control Message Protocol), and any other required traffic across its connections.  In addition, any service level agreements or service targets which may be available for the Service shall not apply to any of the sites that use an Alternate ISP.  

CROSS REFERENCE:

Acceptable Use Policy under General Provisions Service Guide
Backup Options
Dial Backup is supported on the SoHo High End CPE (AT&T NetGateTM).  A Customer provided phone line is used for the Dial Backup option that will be used only when the SoHo High End CPE loses primary connectivity with a Site.  The Customer will incur additional usage fees, including an 800 surcharge if a toll free number is used.
For ISDN dial backup it should be noted that the Customer should take care for the external ISDN terminal adapter and PCMCIA connectivity to the terminal adapter.

Cellular services can be used as a transport (either primary or backup).  These charges are based on data transmission in accordance with the plan contracted by the cellular provider (AT&T or other).

Alternate Internet Service Provider 
For any locations where the Customer does not order AT&T Managed Broadband as allowed under this Service, the Customer is responsible for arranging the procurement and support of the broadband access from an alternate ISP over which the Service will be deployed and managed via the AT&T SoHo IPSec device.  The AT&T SoHo device is designed to function over any broadband access connection that meets AT&T’s criteria for the SoHo feature.  AT&T under this Service offering is not responsible for the performance or installation of these broadband access connections (including any AT&T broadband service other than AT&T Managed Broadband ordered hereunder) when they are used with the Service.  AT&T provides certain support for the elements of the Service it directly provides to a Customer via this Service offering, including the ongoing monitoring and maintenance of the VPN portions of the Service. 

Service Monitoring/Alert Notification

The following options are available as optional setup with the SoHo solution.

Service Alert Notifications
AT&T provides a service monitoring and alert notification for an AT&T SoHo device.  This service option is limited and is only offered to SoHo sites in geographies in certain countries.  AT&T provides support via a 24x7 management center that regularly checks the network health of all AT&T SoHo devices on a periodic basis.  In the event that AT&T notices any behavior of the device outside of normal prescribed parameters established by AT&T for normal operations or a failure of the AT&T SoHo Device to respond, AT&T platforms will generate an automated alert.  This triggers an email notification to the CPOC for information, the CPOC must decide if the alert is related to a real operational issue, and to begin trouble resolution by contacting the AT&T help desk.  If the CPOC does not respond after 24 hours, AT&T will cancel the alert.  Troubles attributable to the AT&T SoHo Device will be handled by AT&T; all other issues such as, but not limited to, Broadband access or any other service not provided under this Service will be forwarded to the Customer.
Service Monitoring Options
AT&T provides basic SNMP read only on AT&T SoHo devices and supports NetFlow management data on the AT&T NetGateTM.  Customers are responsible for providing and managing the monitoring servers that accept this type of device management traffic.

Additional Service Features included in Monthly Recurring Charges

Additional Service features are a part of the Service and do not require any additional monthly charge, however a one-time setup charge maybe applied.  They apply to the Single User remote access part of the Service or to the multi user SoHo part of the Service or both.  A few of the additional features are Customer Point of Contact, Remote Access End User Support, SoHo feature Support, User Authentication, Internet Protocol Addressing, SoHo Routing Protocol, Multiple VPNs per Single Account Code, Access Control Lists, Dual Access, and Private Network Connection.
Customer Point of Contact

Customer must designate, in writing, one CPOC that will act as the primary account Service Administrator.  The Customer may also designate a second or Alternate CPOC to act as a backup Service Administrator.  It is required to have at least one CPOC contact per region.  Customer should contact the AT&T sales representative for the Service CPOC guide.

CPOC means where the Customer designates a single Customer Point of Contact, either one of its own technically skilled employees or its technical support department, to provide direct User (or tier 1) support for the Service.  The CPOC will be the interface for the AT&T Customer Care (tier 2) organization for all support provisioning and implementation issues related to the Service.

In addition, Customers with Service in multiple countries may wish to designate CPOCs within each country for certain Sites, or at each Site in countries other than the country where a Customer's central CPOC exists, to provide support for the Service at such Sites.  
For the SSL feature, the Customer may designate up to eight (8) CPOCs.
Remote Access End User Support

Direct help desk support is provided by the CPOC.  AT&T will provide the following information to the CPOC. 
· Information regarding the operation and status of the Service.

· Trouble identification and trouble referral for Users.

· Technical support using the Client.  Individual users of the Client should contact the CPOC for support.
Small Office/Home Office Support
The SoHo feature support is provided by the CPOC.  The SoHo feature support includes, but is not limited to, the following elements:

· Providing information regarding the operation and status of the Service.

· Providing trouble identification and trouble referral for AT&T CPE.

· Providing technical support for AT&T CPE.

· Providing technical support for AT&T CPE sites which have issues with connectivity at sites where AT&T Managed Broadband is being used.

Support for SoHo features does not include any Service issues involving or regarding:

· Any third party connection. 

· Any local LAN connection or VPN problems of devices or end users connected behind the AT&T CPE point of demarcation.  The point of demarcation for the Service is behind the Ethernet Port of the SoHo CPE. 

User Authentication Options
Every User ID is used in conjunction with the Client to provide VPN access to the Customer’s private network based on APS or MPLS.  The Customer can choose one of the following options for User ID management:

(i)
AT&T registered User IDs:  AT&T will provide one ID per VPN User.  Each User ID will be profiled and managed by AT&T using AT&T’s Authentication, Authorization, and Accounting (AAA) system.  User IDs are supported by the AT&T DRF self-service tool available to Customers for User ID administration. 

(ii)
Unregistered User IDs: Customer creates and manages User IDs on their own authentication server.  AT&T will proxy the authentication request from the Client to the Customer managed authentication server.  Supported Customer authentication server types are listed below:

A one-time charge may apply for the setup of the “Unregistered User ID” Authentication server definitions within the AT&T network environment.  Additional charges may apply when user authentication is proxied to a Customer managed authentication server.
Internet Protocol Addressing

Both Dynamic and Fixed IP addressing are supported.

Dynamic IP addresses may be:  (i) ordered and managed by AT&T; or (ii) Customer may elect to provision and manage their dynamic IP addresses via their own DHCP server.  However, the Customer must understand that a dynamic IP addressed site will not be monitored for the high end or VPN Gateway connections.  If a dynamic IP addressed site fails, the Customer will need to report the trouble to the AT&T Global Customer Support Center, who will then do the troubleshooting on the site for which the Customer called.  Static IP addressed sites will continue to be monitored as standard for the high end or VPN Gateway connections.
Fixed IP addresses are provided to AT&T by the Customer such that AT&T shall pass out the same Customer remote access user or VPN device site unique IP address each and every time that user or site uses this Service.

Multiple Virtual Private Networks per Single Account Code

This Service supports the provisioning of multiple VPNs within a single account code.  VPN mapping is performed at the individual User ID level.

Access Control Lists
Customers may provide access control lists (ACL's) to AT&T for both dial and broadband users.  AT&T will then monitor such user access.  When a Customer connects to the network, the Customer's network traffic can be limited by ACL's. Traffic sent to an address outside of the ACL's can be sent to the Internet (if split tunneling is enabled on a secure Service) or it will be discarded. 
Dual Access
Split Tunneling (also known as “Dual Access”) capability allows packets destined for IP addresses outside those in the authorization list to be sent to the Internet.  If Split Tunneling is not requested, the Client will discard the packets outside those in the authorization list.  The built-in firewall facility in the Client helps to protect the VPN User from the Internet.  This functionality examines each IP packet received by the Client from the Internet, determines if it is unsolicited and, if determined to be unsolicited, it is discarded.  An algorithm combining a rolling list of recently contacted remote hosts determines a packet’s solicitation status.

Dual access is supported for:

Single user with the Client

AT&T NetGateTM SoHo device

Remote Access 
The Remote Access VPN feature provides support for dial, Wi-Fi, Wired Ethernet and broadband connectivity from remote locations to an AT&T-supported VPN Gateway.  These network connections can be secured using either the IPSec and/or SSL protocols. These secure connections are terminated using VPN Gateways which shall be located at the Customer-designated Hub site, which may co-reside with a corporate LAN or the corporate intranet. 

A key component of the Remote Access service is the AT&T Global Network Client, which is software distributed by AT&T that enables the user to perform several functions, including: 
1) initiate a connection to the AT&T-supplied dial, Wi-Fi, and wired Ethernet access points, 
2) initiate a connection to an existing broadband connection (either AT&T-provided or third party), 
3) initiate a secure IPSec connection to a VPN Gateway, and 
4) utilize an integrated software-based firewall, which is designed to shield the remote user’s computer from unauthorized inbound access from the Internet. The use of this firewall is Customer-selectable. 

AT&T Wired Ethernet feature refers to the access to the Service by Customer or Users via Wired Ethernet connections provided by AT&T's suppliers.

AT&T Wi-Fi feature refers to the access to the Service by Customer or Users via HotSpots provided by AT&T's suppliers.

HotSpot means an 802.11 Wi-Fi platform point of presence for Internet access.  A HotSpot is a Wi-Fi POP.
Remote Access Options
Remote access options include Traveling User Support/Global Roaming, Extended Access, Wi-Fi Access, Wired Ethernet Access, and Wireless Access for an additional charge.

Traveling User Support (i.e., Global Roaming)
Out of region roaming, also referred to as the "AT&T Traveling User Support Option", is intended to allow Users to access the Service when traveling to selected countries where there is a relationship established with affiliates and other local service providers.  The Traveling User Support Option provides remote access in the countries that support global network traveling Users.  Users of the Traveling User Support Option are charged on an hourly basis, when they connect to AT&T's network from a region different than where they are registered for the Service.  AT&T has service within: (1) Asia Pacific, (2) EMEA, (3) Latin America, (4) North America (US, Canada) and (5) China.  AT&T may change or modify the countries contained in these regions, or add or delete regions, at its option and in its sole discretion, immediately upon posting such changes to this Service Guide. 

The Traveling User Support Option is designed to allow Users to access the Service on an occasional basis when they travel outside of their home country.  If the Traveling User Support Option is required for an extended period, for example, longer than a month of consecutive use or more than three months in a year, a local account ID and User ID must be obtained from the AT&T entity in that country.  AT&T reserves the right to further define what constitutes occasional use and may revise these guidelines from time to time immediately upon posting such changes to the Service Guide. 

When using the Service, Customer is responsible for compliance with all applicable laws in the jurisdictions in which the Service (including any of its features) is used.  In certain countries, Customer may be deemed to the importer of technology (e.g., the Client software).  This technology includes encryption software that may be subject to restrictions with respect to its importation and/or use in certain countries.  Customer agrees that it and/or its Users will not attempt to import such technology into any countries where AT&T does not offer the Service.  Any violations of this provision shall entitle AT&T to immediately terminate Customer's Service Agreement.  Customer is responsible for local country dial telephone access charges as applicable.  Customer will also incur the applicable charges that are associated with the application, and services Customer uses.  Customers will incur the applicable roaming charges when accessing AT&T managed dial facilities in regions other than the home region where the User ID is registered.
Restrictions on Usage
Users visiting countries served by AT&T and the providers with who AT&T has roaming arrangements with can access the service via the Traveling User Support Option.  Traveling users visiting countries not served by AT&T or its roaming providers may be able to access the Service via the Extended Access Option.

The Traveling User Support Option, also know as "Out of region roaming", is provided as set forth herein.  As part of the Service, AT&T may add or remove access to any individual POPs, including the POPs in an entire country, from time to time and without prior notice to Customers of the Service.  Furthermore, the option may not be available in all countries where AT&T or its roaming providers have POPs.  Customer will also incur the applicable charges which are associated with the application and services Customer uses.  Customers may not make use of this Option for an extended period (i.e., longer than one month or more than three non-consecutive months in one year).  This Option is subject to the terms and conditions contained in the agreement. 

Furthermore, the Option is not available in all countries where AT&T provides Service, notwithstanding the fact that telephone numbers for certain local service providers in such countries may be listed in the Client used with the Service. 
In countries where the Traveling User Support Option is unavailable tunnel encryption used by the Client is not allowed, Customers may use the Service using Dial Remote Access via L2TP Tunneling feature.  However, it is Customer’s Users’ responsibility to select the appropriate form of encryption for that country.
Toll-Free Access
The Toll-Free access or 800-dial access is an optional feature, where the Customer establishes a connection by placing an "800" number (Toll-Free) call (where available and subject to surcharge) to one of the designated AT&T POPs.  The Customer does not incur any local dial tariffs from the local carrier; instead the Customer will incur a surcharge for AT&T.

The Toll-Free access or 800-dial access numbers are shown in the Client phonebook as access restricted phone numbers.  The Customer profile for the User ID must be enabled to enable the Toll-Free access via these numbers.  AT&T may change the list of countries available without prior notice to the Customer.
For all other counties, Toll-Free can only be used as a roaming option only (i.e., there is no Toll-Free service available in that particular country where a User is located). 

AT&T Extended Access Feature, Wi-Fi Access Feature, and Wired Ethernet Feature 

The AT&T Extended Access, Wi-Fi feature and Wired Ethernet feature provides access to selected POPs and HotSpots through AT&T's affiliate, AT&T Global Communications Services Inc., pursuant to Customer's Service agreement.   

Extended Access and Connectivity Description

AT&T provides both the Extended Access feature and the connectivity features to Customers.  The Extended Access feature and the connectivity features utilize POPs from locally authorized ISPs in the countries where these portions of the Service are available.  The Extended Access feature and the connectivity features are only provided via POPs that are owned and operated by non-AT&T affiliated third party entities.  AT&T has no control nor provides any management or oversight of such third party POPs Extended Access and the connectivity features are not available to those Customers that do not use the Client to access the Service. 

In order to gain access to the POPs in the countries available with the Extended Access or connectivity features the individual user is required to have the most recent version of the Client.  Upon Customer's request, AT&T will provide the latest version of the Client to the CPOC. 

In order to view Extended Access and/or Connectivity numbers displayed in the Client, Customer's User ID must be enabled for the Extended Access feature and/or the connectivity features. AT&T suggests that Customer retrieve the most current POP list before traveling by selecting the menu arrow and then checking for updates once the Client is launched. 

Access speeds are dependent upon the quality of the telephone line, LAN, Wired Ethernet Connection or HotSpot and the equipment located in such countries.  A list of the cities, phone numbers, HotSpot and locations of each POP will be identified in the then current software-based POP list available from AT&T for use with the Extended Access feature and the connectivity features, which list may be updated from time to time without prior notice to Customer.  Service Level Agreements (SLAs) are not applicable to the Extended Access feature and the connectivity features. 

Customer may only use the Extended Access feature via the POPs that AT&T makes available with the Service.  Customer may not use Extended Access feature via any other POPs.  AT&T may charge Customer additional amounts on the basis of the costs and expenses that AT&T incurs in connection with Customer’s usage of the Extended Access feature or the connectivity features at any other such POPs.  AT&T may add or remove access to the POPs used for the Extended Access feature and/or the connectivity features (or change the website on which they are identified), including adding or removing the access to POPs in an entire country or group of countries from time to time and without prior notice or liability to Customer. 

If Customer or Users need access to the Extended Access feature and the connectivity features for Intensive Use from a country where AT&T has an entity or a local service provider and makes the Service generally available to Customers in such country, Customer must obtain a local account ID and User ID from the AT&T entity in that country, provided that the Service is available to local Users with local User IDs in that country. 

Intensive Use, with respect to the Traveling User Support Option and the Extended Access feature, means an extended period as determined by AT&T (i.e., longer than a month of consecutive use or more than a total of three months in a year).  AT&T reserves the right to further define what constitutes Intensive Use and may revise these guidelines from time to time.
The Extended Access feature provides access to the Service by Customer or Users via dial connections provided by AT&T's suppliers.  The AT&T Wi-Fi feature functions through broadcast radio wave transmissions between Customer and the nearest HotSpot.  The AT&T Wired Ethernet feature functions through a LAN established at a given location, between Customer’s or a User’s device and a Wired Ethernet enabled POP.  Use of connectivity features may allow others to gain unauthorized access to a device or monitor or intercept the data transmissions to or from the device. 
AT&T Extended Access Feature
Customers appropriately registered in selected countries may access the Service via dial connections provided by AT&T's Suppliers (Extended Access).  The Extended Access feature adds dial access capability for traveling users to additional countries through the use of a third party relationship.  

AT&T Wi-Fi Feature
The AT&T Wi-Fi provides Customers access of the Service to transport data between a properly configured device and the Service by connecting to designated HotSpots.
There are four Wi-Fi Zones (the area where a POP is located for billing purposes for the Remote Access feature):

Wi-Fi USA Zone 1: roaming hotspots in the United States

Wi-Fi Zone 2: roaming hotspots in countries outside the United States, except Western Europe

Wi-Fi USA Zone 3: AT&T-branded hotspots in the United States 

Wi-Fi Zone 4: roaming hotspots in Western Europe.  NOTE: Western European countries include Austria, Belgium, Denmark, Finland, France, Germany, Greece, Ireland, Italy, Luxembourg, Netherlands, Norway, Portugal, Spain, Sweden, Switzerland, and United Kingdom.

The AT&T Wi-Fi feature works as follows: A User's device makes an initial connection by detecting a HotSpot via the 802.11 Wi-Fi card supplied by Customer or a User, and such User is then authenticated by AT&T's systems and connected to the Service.  Access speeds for the Wi-Fi feature will vary and are dependent on many factors, such as the type of equipment used by Customer or Users. 

Customers appropriately registered in their home country may also access the Wi-Fi feature while traveling outside their home country (in countries where HotSpots are available) through the use of a third party relationship that utilizes HotSpots from locally authorized ISPs.  The Wi-Fi feature is provided via HotSpots that are owned and operated by non-AT&T affiliated third party entities.  AT&T is not responsible for the performance, interoperability or interconnection of such third party HotSpots. 

HotSpots are maintained in the Client. 
SLAs are not applicable to the Wi-Fi feature. 

Customer is solely responsible for the following: 

· The selection, purchase, programming, configuration and updating of any device used with the AT&T Wi-Fi feature, including the application of management and security procedures the Customer deems appropriate to protect Customer’s or End User’s information, such as application logon security. 

· The maintenance, monitoring, performance and compatibility of any device with the connectivity features. 

The performance of the AT&T Wi-Fi feature may: 

· Degrade or fluctuate during a Wi-Fi Session (the period of time between when a User logs in to the Service via a Hotspot and logs out from the same HotSpot, based on the environmental or structural conditions of the HotSpot used by User. 
· Degrade or fluctuate during a Wi-Fi Session as the device moves about within the coverage area of the HotSpot used by Customer. 

· Cease to function if the device moves outside the range of a HotSpot. 
AT&T Wi-Fi Combination Plans

In the United States, Wi-Fi Combination Plans ("Combo Plans") and Flat Rate Plans are available to all registered Users.  The details of each plan are more fully described below.

· Standard Flat Rate Combo Plan

· 50 Hour 2 & 4 Flat Rate Combo Plan 

· 50 Hour 4 & 8 Flat Rate Combo Plan

· 100 Hour 5 & 10 Flat Rate Combo Plan

· 150 Hour 6 & 12 Flat Rate Combo Plan

· 150 Hour 8 & 14 Flat Rate Plan
· 23 Hour 6 & 12 Flat Rate Plan

· The Unlimited Flat Rate Plan

*NOTE: Surcharges and overage charges for usage in excess of plan amounts may also apply.

For Customers located outside of the United States, the 50 Hour 2 & 4 Flat Rate Combo Plan is available as a standard plan.  Other Flat Rate Combo Plans may be provided to such Customers on an individual case basis.  

	Wi-Fi Flat Rate Combo Plans

	Plan Type
	Territory
	Plan Usage allotted 
per User ID Per Month
	Usage in excess of allotted per User ID Per Month

	Standard Flat Rate Combo 50 hour 
2 & 4 Plan
	Outside USA
	50 hour dial access connect time (including total ISDN B channel connect time), two (2) Wired Ethernet Days and four (4) Wi-Fi Sessions are invoiced at a fixed monthly charge per User ID plus applicable surcharges.
	Each excess of 50 hours dial access connect time, each Wired Ethernet Day in excess of two (2) and/or each hour of Wi-Fi usage after four (4) Wi-Fi Sessions is invoiced at the Overage Charge per User ID per month plus applicable surcharges.

	50 Hour 4 & 8 Flat Rate Combo Plan 
	USA
	50 hour dial access connect time (including total ISDN B channel connect time), four (4) Wired Ethernet Days and eight (8) Wi-Fi Sessions are invoiced at a fixed monthly charge per User ID plus applicable surcharges.
	Each excess of 50 hours dial access connect time, each Wired Ethernet Day in excess of four (4) and/or each hour of Wi-Fi usage after ten (10)Wi-Fi Sessions is invoiced at the Overage Charge per User ID per month plus applicable surcharges

	100 Hour 5 & 10 Flat Rate Combo Plan
	USA
	100 hour dial access connect time (including total ISDN B channel connect time), five (5) Wired Ethernet Days and ten (10) Wi-Fi Sessions are invoiced at a fixed monthly charge per User ID plus applicable surcharges.
	Each excess of 100 hours dial access connect time, each Wired Ethernet Day in excess of five (5)and/or each hour of Wi-Fi usage after eight (8) Wi-Fi Sessions is invoiced at the Overage Charge per User ID per month plus applicable surcharges.

	150 Hour 6 & 12 Flat Rate Combo Plan
	USA
	150 hour dial access connect time (including total ISDN B channel connect time), six (6) Wired Ethernet Days and twelve (12) Wi-Fi Sessions are invoiced at a fixed monthly charge per User ID plus applicable surcharges.
	Each excess of 150 hours dial access connect time, each Wired Ethernet Day in excess of six (6) and/or each hour of Wi-Fi usage after twelve (12) Wi-Fi Sessions is invoiced at the Overage Charge per User ID per month plus applicable surcharges.  

	150 Hour 8 & 14 Flat Rate Combo Plan
	USA
	150 hour dial access connect time (including total ISDN B channel connect time), eight (8) Wired Ethernet Days and fourteen (14) Wi-Fi Sessions are invoiced at a fixed monthly charge per User ID plus applicable surcharges.
	Each excess of 150 hours dial access connect time, each Wired Ethernet Day in excess of eight (8) and/or each hour of Wi-Fi usage after fourteen (14) Wi-Fi Sessions is invoiced at the Overage Charge per User ID per month plus applicable surcharges.  

	23 Hour 6 & 12 Flat Rate Combo Plan 
	USA
	23 hour dial access connect time (including total ISDN B channel connect time), six (6) Wired Ethernet Days and twelve (12) Wi-Fi Sessions are invoiced at a fixed monthly charge per User ID plus applicable surcharges.
	Each excess of 23 hours dial access connect time, each Wired Ethernet Day in excess of six (6) and/or each hour of Wi-Fi usage after twelve (12) Wi-Fi Sessions is invoiced at the Overage Charge per User ID per month plus applicable surcharges

	2009 US Based Unlimited Plan
	USA
	The plan includes unlimited access to local and ISDN analog Dial, Wi-Fi Zones 1 & 3, and Wired Ethernet Zone 1 in the US for US BASED USERS ONLY.  Surcharges apply for Globally Roaming and Toll-Free 800.  Usage based charges apply for Wi-Fi Zones 2 & 4 and Wired Ethernet Zone 2.
	Not Applicable

	2010 Unlimited Plan Covering US and Non US Based Customers
	USA + MOW
	The plan which includes unlimited WiFi, Wired Ethernet, and Dial worldwide in the US and non-US based users.  MOW accounts may require special country billing arrangements.
	Not Applicable


AT&T Wired Ethernet Feature
The AT&T Wired Ethernet feature allows Users to access the Service using a properly configured Client via Wired Ethernet Connections to AT&T Ethernet-enabled POPs.

The AT&T Wired Ethernet feature works as follows: A User's client software makes an initial connection to an AT&T Ethernet-enabled POP through a Wired Ethernet Connection via a standard (802.3) wired Ethernet card and an appropriate Ethernet cable supplied by Customer or a User, and such User is then authenticated by AT&T's systems and connected to the Service. Access speeds for the Wired Ethernet feature will vary and are dependent on many factors such as the type of equipment used by Customer or Users. 

Customers may utilize the Wired Ethernet only at the locations where AT&T makes the feature available.  The Wired Ethernet feature is only available via access points that are owned and operated by non-AT&T affiliated third party entities.  AT&T is not responsible for the performance, interoperability or interconnection of or with such third party access points.  A list of cities and Ethernet-enabled POPs, as well as Wired Ethernet access points is identified in the current software-based POP list.  This list is available from AT&T for use with the Wired Ethernet feature, which may be updated from time to time without prior notice to Customer.  AT&T does not warrant the availability of any Wired Ethernet access points.

SLAs are not applicable to the Wired Ethernet feature. 

There are two Wired Ethernet zones:
· Wired Ethernet Zone 1: roaming locations in the United States

· Wired Ethernet Zone 2: roaming and AT&T-branded locations in countries outside the United States
Wireless Access Feature
The Wireless Access feature allows Users to transport data between a properly configured remote user device and the Service across designated public packet switched mobile wireless data networks (Wireless Networks).  The Wireless Access feature may not be available in all areas or through all mobile wireless data carriers because not all wireless networks are compatible with and/or permit access to the Service via the Wireless Access feature.  AT&T will provide a then current list of such wireless networks upon request.  AT&T may change the list of wireless networks with which the wireless access feature may be used at any time without prior notice. 

Customers are responsible for obtaining and paying for wireless network services and for providing their own wireless modems, which are compliant with such wireless networks.  Wireless modems are used in conjunction with the properly configured remote device to establish a connection across the wireless network directly to the Service.  There is a fixed charge per User per month for the wireless access feature.  Customer must notify AT&T at least 30 days in advance if Customer desires to switch to a different wireless network, and AT&T will notify Customer if any additional limitations or restrictions that might apply to use of the Wireless feature with such different wireless network.

The Wireless Access feature may also be used when a User is permitted to roam outside of his "home network" (i.e., the wireless network that is designated by AT&T for use with the wireless access feature).  This form of access is not defined as "roaming" by AT&T because the User traffic is routed back to the Service via the interconnection between the roaming network and the Customer’s home wireless network.  This is similar in manner as traffic generated by the Customer while connected in the home wireless network.  AT&T does not charge Users roaming surcharges for this type of usage.  Users are responsible for ascertaining that the required roaming agreements are in place between Customer’s wireless networks and the roaming wireless network and that access to the Service is possible from every roaming wireless network User wishes to use.  Users are also responsible for obtaining and paying for any roaming wireless network services. 

The Extended Access feature and ISDN and DSL access are not currently available with the Wireless Access feature. 

The Wireless Access feature requires the communication and exchange of data, including the User’s mobile telephone subscriber number, across the respective networks.  Such data exchange is required for AT&T to provide, operate, maintain, and invoice for its Services, for AT&T to comply with the rights and obligations set forth under the Agreement, and for AT&T to comply with applicable law.  The Customer and Users agree that AT&T may transfer such data to AT&T Affiliate and other third parties in any country, whether or not such country is a member of the European Union and Japan.  To the extent that such data comprises data about persons (for example, contact names), the Customer (or Users) agrees and undertakes it as his obligation to (i) inform those persons of the type of data and the purpose for which such data is processed, disclosed to and used by AT&T and (ii) obtain their informed consent to such processing and/or use.

The Minimum Payment Period (as defined in Customer's Service Agreement) for the Wireless Access feature is 12 months.  Customer must pay the monthly recurring charges for the feature for a minimum of 12 months from the Activation Date or Rate Effective Date even if Customer disconnects the feature prior to the expiration of the Minimum Payment Period.  After the initial 12 month period, the feature may be terminated effective 30 days after notice to AT&T without liability, other than for charges for the feature incurred through the effective date of termination.

The performance of the Wireless Access feature may:

· Degrade or fluctuate during a connection session, based on the environmental or structural conditions of the Wireless Network node used by Customer or User.
· Degrade or fluctuate during a connection session with a Wireless Network node as Customer or a User moves about within the coverage area of a Wireless Network node.
· Cease to function if Customer or a User moves outside of the range of the Wireless Network used by Customer or User.

Customer is solely responsible for the following: 

· The selection, purchase, programming, configuration and updating of any device used with the Wireless Access feature, including application of management and security procedures the Customer deems appropriate to protect Customer’s or End User’s information, such as application logon security and encryption of data.  

· The maintenance, monitoring, performance and compatibility of any remote user device with the Wireless Access feature.

The Wireless Access feature involves use by Customer and Users of third party Wireless Networks and/or services.  AT&T is not responsible for the performance, interoperability or interconnection of or with such third party services or networks in any way.
Remote Access Price Plans

Dial Access

The following Dial Price Plans are available where noted:

Hourly Plan

Monthly Plan(s) 

Customers select their plan of choice, and all User IDs under each Customer account must share the same plan.  All of the User ID Price Plans exclude surcharges as well as Extended Access and Connectivity Features usage, where available.  For all User ID Price Plans, the applicable surcharges include, but are not limited to, ISDN local dial access surcharges, "800, 8xx, or Toll-Free" number dial access surcharges, ISDN "800, 8xx, or Toll-Free" number dial access surcharges and out of region roaming/Traveling User support surcharges.
User ID Price Plans

The User ID Price Plans are available in selected countries (not all plans are available in all countries).
Hourly Plan

Under the Hourly Plan, all of the connection time for a User ID is invoiced based on a per hour charge, plus all applicable surcharges.  The per hour charge depends on the type of usage, such as local dial access or local ISDN dial access per B channel connect time.  

50 Hour Per Month Plan

The first 50 hours of local dial access connection time (including total ISDN B channel connect time) per User ID is invoiced at a fixed monthly charge, plus all applicable surcharges. Each hour of local dial access connection time in excess of 50 hours for each User ID shall be invoiced at the excess local dial access rate hourly rate, plus any applicable surcharges. This plan is not available in the United States or Canada.  The VPN Management Fee is included in the 50 Hour Plan.  Use of the Extended Access feature and the Connectivity Features does not count towards the 50 hours allotted to this plan.  Sharing of User IDs and multiple connections under a single User ID is strictly prohibited.  
150 Hour Per Month Plan

The first 150 hours of dial access connection time (including total ISDN B channel connect time) per User ID is invoiced at a fixed monthly charge, plus all applicable surcharges.  Each hour of local dial access connection time in excess of 150 hours for each User ID shall be invoiced at the excess local dial access rate hourly rate, plus any applicable surcharges.  The VPN Management Fee is included in the 150 Hour Plan.  Use of the Extended Access feature and the Connectivity Features does not count towards the 150 hours allotted to this plan.  Sharing of User IDs and multiple connections under a single User ID is strictly prohibited.

Combination Plan

The Combination Plan offers a bundle of dial access hours, Wi-Fi Sessions and Wired Ethernet Days for one fixed monthly charge.  The standard Combo Plan includes 150 hours of dial access, 6 Wi-Fi Sessions and 3 Wired Ethernet Days.  Other combinations are available through the Special Bid process.
AVTS Small Office/Home Office (SoHo) Site to Site Feature 

SoHo Site-to-Site VPN Feature

The SoHo Site-to-Site VPN feature provides support for secure communications between locations (typically, small branch offices and other small office, home office locations) and an AT&T-supported VPN Gateway at a Customer-designated Hub site.  Connectivity between these remote locations and the Hub site is via broadband access, dedicated (e.g., T1) or dial access.  This connectivity can be provided by AT&T or by a third party.  AT&T’s broadband Internet access is known as AT&T Business DSL service.   In addition, AT&T also delivers DSL service through a re-sell arrangement noted as AT&T 3rd Party DSL Service.  AT&T’s dedicated Internet Access service is known as follows:  AT&T Managed Internet Service (AT&T MIS) and AT&T Global Managed Internet Service (AT&T GMIS).   AT&T Dial Service is known by AT&T Dial or AT&T Dial Business Internet Service.   AT&T's dial-up Internet Access connectivity to AT&T Customers is not the same service as AT&T Business Internet Service (BIS), though it uses the same network components as that service. 
Broadband Sites use an AT&T-provided device, currently known as the AT&T NetGateTM or the SoHo Cisco CPE device in order to initiate secure connections to the VPN Gateway.  

This Service feature employs IPSec tunneling with DES and 3DES encryption (where available) to enable Customers to send and receive information between SoHo Spoke Sites and a central Hub Site, which are connected to the Internet.  

Small Office/Home Office Site to Site Option

The SoHo Site to Site Option is available for Customers who wish to create a virtual private network using IPSec technology between Small Office/Home Office users with Broadband Access and a Customer Hub location.  The Customer can choose between the Cisco ASA (available only in certain countries), AT&T SIG, Cisco 3000 (available only in certain countries) or Nortel Contivity (available only in certain countries) for the VPN Gateway at the Customer Hub site.  The SoHo Site to Site feature is available in select countries and only supports a Spoke to Hub architecture.  Direct Spoke to Spoke VPN connections are not supported with this feature but are supported with the High End Site to Site feature.  Some restrictions apply - please check the Country Unique Terms for additional details.
AT&T provides each Customer’s Spoke Site with a SoHo Device in order to establish an IPSec Tunnel between the Hub Site and Spoke Site.  The Spoke Site will have connectivity to the LAN or devices connected to Customer’s Hub Site.  SoHo Devices are provided and managed by AT&T. These hardware devices connect to the Customer's LAN or PC (per Customer’s choice) and to AT&T Managed Broadband, AT&T MIS or Customer-provided Alternate Broadband Access via an Ethernet interface.  The devices are shipped to the Customer for self-installation unless professional installation and maintenance options are selected.

This Service is available either as a stand-alone Service, where the Customer is required to supply its own Broadband Access in order to make use of the service, or bundled with AT&T DSL Internet Service or AT&T MIS Service with Managed CPE (available only in certain countries).  If the Customer orders AT&T DSL or MIS Service, both the DSL, MIS and the managed IPSec services will be ordered off the same contract, and central technical support for both AT&T DSL, MIS and the IPSec Services will be provided.  If AT&T DSL or MIS is not available or Customer chooses to not order AT&T DSL or MIS, the Customer is required to purchase suitable Broadband Access from an Alternate ISP to use with the SoHo Site to Site feature, in order for the feature to function.

Note that the SoHo Device may be shipped to Customer in several ways, i.e., either in bulk to a centralized point of contact in a country for all locations within such country, or directly to the User.  As noted, the standard service requires that Customers assume responsibility for the correct physical installation of the AT&T CPE while AT&T provides the network configuration and overall management for the Service.  The service does provide professional on-site service options in certain global regions for Customers that would like AT&T to assume responsibility for on-site install or onsite troubleshooting. When AT&T provides professional installation (re-installation) of the AT&T SoHo Device, AT&T’s installation tasks are limited to those set forth in the AT&T’s installation procedures provided to the Customer inside the SoHo device packaging.  AT&T will not provide wiring, shelving, testing or other function not necessary (as determined by AT&T) in the course of a standard installation..  AT&T does provide support to Users for the installation of the AT&T SoHo Device via telephone; support of end-users at locations using the SoHo Device is handled via the CPOC Model.  

AT&T offers a number of different models of SoHo Devices.  Connectivity is dependent on the Platform chosen:

	PLATFORM
	Cisco ASA VPN
	AT&T SIG
	Cisco 3000 VPN
	Nortel Contivity

	SoHo Hi-End (AT&T NetGateTM)
	Available
	Available
	Available
	Available

	SoHo-Cisco (800 Series EZVPN Mode)
	Available
	Not Available
	Available
	Not Available


By default, the SoHo Device is dynamically assigned an IP address at the time of connection from an Intranet IP pool selected by the Customer.  This IP address is used within the IPSec Tunnel and is recognized on the Customer’s internal LAN.  AT&T can also support Customer requirements for static IP addressing.  Additionally, the SoHo CPE can provide limited firewall-related functionality.
Standard Components for Small Office/Home Office Site to Site Feature

· The selected SoHo Device.  

· If AT&T Provided DSL or MIS is selected, the standard components available under AVTS Service.

· A VPN Gateway (Cisco ASA, Linux-based SIG, Cisco 3000 or Nortel Contivity, where available).

· If AT&T MIS or GMIS for endpoint access or hub egress is selected, the standard components available under AVTS Service.

· AT&T or Customer managed authentication for the SoHo Device.

Customer Requirements

· Dedicated Direct Internet Egress at the hub.  Customers can purchase AT&T MIS or GMIS for hub egress as part of the service, but priced separately.  If a Customer does not want AT&T MIS or GMIS, then the Customer must provide and support another provider’s dedicated direct Internet Egress. 

· A POTS line for out-of-band management of the hub service. 

· A POTS or ISDN line for dial/ISDN primary access or dial/ISDN redundancy of SoHo endpoint as may be required by service design.
Alternate Broadband Access  

For any locations where the Customer does not order AT&T provided Managed Broadband or AT&T MIS as allowed under this Service, the Customer is responsible for arranging the procurement and support of the Access from an Alternate ISP over which the Service will deployed and managed via the SoHo Device.  The SoHo Device is designed to function over any Access connection that meets AT&T’s criteria for the SoHo feature.  AT&T under this Service offering is not responsible for the performance or installation of these Access connections (including any AT&T broadband service other than AT&T Managed Broadband, MIS, GMIS, or dial ordered hereunder) when they are used with the Service.  AT&T provides certain support for the elements of the Service it directly provides to a Customer via this Service offering, including the ongoing monitoring and maintenance of the VPN portions of the Service.  In cases where the AT&T provided Access (DSL, MIS, GMIS, dial) was not purchased as a bundled package with the AVTS Service, Customer may be required to interact separately with that independent service and support operations. SoHo High End Devices are designed to accept both AT&T and Non-AT&T external wireless data cards to establish wireless data connectivity.  A list of wireless cards approved by AT&T for use with the SoHo High End Device is available from AT&T Sales Representative.  It is Customer’s responsibility to periodically request and check an updated list of wireless cards.
Small Office/Home Office Site to Site Options and Components

Authentication Options

A User ID is used in conjunction with the SoHo Devices to provide VPN access to the Customer’s VPN Gateway(s).  The Customer can choose one of the following options for User ID management:

1. AT&T can provide one User ID per SoHo Device.  Each User ID will be profiled and managed by AT&T, using AT&T’s Authentication, Authorization, and Accounting (AAA) system.
2. The Customer can decide to create and manage User IDs on their own authentication server.  In this case, AT&T will proxy the authentication request from the SoHo Device to the Customer managed authentication server.  Supported Customer authentication types are listed below:
RADIUS

SecurID over RADIUS protocol

Safeword over RADIUS protocol

Additional charges apply when the AT&T SoHo Device authentication is proxied to a Customer managed authentication server.

Concurrent Internet Access for the AT&T Small Office/Home Office Devices

Concurrent Internet Access (also known as “Split Tunneling” or “Dual Access”) capability allows packets destined for the Internet to be sent directly to the Internet without passing through the VPN Gateway.  AT&T will establish an authorization list which will contain all of the IP addresses for VPN Devices that are a part of the Customer’s VPN.  If Customer does not request Concurrent Internet Access, the SoHo Device will discard the packets being sent to IP addresses that are not in the authorization list.  There is no extra charge for the Concurrent Internet Access option.

Dial, Wireless Data or ISDN Back-up Redundancy (AT&T Small Office/Home Office Hi-End Device only)

The SoHo Hi-End Device (AT&T NetGateTM) provides an optional Dial/ISDN back-up function.  This function provides a V.90 interface and an AT&T Dial account to initiate a Dial/ISDN connection in the event of a failure of the Broadband Access at a Site.  The intent of this function is to provide a back-up option to maintain VPN connectivity and data transmission in the event of an outage (albeit at a lower bandwidth connection).  This option provides a listing of local and Toll-Free dial options with usage charges similar to those of the Remote Access feature of the Service.  Toll-Free dial is not available in all countries; please refer to Section 18, for Toll-Free dial availability by country.  

The AT&T Dial back-up function requires the Customer to separately provide and physically connect either a POTS line or an ISDN line (where offered and available) into the SoHo Hi-End Device.  If the professional install/maintenance option is ordered, AT&T will provide this physical installation in the course of the onsite install/re-install.  However, testing of the backup connectivity is not provided in the course of such standard professional install.  AT&T will charge the Customer for AT&T Dial back-up usage on a per access basis, in a similar manner to that specified for the Remote Access feature hourly plan.  Customers who select the ISDN Dial back-up function must also provide an ISDN terminal adapter and physically connect their ISDN terminal adapter to the serial port on the SoHo Hi-End Device.  The Customer may be required to perform some minor configuration on the SoHo Hi-End Device to enable the ISDN Dial Back-up option.

The AT&T Dial back-up option assumes that Customers have an AT&T local access number available for usage from a Customer's Site. For those Customers who do not have an AT&T local access number available at a given Customer Site, Customer may incur additional fees, including an 800, 8xx or Toll-Free surcharge, where this is offered and available.  Any User ID provided to the Customer by AT&T for Dial back-up purposes may only be used in conjunction with the SoHo Hi-End Device and only for back-up purposes.
Wireless data can also be used for back-up.  Specifics regarding this option are references in Section 6.5.  Please note that wireless data can not be used for both primary and back-up access concurrently on a single Soho Hi-End device.
Dial, Wireless Data or ISDN as primary (AT&T Small Office/Home Office Hi-End IPSec Device only)

The SoHo Hi-End Device allows for primary access via a dial, wireless or ISDN connection.  This will allow access from locations that do not have Broadband Access.  Specifics regarding using wireless data for primary access are discussed in section 6.5.  Customers are responsible for procuring, installing and paying for any dial or ISDN access and for any subsequent fees for the length of the service with which they want to use the AT&T SoHo Device.  Customers who select the ISDN Dial as primary access must also provide an ISDN terminal adapter and physically connect their ISDN terminal adapter to the serial port on the SoHo Hi-End Device.  This is also considered part of Alternate Internet Access.

AVTS High End Site to Site

High End Site-to-Site VPN Feature

High End Site to Site provides the Customer with the ability to establish an end-to-end connection between two or more AT&T-provided and -managed VPN Gateways attached to a Customer’s Local Area Network (LAN) at each location.  
The High End Site to Site VPN feature provides support for multiple security-enhanced, encrypted IP-based Tunnel pairs between Sites using direct, dedicated (fractional T1 or greater) Internet Access connections (in some regions, broadband access is also available as an access option).  Tunnels are established via on-site, AT&T-managed equipment.  This dedicated connectivity can be provided by AT&T or by a third party. AT&T’s Dedicated Internet Access service is known as follows:  AT&T Managed Internet Service (AT&T MIS) and AT&T Global Managed Internet Service (AT&T GMIS).  For smaller Sites, a Customer may also choose to connect via Broadband access, either provided by AT&T in select countries, or by an Alternate provider.  MIS Fractional T-1 port speeds (56K to 1024K) and associated 56K/64K access will be grandfathered effective October 30, 2011 and will eventually be retired from the MIS portfolio.
VPN CPE is placed both at the hub location and the spoke location(s).  Information is encrypted via IPSec, and then transmitted between the locations via Tunnels connecting the Sites.  Customers can choose to utilize a hub and spoke architecture, partial mesh architecture or full mesh solution, where all sites communicate with each other.

This Service feature employs IPSec tunneling with DES and 3DES encryption (where available) to enable Customers to send and receive information among Customer sites, which are connected to the Internet. This Service feature includes the provisioning and management of AT&T CPE.  The AT&T CPE is a VPN Gateway, which is placed at each Customer site.

This Service feature employs IPSec tunneling with Advanced Encryption Service (AES) where available to enable Customers to send and receive information among Customer sites which are connected to the Internet.  AT&T utilizes the 256 bit encryption key size.  AES is only available on select IOS devices, and will only be utilized when communicating with another IOS device that is capable of communication using AES in a High End Site to Site network.  In all other cases, 3DES will be used.  There are certain countries where the country’s government has not approved AES nor 3DES for use. In these cases, DES will be utilized.  This Service feature includes the provisioning and management of AT&T CPE. The AT&T CPE is a VPN Gateway, which is placed at each Customer site.
AT&T Managed Internet Service (MIS) or Global Managed Internet Service (GMIS) Options

There are two types of AT&T MIS and AT&T GMIS Access, known as AT&T MIS/GMIS with Customer Managed Router and AT&T MIS/GMIS with AT&T Managed Router.  The decision to use one type or another will be based on the Customer’s needs and the platform chosen.  

AT&T MIS or AT&T GMIS with Customer Managed Router

Customers using AT&T MIS or GMIS for access with a Customer managed access router and AT&T VPN CPE (for any platform - Cisco IOS, Cisco ASA, Cisco 3000 or Nortel Contivity) must provide to AT&T the following:  

1.  Out of Band access to the access router, via a POTS line.

2.  Read only view of the configuration files on the access router.  This will be given to AT&T at the time of installation.

AT&T will monitor the MIS/GMIS access and the AT&T VPN CPE.  In case of site problems, AT&T will troubleshoot the access up to, but not including, the Customer router on the access side.  AT&T will also troubleshoot the AT&T managed VPN CPE equipment.  The Customer will be responsible for troubleshooting the access router and any associated cables.  AT&T will not be able to troubleshoot the access router.

High End Site to Site Options

High End Site to Site is available with a number of options, depending on which platform the solution utilizes, and depending upon in what country the site is located.  Specific options may have additional terms and conditions associated with them.  Available options are as follows:

· Concurrent Internet Access (also known as “Split Tunneling” or “Dual Access”) capability allows packets destined for the Internet to be sent directly to the Internet without passing through the VPN Gateway.  AT&T strongly recommends that the Customer use a Firewall at any Site that will be utilizing this capability.

· With the Cisco IOS platform option only, a stateful inspection, statically configured firewall shield capability is included.

· Managed Firewall Service:  Please see the AT&T MIS or AT&T GMIS Service Guide for a description of this functionality. 

· Multiple Access Redundancy Option (MARO) for AT&T Managed Internet Service:  Please see the AT&T MIS Service Guide for description.

· VPN Server Redundancy:  Two servers are placed next to each other at a Site.  If one server goes down, the other server will be available to maintain the VPN link.  

· VPN Hub Site Redundancy:  Customer will designate two different sites to act as the hub site.  If one hub site fails, the tunnels that connect to that hub site will be redirected to the other hub site.

· NAT: Network Address Translation.  

ISDN Dial Around the Cloud (DAC)

Customers who wish to have backup redundancy in their network can utilize the ISDN Dial Around the Cloud option.  An ISDN line is connected to the AT&T MIS/GMIS terminating router (Cisco ASA, Cisco 3000 or Nortel Contivity platforms) or to the VPN CPE (for the IOS platform).  In case of failure of the Internet connection at the Hub Site or the Spoke Site, the ISDN connection at the Spoke Site will be triggered to dial the Hub Site’s ISDN connection to re-establish communication between the sites, bypassing the Internet.  When the Internet connection has been restored and the VPN tunnel has been re-established, the ISDN connection will disengage.

AT&T supplies the ISDN terminating hardware at both the Hub Site and Spoke Site.  Customers are responsible for supplying the ISDN line and paying the usage fees.  There is no capability to do ISDN Dial Around the Cloud for sites with Alternate ISP connections.

AT&T will run monthly non-invasive tests to ensure that the ISDN Backup is functioning correctly.  AT&T will also run a yearly invasive test to thoroughly examine the ISDN Backup functionality.

Service Profile Identifier (SPID) Registration 

Wherever possible, it is highly recommended that the Customer utilize AT&T as the long distance carrier for each of the Dial Back Up (DBU) lines and register the lines with AT&T.  To register the lines, the Customer must notify AT&T that the long distance for the 2 SPIDs will be charged through AT&T, and arrange for billing.

If the lines are registered with AT&T, the DBU team will be allowed to open a trouble ticket with the AT&T Switch Digital Network Center.  The SDN center will then work with the DBU team as well as the LEC to resolve any line issues that are found during testing.  If the lines are either not through AT&T or not registered properly with AT&T, the DBU team will be unable to work the issue with the LEC to resolve the problem, and the Customer will have to work the issue without AT&T assistance.

Customers can call the AT&T Global Switch Digital Services Customer Care Center currently available at 1-800-222-7956.  The Center offers a number of different plans and billing options to meet the Customer’s needs.

 Class of Service

The Class of Service (CoS) option allows the Customer to prioritize the AVTS tunnel in relation to the other traffic that will be sent over the access link, based upon the type of traffic or application and the performance requirements.  The AVTS tunnel is marked as a specific class, which is then prioritized against the other traffic based on the level assigned to it.  There are four classes of service available to be designated:

Real Time

CoS 2 

CoS 3 

CoS 4 

Customers may select from a number of CoS profiles which have predetermined bandwidth allocations for each CoS.  Each of the four classes has a specific amount of bandwidth allocation so that during congestion, all classes can transmit data.  CoS 1 (Real Time Traffic) is policed and traffic that exceeds its allocation will be dropped.  However, if any of the Data Classes (CoS 2, CoS 3, CoS 4) does not use its entire bandwidth allocation, packets of other classes can share the unused bandwidth including the bandwidth of the Real Time class.

When using CoS with AVTS, the traffic will be marked via the AT&T Managed Router.  AT&T MIS access and an AT&T Managed Router are requirements for CoS on AVTS.  If the network is an IOS based network, a second router must be present to do the marking.  This option is available at a fixed premium per port speed.  

The entire AVTS tunnel will be marked as one class, there is no differentiation in classes for the traffic within the tunnel.  Once the tunnel has been designated to a class, that class will not accept any additional traffic.  There are 25 different profiles that can be chosen for the CoS, however not all profiles are optimally used with AVTS.  The Customer will need to work with AT&T Technical Assistance to designate the best fitting profile.  
Dynamic Multipoint VPN (DMVPN) for the Cisco IOS Platform

DMVPN is a Cisco feature that is enabled on all new Cisco IOS devices to provide the Customer with meshing capabilities and the choice of using an access link that has a dynamic IP address.  Networks enabled prior to June 1, 2005, will not be equipped with DMVPN.  DMVPN provides two different capabilities: Dynamic Full Mesh and Dynamic IP Addressing. 

Dynamic Full Mesh

DMVPN creates full mesh networks by configuring spoke to spoke tunnels when needed The network is configured as a standard hub and spoke network.  When a spoke needs to communicate with another spoke, a tunnel will be dynamically created between the 2 spokes.  After communication has ended, the tunnel will be brought down.  This enables the Customer to have a fully meshed network without requiring greater CPU and memory resources in each router at every site.  Moreover, DMVPN allows spokes to communicate directly to other spokes without routing traffic through the hub site, thereby avoiding overuse of both CPU and memory at the hub router and slower data transmission.

Customer Owned Gateway/AT&T Managed Gateway Option

Customer Owned Gateway/AT&T Managed Gateway (COG/AMG) Option enables Customers to retain their existing Customer-owned VPN Gateway (e.g.: Cisco ASA, Cisco IOS, Cisco 3000 or Nortel Contivity) while transferring the management and maintenance of such VPN CPE to AT&T.  This option is available for certain Hub platforms for each of the three AVTS features (Remote Access, SoHo Site to Site, and High End Site to Site).  The Customer Owned Gateway must conform to AT&T-specified hardware and software configuration requirements.
Customer Owned Gateway means those VPN devices that Customer owns which are eligible for use with the Customer Owned and AT&T Managed Option, as specified by AT&T in its sole discretion and which are managed by AT&T.
The following table represents the choices of platforms for the COG/AMG Option.
	PLATFORM
	Customer Owned Gateway

	Cisco ASA
	Available

	AT&T SIG
	Not Available

	Nortel Contivity
	Available

	Cisco IOS
	Available

	Cisco 3000
	Available


No Service Level Agreements or Service Level Objectives are available for any service provided under the COG/AMG Option. Furthermore, AT&T will perform any required maintenance of the VPN Gateway once the Service is activated.  Customer must be prepared to turn over maintenance of the device to AT&T.  AT&T will not assume or otherwise make use of any existing maintenance contracts which Customer may have in effect for such VPN Gateways(s) 

Customer Responsibilities

For the COG/AMG Option, in addition to any other responsibilities under the Agreement, the Customer agrees to:

· Allow AT&T to act the maintenance provider.

· Allow AT&T to have complete control and management of the VPN Gateway.  This includes but is not limited to:

Providing AT&T with root access to the VPN Gateway and relinquishing control of the VPN Gateway during the period of time the VPN Gateway is used with this option.  

Allowing AT&T to logically reconfigure the VPN Gateway.

Allowing AT&T to take the VPN Gateway out-of-service to reconfigure, and allowing AT&T to test the VPN Gateway prior to bringing under AT&T Management. 

· Assure that the VPN Gateway to be managed by AT&T is in conformance with the then current AT&T equipment specifications for the option (including equipment, modems, and cabling) and perform any necessary hardware and software upgrades, at Customer expense.

AT&T Responsibilities

For the COG/AMG Option, AT&T agrees to:

· Perform the setup, installation, and configuration of the VPN Gateway.

· Manage and maintain the Customer’s VPN CPE.  

Customer Owned Gateway/Customer Managed Gateway Option

Customer Owned Gateway/Customer Managed Gateway (COG/CMG) Option enables Customers to retain and manage existing Customer-owned VPN Gateways (e.g.: Cisco ASA, Cisco 3000, Nortel Contivity), while using AT&T Global Network Client for Remote Access or AT&T SoHo VPN Devices provided and managed by AT&T.  This option is available for Remote Access and SoHo Site to Site only.

The following table represents the choices of platforms used for the COG/CMG Option.

	PLATFORM
	Customer Owned Gateway

	Cisco ASA
	Available

	AT&T SIG
	Not Available

	Cisco IOS
	Not Available

	Cisco 3000
	Available

	Nortel Contivity
	Available


No Service Level Agreements or Service Level Objectives are available for any service provided under the COG/CMG Option.

Customer Responsibilities

For the COG/CMG Option, the Customer agrees to:

· Retain ownership of equipment, software licenses, and hardware/software maintenance agreements.

· Be responsible for upgrading hardware and operating software to meet AT&T specifications throughout the period of time when the Agreement is in effect.

· Logically reconfigure the VPN Gateway, if necessary, to meet AT&T requirements throughout the throughout the period of time when the Agreement is in effect.

· Supply AT&T with the IP address and other identifying criteria of each Customer VPN Gateway being used with this Option.

· Acknowledge and understand that AT&T will not provide support or maintenance for the Customer-managed equipment under the COG/CMG option.

AT&T Responsibilities

For the COG/CMG Option, AT&T agrees to:

· Provide support to the CPOC for the AT&T Dial Connectivity problems of Users.

· Provide enablement support to the CPOC for establishing a Tunnel between the Customer owned VPN Gateway and Customer’s initial User.  The CPOC is responsible for any additional enablement support, training and configurations for its additional Users.  

Support/Troubleshooting

In the event that Users experience any network problems during the use of the Service under this option, Customer is responsible for troubleshooting any issues that relate to the performance of the Customer owned VPN Gateway. If AT&T detects any problems with the Service after its review of the spokes, Customer will be responsible for ensuring that its gateway functions properly before AT&T will be able to assist the CPOC in any support for Users of VPN. AT&T is not responsible for restoring the Customer owned VPN Gateway to proper performance 

Vendor Client Option

Vendor Client Option enables Customers to use either the Cisco VPN Client or Nortel Contivity Client with an AT&T managed VPN Gateway.  This option is available for the Remote Access feature only.  This option may be used in conjunction with the standard AT&T owned and AT&T managed AVTS service, or the COG/AMG Option as described.  It cannot be used with the Customer Owned/Customer Managed Gateway Option.  This option can be used in conjunction with the AT&T Global Network Client, which would provide the network connectivity and firewall functionality.
Customer Responsibilities 

For the Vendor Client Option, the Customer agrees to:

· Download and distribute the software to Users.  

· Use only the Cisco VPN or Nortel Contivity Client software versions supported and approved by AT&T. 

· Deploy, configure and provide all support associated with the Cisco VPN or Nortel Contivity Client software to the Users.

AT&T Responsibilities

For the Vendor Client Option, AT&T agrees to:

· Provide the CPOC with the information on where to download the Cisco VPN Client or Nortel Contivity.
AVTS Business to Business (B2B) VPN

The Business to Business (B2B) VPN feature provides support for multiple security-enhanced, encrypted IP-based Tunnel Pairs between an enterprise Hub Site and its affiliated independent Spoke Sites (e.g., the Spokes connect only to the Hub and not each other).  Connectivity between Sites may be established with Dedicated Internet Access or Broadband Internet Access, provided either by AT&T or another provider. AT&T MIS is not included in the B2B VPN Option, but can be bundled with the Service if the Customer chooses.  AT&T Managed Broadband may be used, but only in an unbundled manner (i.e., the Customer is responsible for independently ordering the AT&T Managed Broadband, will receive post sales support from a separate Customer care organization, and be separately billed for the access; additional fees will apply for management).  
The B2B VPN enables Customers to establish an enhanced security end-to-end connection between two or more AT&T-provided and -managed connectivity servers attached to a Customer’s Local Area Network (LAN) at a Hub or Spoke location.  The B2B VPN is very similar to the High End Site to Site feature, but it allows Sites to be placed at Customer’s business partners.  These Sites will be contracted by the business partner, and the invoice will be sent to the business partner.  For technical information about the High End Site to Site feature, please see Section 5.

AT&T will accommodate reasonable Customer requests for installing and managing access control lists (filters) on VPN CPE, however AT&T, for operational efficiency reasons, reserves the right to require Hubs and Spokes to implement a firewall(s).  This is because high numbers of filters and/or frequent changes to such filters are optimally managed via a firewall, which is designed for this purpose.

AT&T Responsibilities

All AT&T CPE is managed and monitored by AT&T.  AT&T’s management and monitoring includes the following:

· Configuration of all AT&T provided CPE, including the VPN Gateway, an MIS terminating router (if any), DSL router or bridge (if any), and all ancillary equipment. 

· Remote maintenance of AT&T CPE, including VPN Gateway and an AT&T MIS or AT&T GMIS, and AT&T Managed Broadband or AT&T 3rd Party DSL terminating router (if any).

· Remote software upgrades to the VPN Gateways and AT&T SoHo CPE.
· Proactive 7 x 24 Monitoring via Simple Network Management Protocol (SNMP) and other AT&T processes.

· Proactive Alert Notification and Reactive Ticket Support is a service option with the SoHo service.

· Electronic vaulting of device configuration and data through automatic backups.

· Installing and configuring the AT&T CPE to perform the function of a VPN Gateway.  The AVTS SoHo device is configured by AT&T prior to shipment to the Customer.  However, some minimal configuration of SoHo may be required by the Customer in order to complete the installation.  If the SoHo professional install and service options are contracted, AT&T will be responsible for complete installation of the CPE as specified solely in the installation guide enclosed within the SoHo Device packaging and not other services.  

· Installing and configuring the IPSec encryption software on the CPE including initial definition and implementation of encryption keys.

· Maintaining encryption keys. 

· Ongoing management of the CPE including remote management through the Customer provided POTS line.

· Configuring and shipping the SoHo CPE to the user for self-installation. However, if Customers choose to use an Alternate ISP, Customers may be required to configure the Alternate ISP settings in the SoHo CPE.

· If AT&T is providing a professional installation or maintenance for a SoHo service location, AT&T’s responsibilities are limited to the following: scheduling of install appointment, unpackaging of Customer received SoHo Device, physical cabling and configuration of the device as specified in the device installation guide and limited to the options within the installation guide, connection of the dial/ISDN primary or backup via an available POTs or ISDN connection, connection of the service to the Customer demark, and simple verification of AT&T’s script for a successful test & turn-up of the location.  Under no circumstance will AT&T provide inside wiring, shelving, additional equipment installation/configuration or any other on-site service or non-service work unless specified under an additional agreement with AT&T.

· Providing maintenance for AT&T owned equipment.

In addition, where AT&T provides the Dedicated Internet Access, AT&T is responsible for:

· Installing and configuring the CPE to connect to AT&T's network and to perform the function of a VPN Gateway.  AT&T may, at its option, upgrade the CPE provided under the AT&T Dedicated Internet Access Services.

In addition, where an Alternate ISP provides the Dedicated Internet Access, AT&T is responsible for:

· Installing and configuring the CPE to connect to the Alternate ISP network node and to perform the function of a VPN Gateway.
Customer Responsibilities 
B2B
Customer is responsible for the following:

· Installing and maintaining the LAN environment.

· Providing the necessary information about the LAN and POTS number to AT&T. 

· Providing AT&T or its designated agents access to Customer premise for the purpose of installation and maintenance of the Service and its components as required.

· Designating primary and secondary contacts for security, system administration, technical issues and change management requests to work with AT&T on all matters related to this Service.

· Designating a contact with access to room and cabinet (if present) where the AT&T CPE will be housed.

· Designating a CPOC to handle Service issues, and to engage the AT&T help desk when necessary to resolve such issues.  The CPOC can be either an individual administrator or the organization’s help desk personnel.

· Selecting, acquiring, installing and maintaining a POTS line and cabling to allow AT&T to connect a diagnostic modem provided by AT&T for use with the Service and the CPE for purposes of remote management and problem resolution for AT&T CPE except for the SoHo Service.  In the case of the SoHo service, Customer are required to provide POTS line and cabling if the local back-up and redundancy services are purchased.

· Notifying AT&T at least five days in advance of any scheduled maintenance or power outage of Customer’s network.

· Distributing the AT&T Global Network Client to VPN Users (as applicable).

· Installing the AT&T Global Network Client and/or any SoHo Device(s) (as applicable).

· Implementing with each User the appropriate terms, conditions, and measures to ensure that all Users comply with the terms and conditions of the Agreement.

· Establishing Users’ rights to access the Service.

· Providing training and support to the Users.

· Physical installation responsibilities such as inside wiring, shelving, line splitters, etc. as required.

In addition, where AT&T provides the Dedicated Internet Access, the Customer is responsible for properly ordering the appropriate AT&T MIS or AT&T GMIS Service Components for use in conjunction with the Service, where AT&T MIS or AT&T GMIS is offered and is available for use with the Service.

Small Office/Home Office Site to Site

Customer is responsible for the following:

· Providing an on-site contact person at each Spoke site. This person may be required to prepare the premises for service installation.  In some cases, the on-site contact may need to make arrangements with local property managers to facilitate access and service installation.  In cases where the professional installation is not selected, the on-site contact or other Customer designated party is responsible for installing the SoHo Device with the CPOC’s assistance.

· Ensure installation of the SoHo Device within 14 days after the Customer receives the device from AT&T.

· For Customers who select the AT&T Managed Broadband or MIS option with the SoHo Site to Site feature:  The onsite contact may need to make arrangements with local property managers to facilitate access and service installation. In cases where the professional Managed Broadband or MIS installation is not selected, the on-site contact is responsible for installing the DSL/MIS router, filter, etc.

· Provide the MAC address of the SoHo device when opening or interacting on a service ticket.
Remote Access 

Customer is responsible for the following:

· Ensuring that each User has a unique User ID.

· Ensuring that User IDs are established in the countries where Users permanently reside.

· Ensuring that application parameters and/or programs are NOT used to avoid the inactivity time-outs which are part of the Service. In addition, the Service does not allow sharing of User IDs by monthly plan Users or multiple simultaneous connections or concurrent usage of a single User ID for any monthly plan Users. AT&T will immediately terminate any session where these activities are detected and may immediately suspend or terminate any User ID which engages in such activities.

Using Alternate Internet Service Provider
In addition to responsibilities outlined in the previous Section, when an Alternate ISP provides the Dedicated Internet Access, the Customer is responsible for the following:

· Obtaining the Dedicated Internet Access service from an Alternate ISP of choice, and also a local access circuit if necessary.

· Establishing an Alternate ISP connection that is compatible with the AT&T CPE.

· Assigning an Internet-registered and routable static IP address for the WAN-facing Ethernet interface on the AT&T VPN Gateway.

· Providing a router to terminate the ISP connection at the Customer's premises.

· Verifying that the Alternate ISP network is capable of, and allows the transport of, IPSec and ICMP protocols.  The Customer may not make use of the Service from any locations where an Alternate ISP or government regulations prohibit the use of encryption or virtual private network services.  Neither the Alternate ISP network nor the Alternate ISP router should alter any packets which make use of the Alternate ISP access or make use of any filtering protocols which could interfere with the Service.

· Ensuring that the ISP router on Customer’s premise will be configured to allow IPSec and AT&T management traffic pass through any firewalls or other network equipment to the AT&T VPN gateway without alteration.

· Ensuring that no firewall or network address translation devices are interposed between AT&T’s VPN Gateway or SoHo CPE and an Alternate ISP.

· Ensuring that the ISP or Customer’s equipment does not make use of any filtering protocols which could interfere with the Service.

· Allowing AT&T to conduct any and all diagnostic tests needed for maintenance and troubleshooting of the AT&T CPE.

· Installing and maintaining the LAN environment.

· Providing the necessary information about the LAN and the phone number of any Customer POTS lines which are connected to the AT&T CPE or which allow AT&T to manage/monitor the equipment out-of-band.

· In the case of a problem, first confirming with Customer's ISP that the problem is not related in any way to the Internet Access or Egress.  Only after the Customer has determined that the ISP's Internet connection (including, but not limited to, the router, the applicable Internet Access or Egress connection and the ISP's backbone) is not at fault should AT&T's help desk be engaged for support.

· Contacting the ISP at AT&T’s request to resolve any issue with receiving traffic through the ISP router, and arranging for any requested configuration changes to take place within 24 hours.

· Designating primary and secondary contacts for security, system administration, technical issues and change management requests to work with AT&T on all matters related to this Service.

· Providing AT&T with physical access to Customer's premises for the purpose of installation and maintenance of the Service and its components as required.

· Designating a contact with access to the secure room and locked cabinet (if any) where AT&T’s CPE will be housed.

· Selecting, acquiring, installing and maintaining a dedicated POTS line for use with the Service. 

· Notifying AT&T at least five days in advance of any scheduled maintenance or power outage of Customer's network or Customer's Alternate Internet Access or Egress.

· Maintaining analog dial-up capability for the Service Period, on a dedicated 24x7 basis for out of bandwidth maintenance, monitoring and management of any AT&T required or provided CPE.

High End Site to Site

When Using Alternate Internet Service Provider, Customer is responsible for the following:

· Providing (or ensuring that the Alternate ISP will provide) a router to terminate the Alternate ISP connection at the Customer premise.

· Providing at least 8 Internet-routable addresses for use by AT&T (a /29 or greater subnet), for a fully managed service.  Fewer IP Addresses may be accepted with restricted management capabilities, Customer must work with their AT&T Account Executive for further information.

· Configuring the Customer’s LAN so that the Internet-bound traffic (if any) does not pass through the AT&T VPN Gateway.

· If a site is connected via Broadband from an Alternate provider, there are a number of caveats to the Service of which the Customer will need to be aware.  Please work with your AT&T Account Executive for further details.

Small Office/Home Office Site to Site 

When Using Alternate Internet Service Provider, Customer is responsible for the following:

· Ensuring Broadband Access installed with the Alternate ISP is working properly prior to using the Service

· Providing (or ensuring that the Alternate ISP will provide) a Broadband terminating device (e.g. ADSL termination unit, cable modem, or IP router) that will accept a 10/100BaseT (RJ45) Ethernet connection.

· Providing an Internet-routable address for use by AT&T.

· Ensuring that the 3rd party Access does not provided a Network Address Translation (NAT) address for use with the Service.  Customer understands that AT&T will be unable to provide troubleshooting functions for SoHo devices if the service is deployed behind NAT-ed connections.

Remote Access

When Using Alternate Internet Service Provider, Customer is responsible for the following:

· Ensuring Dial Connectivity or Broadband Access installed with the Alternate ISP is working properly prior to using the Service

· For Broadband Access installed with the Alternate ISP, provide (or ensure that the Alternate ISP will provide) a Broadband terminating device (e.g. ADSL termination unit, cable modem, or IP router) that will accept a 10/100BaseT (RJ45) Ethernet connection.

· Providing an Internet-routable address for use by AT&T.
AVTS Customer Premise Equipment Platforms
Each AT&T CPE platform may have up to 6 levels of VPN Gateways, based on the capabilities of the device.  These levels are:

SoHo Office Connection

Sub-Remote Office Connection

Remote Office Connection

Branch Office/Small Hub Site Connection

Standard Hub Site Connection

High End Hub Site Connection

The following chart shows which levels are available in each AT&T supported CPE platform.
	CPE Level
	Cisco ASA
	AT&T SIG
	Cisco IOS
	Cisco 3000
	Nortel Contivity

	SoHo Office CPE
	Available
	Not Available
	Available
	Not Available
	Not Available

	Sub-Remote Office CPE
	Available
	Not Available
	Available
	Not Available
	Not Available

	Remote Office CPE
	Available
	Not Available
	Available
	Available
	Available

	Branch Office/ Small Hub Site CPE
	Available
	Available
	Available
	Available
	Available

	Standard Hub Site CPE
	Available
	Not Available
	Not Available
	Available
	Available

	High End Hub Site CPE
	Available
	Not Available
	Available
	Available
	Available


Note that not every platform has a VPN device in each of the six categories.  Further, each platform’s actual VPN device that is assigned to each level will periodically change as the platform is upgraded.  Please check with your AT&T Account Executive for further platform level information.

The Platform Level will appear abbreviated on the Customer’s billing statement as follows:
	Platform
	With AT&T Access
	With Alternate ISP Access

	Cisco ASA Platform
	SoHo Office CIOS CPE
	SoHo CIOS CPE for ISP

	
	Sub Remote CIOS CPE
	Sub Remote CIOS CPE for ISP

	
	Remote CPE
	Remote CPE for ISP

	
	Branch/Sm Hub CPE
	Branch/Sm Hub CPE for ISP

	
	Standard Hub CPE
	Standard Hub CPE for ISP

	
	High End Hub CPE
	High End Hub CPE for ISP

	AT&T Linux SIG Platform
	Branch/Sm Hub SIG CPE
	Branch/Sm Hub SIG CPE for ISP

	Cisco IOS Platform
	SoHo Office CIOS CPE
	SoHo CIOS CPE for ISP

	
	Sub Remote CIOS CPE
	Sub Remote CIOS CPE for ISP

	
	Remote CIOS CPE/Router
	Remote CIOS CPE for ISP

	
	Branch/Sm Hub CIOS CPE/Router
	Branch/Sm Hub CIOS CPE for ISP

	
	High End Hub CIOS CPE/Router
	High End Hub CIOS CPE for ISP


BYOC – Bring Your Own PC Cellular Card – Option

Definition

BYOC allows AVTS Customers to access AVTS using Verizon Wireless and Sprint Cellular PC cards. The AT&T Network Client beginning with version 6.3.4 has a Cellular tab which can launch the wireless data network service and log on to AVTS with a single ‘click’. The PC cards supporting this feature are Verizon AirPrime PC 5220, Verizon /Novatel 620 and Sprint / Novatel C201 card.
Provisioning

· Customers must have AVTS to enable users to access the service via BYOC. 

· AT&T Enterprise Customers have 2 options:

Customer can utilize existing PC cellular card 

A Third Party Service Supplier can assist Customer in obtaining PC cellular  Cards 

Billing

· The cellular data access will be billed directly by the Wireless provider.
· For AVTS, BYOC access is considered 3rd party access and will trigger the VPN Management Fee for Customers on the hourly Plan.
· AVTS will continue to be billed as usual.
Customer Support

· For Customers ordering cards through the arrangement with a Third Party Service Supplier, each Supplier will provide Level 1 Help Desk support to AT&T Customers for problems The ‘Welcome Kit’ sent to end users will provide the contact phone numbers 

· Self-provisioned end users should call their wireless provider for trouble related to their PC Cellular Card or Wireless Service.  AGN issues should continue to be to AT&T MSSC in Tampa when they encounter problems using the AT&T Network Client. 
Network Client 

· The AGN Client will kick off the cellular call and the AVTS tunnel once the user selects the cellular tab and clicks ‘connect’.

· BYOC will be considered by Client and FOCUS as ‘3rd party broadband’ and trigger the monthly VPN monthly management fee when appropriate. 
Prior Names of Service Features and Options

The High End Site to Site feature was previously known as the International High End Site to Site VPN Service for Services provided outside of the United States, and had the following additional names in the region specified below:

Asia Pacific (excluding Japan):  Managed VPN (MVPN) – Dedicated Site to Site Option

· EMEA:  Internet VPN (I-VPN) – Dedicated Site to Site Option;

· Japan:  Enhanced VPN (EVPN) – Type II

· US, Canada, Latin America:  AT&T Managed VPN Tunneling Services (AVTS), IPSEC feature – Dedicated Site-to-Site Option

Small Office/Home Office (SoHo) Site to Site 
Feature was previously known as the International SoHo Site to Site VPN Service for Services provided outside of the United States, and had the following additional names in the region specified below:

· Canada: Enhanced VPN – Edge Based Services, Broadband Site-to-Site Option

· Latin America:  AVTSs AT&T NetGateTM
· Asia Pacific (excluding Japan):  Broadband Site-to-Site VPN

· EMEA:  IP remote access, VPN Tunneling AT&T NetGateTM Site-to-Site feature

· Japan:  Broadband Solution on Site Gateway and Broadband Access AT&T NetGateTM Any Access Plan

· United States:  AVTSs Broadband VPN

Remote Access 
Feature as the International Remote Access VPN Service for Services provided outside of the United States, and had the following additional names in the region specified below:

· Asia Pacific (excluding Japan):  Managed Tunneling Services

· Canada – IP Remote Access, Managed Tunneling feature

· EMEA:  IP remote access, VPN Tunneling IPSec feature

· Japan: Broadband Solution on Site Gateway and Broadband Access Any Access Plan

· Latin America:  Managed Tunneling Services 

· United States:  AVTSs Remote Access VPN
Trademarks

AT&T is a registered trademark of AT&T.

*Microsoft, Windows, Windows 95, Windows 98 and Windows NT are registered trademarks or trademarks of Microsoft Corporation in the United States and/or other countries

**Contivity is a trademark of Nortel

*** Aventail SA-1000, Aventail SA-9000, Aventail® Anywhere VPN™, Aventail® Connect™, Aventail® OnDemand™ and Aventail® ExtraWeb™ are trademarks, registered trademarks or service marks of Aventail Corporation.
Service Level Management

Remote Access Reports for the AT&T Global Network Client Users

AT&T may provide Customer with the following monthly Service reports: Global Network Accessibility Service Level Report for Dial Customers, Global Network Accessibility Service Level Report for Non-Dial Customers, and the AT&T Global Network Client VPN Report. Any such reports are provided for informational and trending purposes only.  There is no additional help desk support or network analysis support for these reports.  These reports may contain errors and shall not be relied on by the Customer as an accurate representation of Customer or Users use of the Service.  Accordingly, AT&T does not warrant accuracy of the content of such reports.  AT&T reserves the right to change the content and format of these reports at any time without notice.  The reports are currently available at https://focus.attglobal.com or any other location AT&T may designate in the future.  AT&T will authorize a limited number of users to access to this web site.  The reports are available at no additional charge to Customers who meet a minimum of 100 active User IDs.
The Global Network Accessibility Service Level Reports describe the dial-up network accessibility experience of Client users.  The report shows the total number of dial attempts, the successful connections, and the access success rate.  Separate report segments are provided to show the information broken down by Customer account, by geography and country, and by access point of presence for Customer specific reports.  Reports are specific to a given Customer and show the network accessibility of the Customer users in each country where the Service has been used.  For Customers not using the Client, reports are not specific to the Customer, but reflect the aggregate accessibility information collected for the selected features from all Customers.  

The AT&T Global Network Client VPN Report includes data about total tunnel connects, successful tunnel connects, network access failures, tunnel access failures, user access failures, and VPN accessibility.
Self-Service Tools for the Customer Point of Contact

To assist CPOCs in their role, AT&T provides a number of self-service tools.  These tools empower the CPOC to administer the Service without contacting AT&T.  These tools are available through an AT&T Customer web portal called AT&T Business Direct (https://www.businessdirect.att.com).  CPOCs work with the AT&T sales representative to obtain Business Direct User IDs.
Direct Registration Facility
AT&T will provide to Customers a web-based order facility for DRF of end users.  The DRF permits the CPOC direct access, on Customers behalf, to activate, manage and control User IDs.  The CPOC will be able to order new User IDs, make changes on existing User IDs, or delete existing User IDs within their authorized area of competence.  Cross-Customer administration capability, if utilized, means that changes administered by a CPOC for users in another country may have a billing impact in the country where these users reside.  Therefore, CPOCs should be aware that their actions may affect billing in other countries, which will be reflected on the local monthly invoice(s). 

The DRF is offered to the Customer at no additional cost to the Customer.  If for any reason, the DRF does not perform correctly (i.e. by not allowing the CPOC to activate, manage or change the User IDs as desired), AT&T will not be liable for any damage or loss arising out of or relating to the Customer’s inability to use or access DRF.

For Service elements ordered through DRF, the service activation date is the date that the order is placed by the Customer in DRF.

Please note that DRF is not available in all countries.  
Billing Data on the Web

Billing Data on the Web (BDOW) is a web-based, self-service tool that allows CPOCs to view remote access usage information on an account and User ID level.  Usage information is available on a month to date basis and two months of history.

BDOW is not available in Asia Pacific region or may not be available in other countries. Contact your AT&T Representative for further information.
Administration Tools for Service Manager
The Administration Tools for Service Manager Application, available via Business Direct, allows CPOCs to perform password resets and retrieve a list of User IDs in an account for the Remote Access feature.  Although the Administration Tools for Service Manager application can perform many functions, it is strongly recommended that use be limited to password resets and retrieving a User ID list.

Self Reporting Options: SNMP Read Only Access to AT&T VPN CPE

AT&T will grant Customer Read Only Access to AT&T CPE routers installed at Customer Sites via SNMP.  AT&T will provide Customer a distinct SNMP read-only (RO) community string (password) so that Customer can access select router Management Information Base elements (MIBs) via the Customer’s own network management system(s).  The ability to query AT&T CPE routers via this RO community string will be access-list protected, so only pre-determined Customer network management system devices can access this information.  Customer must provide to AT&T the IP address(es) of up to three Customer network management devices that will be configured for SNMP Read Only Access.
Customer’s use of SNMP Read Only Access capabilities may place excessive demands on a router’s processor or other router components, which may affect performance of the Service (e.g. polling more than once per MIB every ten minutes).  AT&T will not be responsible for any SLA failure caused by Customer’s SNMP Read Only Access activities.
Customers are responsible for all software and hardware related to Customer's network management systems in connection with use of SNMP Read Only Access capabilities.
Customer Care and Maintenance
Customer Care help desk support is generally available: 

· Asia Pacific: 24 hours per day, 7 days per week. A local help desk is provided in English as the only supported language unless otherwise specified in Country Specific Provisions.

· Europe, Middle East, and Africa: centralized Customer Access Management Centers provide support 24 hours per day, 7 days per week in six (6) languages:  Dutch, English, French, German, Italian and Spanish unless otherwise specified in Country Specific Provisions. 

· Canada:  24 hours per day, 7 days per week in two (2) languages:  English and French. 

· Latin America: 24 hours per day, 7 days per week in two (2) languages:  English and Spanish.  In Brazil, support is also provided in Brazilian Portuguese.

· United States:  24 hours per day, 7 days per week in English.

In other countries, schedules vary.  It should be noted that local call-out procedures with local carriers are supported only during business hours.

The Customer should contact the AT&T sales representative for information.  Help desk hours are subject to change without prior notice. 
All Customer care provided by AT&T is provided to the CPOC.  AT&T will not provide support directly to, nor interface with, any User. Customers are responsible for (i) selecting the Users that the Customer wishes to permit to access the Service; (ii) implementing with Users appropriate terms, conditions, and measures to ensure that all Users comply with the terms and conditions of the Agreement; (iii) establishing Users’ rights to access the Service; and (iv) providing training, copying, installing and distributing any software such as the AT&T Global Network Client (and updates, if any) to Users.  Additionally, at AT&T’s request, the CPOC will be required to assist AT&T in diagnosing problems at a Site.
Support Requirements
Support is provided to the Customer when the following requirements are met:
· Successful initial implementation of the AVTS service.  This verifies that all necessary components for enabling the service, such as listed below, are already in place, defined or configured properly, and fully operational.

Account/User IDs

Account models and user profiles

Customer Premise Equipment (CPE)

Access/Egress circuits and Data Communications Equipment (DCE)

Client hardware and/or software

· Customers reporting a problem to AT&T Technical Support prior to the complete implementation and certification of the service will be referred to the appropriate Account Team for follow-up.
· A PC meets or exceeds the minimum system requirements – hardware and operating system as defined in the admin guide at http://attnetclient.com
End User Support
End User support is available only for Customers who have agreed to specific contract and pricing terms covering this optional feature for US based Users. 
End users of the AT&T Global Network Client may obtain support from their CPOC.  AT&T Support is provided to the CPOC for all AT&T provided hardware and software.  Customers of fully “bundled” AVTS service, including AT&T managed IP connectivity, will receive end-to-end support from AT&T help desk as their Single Point of Contact (SPOC).  Customers using an Alternate Access Provider for broadband, Wi-Fi, dial up, or any other form of Internet access will be referred to their ISP when a reported trouble is related to IP connectivity.
Basic Connectivity

The AT&T help desk will provide Support to the CPOC for the following connectivity issues:
· Identifying basic system conflicts with the Client.

· Verifying Client configuration including:

Service options, including account/User ID and password combinations.

Selection of dial, Wi-Fi, or Wired Ethernet access as found in the Client access point directory.  AT&T cannot guarantee a dial access number does not incur charges from the telephone company.
· Authentication provided by AT&T.

· Verifying connectivity to a Customer’s authentication server if a 3rd party authentication is being used.

· In situations where the authentication servers belong to the Customer, AT&T determines if the source of the authentication failure is the Customer’s authentication server or AT&T’s proxy servers.  Support is not available for Customer owned authentication servers.

· Verifying AT&T managed network devices are functioning properly.  If possible, the Help Desk will attempt to recreate the Customer’s problem to determine if the responsibility to resolve belongs to the Customer or AT&T.
Connection to AVTS Service
The AT&T help desk will provide support to the CPOC for the following connectivity issues:
· AT&T Managed Tunnel Endpoint: The AT&T help desk will provide support for problems with IP connection and tunnel establishment to all AT&T managed CPE, as well as dropped IPSec tunnels and slow tunnel performance.

· AT&T Remote Access Infrastructure: The AT&T help desk will provide support for problems with the remote access infrastructure, which include AT&T authentication failures, busies, ring no answer, dead air, operator messages, and routing issues on the AT&T backbone network.  AT&T will manage up to the demarcation point on the Customer’s network.  If any problems are identified with AT&T’s remote access infrastructure, the appropriate support groups will be engaged to review and resolve the problem.

· AT&T Managed Routers: If any problems are identified with AT&T managed routers, either backbone router or Customer premise router, the appropriate support groups will be engaged for problem resolution.

· AT&T Provided and Managed Broadband, when bundled with the VPN:  If any problems are identified with the AT&T provided Broadband infrastructure, the appropriate support groups will be engaged to review and resolve the problem.

Support Boundaries
Customer must be aware of the following support boundaries:
· AT&T does not provide support on Customer workstations/applications, POTS lines, access from an Alternate Internet providers, or Customer network/LAN issues.

· In trouble-shooting a problem involving an Alternate Internet provider, AT&T will make reasonable efforts to determine whether or not the source of the problem lies within the AT&T managed domain.  In the event the problem is determined to be outside the AT&T managed domain, the help desk will refer the Customer to their ISP for resolution.

· In the event that the involvement of the CPOC is deemed necessary for trouble-shooting a problem, the help desk may refer the End Users reporting the problem to their CPOC.

· Any changes to the CPE configuration or security policy, including user authorization level and profile, must be approved by the CPOC and requested to the appropriate Account Team contacts.

· If the CPOC is not available for after-hours referrals, for items such as Customer authentication, server failures or requests for passwords, the End User will be instructed to contact the CPOC during working hours.  The CPOC must be aware that their availability must be communicated to the users and procedures must be in place for needs outside of that availability.
· For 3rd party client VPN software, provided by AT&T as part of a non-standard VPN solution, AT&T will report software defects to the vendor, but resolution is provided on a best effort basis.  Software defects will be corrected at the discretion of the vendor.
General Maintenance
The Service is available 24 hours a day, seven days a week, 365 days a year except for maintenance outages which may occur during scheduled maintenance activity.  AT&T uses a scheduled maintenance window to upgrade equipment, software, and facilities which may add capacity, new features, resiliency, among other things, and which may provide fixes to known problems to help support network performance. 

In addition, AT&T may perform extended maintenance up to four times per year, and AT&T may need to schedule planned maintenance at other times due to, for example, government inspections or power maintenance.  AT&T will use reasonable efforts to give Customers at least 30 days prior notice of such scheduled or extended maintenance.  However, AT&T reserves the right to perform maintenance at any time in order to maintain the performance of the network.
Scheduled Maintenance Times for High End Site to Site CPE (except AT&T SIG)
· Asia Pacific: from 2:00 a.m. until 4:00 a.m. Japan Standard Time every Monday with an additional hour to 5:00 a.m. for sites in Japan. 

· Canada: from 3:00 a.m. until 7:00 a.m. Eastern Standard Time every Sunday. 

· Europe, Middle East, Africa: from 3:00 a.m. until 5:00 a.m. Central European Time every Sunday.

· Latin America: from 1:00 a.m. until 4:45 a.m. Eastern Time every Sunday.

· United States: Maintenance will be scheduled with Customer.

Scheduled Maintenance Times for SoHo Site to Site CPE and Remote Access
· Asia Pacific:  from Sunday 10:00 p.m. until Monday 6:00 a.m. Japan Standard Time.

· Canada:  from 3:00 a.m. until 6:00 a.m. Eastern Standard Time every Sunday.

· Europe, Middle East, Africa:  from 12:00 a.m. until 1:00 a.m. Central European Time (CET) every Saturday and from 3:00 a.m. until 7 a.m. CET every Sunday.

· Latin America: from 4:00 a.m. until 7:00 a.m. Eastern Standard Time every Saturday and from 3:00 a.m. until 5:00 a.m. Eastern Standard Time every Sunday.

· United States: Maintenance will be scheduled with Customer.

Scheduled Maintenance Times for AT&T SIG VPN Gateways
· Asia Pacific:  from 3:00 a.m. until 5:00 a.m. AT&T Linux SIG local time every Monday.

· Canada:  from 2:00 a.m. until 4:00 a.m. AT&T Linux SIG local time every Monday.

· Europe, Middle East, Africa:  from 3:00 a.m. until 5:00 a.m. AT&T Linux SIG local time every Monday.

· Latin America:  from 3:00 a.m. until 5:00 a.m. AT&T Linux SIG local time every Monday.

· United States:  from 4:00 a.m. until 6:00 a.m. local time, Tuesday through Friday.  

· Japan: From 2:00 a.m. until 5:00 a.m. AT&T Linux SIG local time every Monday.

Service Changes and Conversions
For any changes to an established network, the following guidelines and charges apply.
· Physical changes will be charged using the respective AVTS Installation one-time charges.  Examples for physical changes are:

Replacement or modification of AVTS equipment at Customer’s request.

Move of AVTS equipment.

· Logical changes will not be charged unless Customer makes excessive requests. Excessive is defined as more than six logical changes for a given site in a given calendar year.  Examples of logical changes are:

Add or delete a tunnel with no corresponding add or delete of a physical device.

Change of authentication method.

Activate/deactivate split tunneling. 

Change of firewall shield settings.

If AT&T MIS or AT&T GMIS is used as the underlying transport, changes to these services will be charged according to their respective Service Guides.
Additional Terms and Conditions
In addition, use of the Service may impede, degrade or impair the operation of any software or applications that make use of the Service.  AT&T ACCEPTS NEITHER RESPONSILBILTY NOR LIABILTY FOR THE OPERATION OR INTEROPERABILITY OF ANY SOFTWARE WHEN IT IS USED IN CONJUNCTION WITH THE SERVICE.  
AT&T may ask Customer to upgrade the bandwidth of any Site at such time as AT&T, in consultation with the Customer, determines that the Site’s capacity may be exceeded.
Technical Assurance
All sales orders are subject to AT&T's technical assurance processes.  AT&T reserves the right to cancel any Sales Orders of any Service Component in the event that it is not approved under the then current AT&T technical assurance process. 

Security
Overall security of Customer’s environment and the selection and use of features that AT&T provides that are related to security are a Customer and User responsibility. AT&T does not guarantee that use of either the Service or any optional Firewall or other Security Services feature in conjunction with the Service will prevent unauthorized access to the Customer’s systems.
AT&T makes no claims or warranties and accepts neither responsibility nor liability regarding the security or encryption of any data sent using the Service.  AT&T will not guarantee the ability of tunneling or any other method of data transmission to protect or secure any data sent using the Service or any other option or feature of the Service offered under this Service Guide.
Federal Access Recovery Fee (FARF)
The Federal Access Recovery Fee (FARF) is an undiscountable monthly charge that recovers, in part, the regulatory fees that the Local Exchange Carriers (LECs) assess on AT&T in connection with obtaining the local access component.  Effective July 1, 2011, the FARF fee is 9.0% of the monthly price of the local access component AT&T charges its Customers when the local access component is integrated into AVTS.  The FARF percentage is subject to change at any time. FARF does not apply to communications or transmissions between two points outside the US.  The FARF has been introduced on charges billed on or after July 1, 2008 (where billing capability existed).  FARF charges are not eligible for SLA credit.

Service Level Agreements (SLAs)

General AVTS SLA Terms

AVTS offers SLAs for the US and Most of World regions, providing global coverage.  While AT&T does not guarantee performance objectives, AT&T will provide credits to an eligible Customer when a performance objective is not met.  There are SLAs to cover SoHo devices, High End Site to Site devices, and dial connections made using the Client.  The Customer must be setup in the SLA system by a member of their AT&T account team prior to receiving or submitting a request for credit.
The SLAs involving SoHo and High End Site to Site devices and are reactive, requiring the Customer to submit a request for credit when an SLA is not met.
The SLA for the Client is proactive, so no customer involvement is necessary. Each month an automatic calculation is performed to determine if the SLA was met.

Service Level Agreements 

AT&T provides the following SLAs subject to limitations set forth below.

Service Level Agreements for Small Office/Home Office and High End Site to Site
VPN Tunnel Server Availability

AT&T provides a 99.99% availability of the VPN tunnel server.  The VPN tunnel server is considered available for purposes of determining whether an outage has occurred if AT&T is able to communicate with such Device via a management tunnel.
If a Customer experiences one or more outages of a VPN tunnel server in any calendar month totaling 4.3 minutes or more ("VPN Tunnel Server Availability"), then Customer will be eligible for a credit of 3% of the discounted AVTS Monthly Charges for the affected Device(s).

Small Office/Home Office Device Availability

AT&T provides a 99.9% SoHo Device availability.  SoHo Device is considered available for purposes of determining whether an outage has occurred if AT&T is able to communicate with such Device via a management tunnel.  

If a Customer experiences one or more outages of a SoHo Device in any calendar month totaling 43 minutes or more ("SoHo Device Availability"), then Customer will be eligible for a credit of 3% of the discounted AVTS Monthly Charges for the affected SoHo Device.

Small Office/Home Office Device and Broadband Access Service Availability

AT&T provides a 99.9% availability of SoHo Device and AT&T broadband access bundled together.  SoHo Device and broadband access each are considered available for purposes of determining whether an outage has occurred if AT&T is able to communicate with such Device via a management tunnel and/or broadband access is available.  AT&T offers 99.99% service availability if a method of AT&T provided back up (i.e. dial up or mobile broadband) is enabled on the SoHo Device. 

If a Customer experiences one or more outages of either SoHo Device or broadband access unavailability in any calendar month totaling in excess of 43 minutes (or 4.3 minutes if a method of AT&T provided back up is enabled on the SoHo Device), then Customer will be eligible for a credit of 3% of the discounted AVTS Monthly Charges for the broadband access service and the SoHo Device.

MIS/GMIS Access Availability 

AT&T provides a 99.99% access availability for MIS or GMIS.

If a Customer experiences one or more outages of MIS/GMIS in any calendar month totaling 4.3 minutes or more ("Access Availability"), then Customer will be eligible for a credit of 3% of the discounted AVTS Monthly Charges for the affected MIS/GMIS service.

High End Site to Site Latency

AT&T provides the following limited guarantee of High End Site to Site Latency for locations with AT&T MIS/GMIS access.

If a Service Customer experiences High End Site to Site Latency between two Tunnel Sites of greater than the performance objectives provided in the table below plus 150 ms for the access links, in any calendar month, then Customer will be eligible for a credit of 3% of the total monthly charge for the affected VPN Tunnel Servers at such Tunnel Latency Sites, subject to the maximums specified below in the Programs Rules and Regulations.   The latency will be measured by the Help Desk using pings through the tunnel between tunnel servers, continuing over a 15 minute time period, and recorded in the trouble ticket.  For example, the latency must exceed 245 ms (95 ms from table below + 150 for the access links) to claim an SLA credit for latency between a server in Europe and the US East Coast.

	MIS/GMIS Latency Performance Objectives Table (Within Region)

	United States (US)
	37 ms

	Europe
	30 ms

	EMEA except Western Europe
	45 ms

	Asia Pacific
	80 ms


	MIS/GMIS Latency Performance Objectives Table (Between Regions)

	Asia Pacific to US West Coast
	155 ms

	Asia Pacific to Europe
	245 ms

	Europe to US East Coast
	95 ms

	Europe to US West Coast
	175 ms

	US to Caribbean and Latin America
	130 ms

	US to Canada
	39 ms


MIS/GMIS Network Average Latency

Latency SLAs are measured on AT&T MIS or GMIS access and/or egress circuits.
AT&T Managed Internet Service (MIS)

Customers of the AVTS using AT&T MIS for Internet Access or Internet Egress are eligible for the limited guarantees currently available for Customers of the AT&T Managed Internet.  However, if Customers orders a Cisco IOS VPN Server or VPN Gateway for use with an MIS Service Component under this Service, Customer shall only receive the credit specified for the MIS Service Component.  If Customer orders an MIS with Managed Router Service Component for use with the Service, Customer will receive a credit for the MIS Service Component, including the portion of such fees which are charged for the Managed Router Service Component.

AT&T Global Managed Internet Service (GMIS)

If the Service is utilizing AT&T GMIS as the Dedicated Internet Access, service level agreement plans may be applicable for Global Managed Internet Service connections.  If the Customer utilizes the Cisco IOS platform, AT&T will deem the Cisco IOS VPN equipment to be the GMIS router referred to in the GMIS service level agreement.  Service level agreement plans are not applicable to the Service in all regions and/or countries.  

AGN Client Network Accessibility Service Level Agreement 
The Network Accessibility SLA measures dial connections to the AT&T dial POPs from the Client, and provides a proactive credit if certain targets are not met.  The Client enables the tracking of information that makes it possible to calculate these measurements and provide an SLA.  This SLA is available, at no additional charge, to customers that have a minimum of 100 active Client users using dial access in a given month.

The SLA for successful dial connections is 95% for tier one countries and 90% for tier two countries.  SLA does not apply for countries not listed in section "Client Dial Network Accessibility - List of Country Tiers."  AT&T may change the tier list of countries without prior notice.  

Each of the tiers is considered to be a separate SLA.  For example, a customer that has end users in countries that fall into tier 1 and into tier 2 will have a 95% SLA for the tier 1 countries and a 90% SLA for the tier 2 countries.

The monthly service level attainment for each tier is determined by using all attempted dial connections in all countries within a given tier.  AT&T will provide a credit to Customer when such credit is due under the terms of this SLA, in the event that AT&T does not meet the monthly target in a tier.  SLA credits are determined at the country tier and account level.

Customer's CPOC or its authorized users may review a monthly summary report of network accessibility, located at https://focus.attglobal.com.

CROSS REFERENCE:

AT&T Global Network Client Software
User IDs for the Client
Customer Point of Contact
SLA Exclusions and Limitations
Client Dial Network Accessibility - List of Country Tiers 

Tier 1 (95%) list of regions and countries:

Asia Pacific: Australia, Hong Kong, New Zealand

EMEA: Austria, Israel, Spain, Belgium, Irish Republic, South Africa, France, Luxembourg, Switzerland, Germany, Netherlands, United Kingdom

Latin America: Argentina

North America: Canada, United States

Tier 2 (90%) list of regions and countries:

Asia Pacific: Indonesia, Singapore, Taiwan, Malaysia, South Korea, Thailand, Philippines

EMEA: Croatia, Hungary, Romania, Czech Republic, Italy, Slovak Republic, Denmark, Norway, Slovenia, Finland, Pakistan, Sweden, Greece, Portugal, Turkey

Latin America: Brazil, Ecuador, Peru, Chile, Netherlands Antilles, Venezuela, Columbia

Client Dial Network Accessibility - Measurements

The SLA measurement for each tier individually is calculated monthly by dividing the total number of Successful Logins by the total number of Successful Logins plus network failures for which AT&T is responsible.  The result is defined as the “Call Success Rate” or “CSR”. 

A “Successful Login” is defined as one that makes a connection to the AT&T Global Network.  A log in will be considered successful if the user is authenticated.

Client Dial Network Accessibility - SLA Credit Calculations

In calculating the Worldwide customer activity CSR, a customer connection attempt is included if it is initiated (a) by a User in a customer account included in the customer's list of covered accounts, (b) by dialing a phone number located in a country which supports the SLA.

As a proactive claim, a credit will apply if the CSR falls below the SLA in either tier one, tier two, or both, during the relevant month.  When the CSR falls below the SLA for a subject tier, the following steps are performed for connectivity activity in each customer account:

Note: For example, customer account ATAP registered in the US and traveling (roaming) activity in the United Kingdom (UK), then the calculations are done for the account in US and in the UK in the aggregate, since both US and UK are in tier 1.

1) Calculate the Base Line Credit (“BLC”) percentage.  This is the positive difference between the target CSR and the CSR of the account in the country tier of activity.  If the CSR is met for the account in the country tier of activity, no credit is issued and the credit calculation stops here.

For example, in the case of tier 1, if in a given month the aggregate CSR fell below the target of 95% and the CSR of the ATAP account in tier I were 94%, the BLC would be determined as follows:  BLC = Target CSR - Actual CSR = 95.0% - 94.0% = 1.0%

2)  Determine the Line-Item Weight (LW) ratio in for the subject account and subject tier where the BLC is positive.  The LW ratio is the percentage of the calls made in the subject account in the subject tier of activity as measured against all calls made across the world for the subject account. 

3) Determine the Escalation Factor (EF).  The credit for non-achievement of the target CSR for a subject tier is a progressive credit. The EF is based on the number of consecutive months that the target CSR levels have not been met for a subject tier as detailed in the following chart:

	Escalation Factor Chart Table

	Consecutive months 
SLA missed
	Percent to be used 
in the credit calculation

	one month
	25%

	two months
	50%

	three months or more consecutive months
	100%


4) When a positive BLC exists, determine the applicable credit percentage.  This is calculated by multiplying the Base Line Credit by the Escalation Factor by the Line-Item Weight Ratio. 

5) The amount of the credit due to Customer is determined by multiplying the credit percentage by the sum (after all applicable discounts) of the Client dial related charges.

SLA Claims Process for Small Office/Home Office

As a reactive claim, in order for a Customer to be eligible to receive a credit under an AVTS SLA:

· Customer must have experienced an outage of the Service which occurs when AT&T cannot detect the existence of an AT&T managed device and AT&T cannot communicate with the device either (a) directly over the primary Internet connection or (b) via backup connection such as cellular or dial (Outage).  An Outage only occurs when AT&T or third party Internet access or Internet egress is functioning properly, and both of the conditions (a & b specified herein) occur during the Outage.  .

· The CPOC must notify AT&T Customer Care immediately of an outage via the applicable toll-free Customer Care number.  AT&T Support Center (maintained by AT&T and available 24x7) will investigate the reported outage and assign a trouble ticket number to the incident. A trouble ticket is the individual incident report which AT&T opens for each outage or other issue with the Service.

· All credit requests must be entered by the Customer via the Integrated SLA Offer Management (ISOM) tool available on AT&T Business Direct (https://www.businessdirect.att.com).  Customers must be registered for access to the ISOM tool by their sales representative.  Customers must include the following information in the credit request:

The specific SLA subject to the credit.

The date of the occurrence for which a credit is due.

The trouble ticket(s) for the occurrence.

· The following business rules in ISOM must be adhered to in order to correctly submit an AOTS ticket.  If Customer does not comply with all of the business rules in the AOTS ticket, the Customer may not be eligible for corresponding credit claim:

AOTS Ticket: “Resolution Service Impact” field must list “YES”.

AOTS Ticket: “Resolution Request Type” must list “Fault”.

AOTS Ticket: “Severity” field must list “1” or “2”.

AOTS Ticket: “Ticket Role” field must list “Main”.

AOTS Ticket: Cross-check the OrgAccount against the ISOM profile.

One Ticket = One Claim. Duplicate credit requests are not accepted.

An AOTS Ticket must exist.

AOTS Tickets must be associated with the AVTS service.
SLA Exclusions and Limitations 

· AT&T is not responsible for failure to meet an SLA resulting from (1) negligent conduct or misuse of Service by Customer or Users. (2) acts outside AT&T’s control, including, but not limited, to Customer directed activities, natural disasters, changes resulting from government, political, or other regulatory actions, strikes or labor disputes, acts of civil disobedience, acts of war, acts against parties (including carriers and other vendors to AT&T), and other force majeure conditions. (3) Failure or deficient performance of power, equipment, services or systems not provided by AT&T. (4) Delay caused or requested by Customer.
· AT&T is not responsible for failure to meet an SLA resulting from service interruptions, deficiencies, degradations or delays: (1) Due to access lines or CPE when provided by third parties. (2) During any period in which AT&T or its agents are not afforded access to the premises where access lines associated with Service are terminated or AT&T CPE is located. (3) During any period when a Service Component or device is removed from Service for maintenance, replacement, or rearrangement purposes or for the implementation of a Customer order. (4) In investigating and/or fixing a trouble affecting a non-US Service Component due to the hours of operation of the local access provider in the country for which Customer is reporting a trouble.
· In any calendar day, Customer may receive a maximum of one credit with respect to any particular Site for the limited guarantees for the SLAs specified in section 2.1 (Service Level Agreements for Small Office/Home Office and High End Site to Site).
· In any calendar year, Customer's aggregated credits with respect to any particular site may not exceed one month's worth of the Monthly Charges for the Device in question.
· All claims for Outages made by Customer are subject to review and verification by AT&T.
· Claims for credits may be made only by Customers whose Service is fully managed and maintained by AT&T.
· Trouble Tickets, where the Outage cannot be verified with AT&T's standard diagnostic procedures, do not count towards the limited guarantees for the SLAs specified in section 2.1 (Service Level Agreements for Small Office/Home Office and High End Site to Site).
· The duration of an Outage will be determined by summing the amount of time Trouble Tickets are open with the appropriate AT&T Customer Care organization for the device in question in any given month.  The time starts with the opening of a Trouble Ticket by AT&T Customer Care and ends when AT&T Customer Care makes its first attempt to notify Customer of the restoration of the Service.
· The Service Level Agreements will take effect in the calendar month following Customer's first use of the VPN Tunnel Server or VPN SoHo Device, respectively at such location.
· The Monthly Charges that will be the subject of the credit will be the Monthly Charges for such VPN Tunnel Server or VPN SoHo Device, as applicable (excluding any port or any local access or other charges).
· SoHo and High End Site to Site SLAs are reactive, meaning that the Customer must report to AT&T within a specified period of time any event that could lead to an SLA claim.  The last day to request a credit is the last day of the month following the month when the outage was corrected at a Customer location. For example, an outage in January must be submitted for credit by the last day of February

· AT&T will not be responsible for failure to meet the Client Network Accessibility SLA and shall not be obligated to provide any credits, because of: (1) Log-in issues attributable to the use by Customer of third party authentication. (2) AT&T’s inability to distinguish between a User error and a service problem (3) Customer’s failure to be on a currently supported version of the Client or a version which AT&T support has requested to be used in certain circumstances. (4) Failures in the measurement systems that affect the calculation and comparison of SLAs to actual results. 
· Client Network Accessibility SLA requires: (1) There to be at least one hundred Active Users in the subject tier.  An “Active User” is an individual Customer User who had valid dial attempts during the month. (2) The user to allow the auto-connect sequence to complete uninterrupted.  The auto-connect sequence is a set of steps that the Client automatically follows when connecting to the global network using dial. (3) Auto-800 must be enabled, wherever it is provided by AT&T, which allows for a Toll Free/800 number to be automatically dialed if a connection is not successful on the primary number.  This feature will be enabled at no additional charge.
· AT&T Extended Access points of presence (POPs) are not included in the Client Network Accessibility SLA.
· In no event will AT&T be obligated to provide an SLA credit of more than 100% of the applicable monthly charges for failure to achieve any of the stated SLA.  AT&T’s obligations to apply any credit due hereunder shall be offset by any unpaid amounts for services rendered in the applicable months.  AT&T’s provision of a credit to the Customer does not relieve Customer of payment obligations for Services rendered.
· In any calendar month, Customer may only receive a single credit for each of the two Latency High End Site to Site Sites in which the limited guarantee for Latency is exceeded.  Furthermore, once a Latency High End Site to Site guarantee becomes the subject of a credit during any calendar month, such Site shall be ineligible for use as Latency - High End Site to Site for purposes of determining whether any additional US Tunnel Delays occurred during such month.
· Customer agrees that the sole and exclusive remedy for AT&T’s failure to meet any SLA is the credit as specified.
· Any and all service- and site- locations of provider, Tata Communications, are not covered under AT&T’s Global SLAs. 
· AT&T reserves the right to change or modify this SLA, the program rules and regulations or discontinue this SLA.
· Notwithstanding any numerical measurements or performance capabilities that may be mentioned herein, AT&T makes no claims regarding the performance of the AVTS or the VPN SoHo Device. For the Service, a VPN Tunnel Server and VPN SoHo Device are considered available, for purposes of determining whether an Outage has occurred, if AT&T is able to communicate with such VPN Tunnel Server or VPN Device, as applicable, via a management Tunnel.
Service Level Reports

Global Network Accessibility Service Level Reports 

This report, previously known as the Remote access Connectivity Report (RACR), provides a snap shot of Customer’s performance on the AT&T network and tracks all network errors:  Busy, Ring-no-answer, Modem failure, and Log in (authentication) failure.

The report includes the following:

A.  Executive Summary

B.  Client report, which provides worldwide Network Access Success by: 

· Geography
· Location
· Account
· Dial Gateway
C.  Gateway report, which reports in gateway connections by

· Geography
· Location
· Account
· Dial Gateway
VPN Service Level Reports

This report provides monthly data on:

· VPN Accessibility: ability to set up a VPN Tunnel.

· VPN Sustainability: ability to maintain the tunnel and gracefully terminate it.

There are 2 types of VPN Service Level Reports:  AT&T Global Network Client base reports for Customers using the software client, and AT&T NetGateTM based reports for Customers using the hardware client.  Requirements are for the AT&T Global Network Client version 5.04.1 or newer, and for AT&T NetGateTM version 1.5 or newer.

The reports include the following:

A. Accessibility by:

· Account
· End-Tunnel Server
· Access Method
B.  Sustainability by

· Account
· End-Tunnel Server
· Access Method
C.  Usage by

· Account
· End-Tunnel Server
· Access Method
Real-Time Focus Tool Reports

Web based applications designed to support the help desk by providing in real time a detailed view of the end user’s following:

· Narrowband connections. 

· VPN connections.

The Tool collects data globally and requires the use of the AT&T Global Network Client version 5.06 or newer.  Detailed data is retained for 90 days.

This Tool is available through the Special Bid process.

Site Interface Gateway (SIG) Reports

The Customers using SIG as their tunnel service can obtain the following monthly reports:

· SIG System Statistics by SIG.

· SIG System Statistics by Date.

· Tunnel Usage Statistics by SIG.

· Tunnel Usage Statistics by Date.

Program Rules and Regulations

As part of the Service, AT&T may provide the Customer with certain types of performance reports about Customer's Service, except in those countries where service level objective measurements are not maintained. Any such reports are provided for informational and trending purposes only. There is not additional help desk support or network analysis support for these reports. These reports may contain errors or may otherwise misrepresent Customer or Users use of the Service. Accordingly, AT&T does not warrant these reports. Content and format of the reports AT&T provides are subject to change without notice. AT&T maintains an Internet web site where such reports may be obtained. AT&T will authorize a limited number of IP addresses (users) for access to this web site. User access will be limited to data that is appropriate for Customer only. 

The Global Network Accessibility Service Level Report ("SLR") feature provides the Customer with monthly report(s) that describe the remote access network accessibility experience of the Customer's users for Remote Access. For Customers using version 5.0.6 or higher of the AT&T Global Network Client, reports are specific to a given Customer and show the network accessibility of the Customer users in each country where the Service has been used. For Customers not using the AT&T Global Network Client, reports are not specific to the Customer, but reflect the aggregate accessibility information collected for the selected features. 

The AT&T Global Network Client enables the tracking of information that makes it possible to provide the accessibility reports. In addition, the auto-connect sequence, where available, is a set of steps that the AT&T Global Network Client automatically follows in connecting to the global network. Users must allow the auto-connect sequence to complete uninterrupted. 

1.  
The Global Network Accessibility SLR feature is available at no additional charge for Customers meeting a certain active corporate dial feature user base. The Activate User ID Qualification Table, below, shows the minimum number of active distinct User IDs, which Customer must achieve within the first 6 months of the Initial Service Period to qualify for the Global Network Accessibility SLR feature. Customer must maintain the minimum number of active User IDs in the region where they have the Service in order to continue to be provided with access to the Global Network Accessibility SLR feature.  AT&T may suspend a Customer's use of the Global Network Accessibility feature in the event that a Customer fails to maintain the minimum number of User IDs specified in Table below.

2.  
Active User IDs Qualification Table - Minimum Number of User IDs needed to qualify for the Global Network Accessibility SLR feature.

	AVTS Remote Access Dial (active User IDs):

	US
	Canada
	Latin America
	EMEA
	AP

	250
	250
	100
	250
	150


3.  
The accessibility report(s) will be e-mailed to the Customer to a User ID specified by the Customer. The features supported the content and the format of the Global Network Accessibility SLR feature and its reports are subject to change without prior notice. 

4.  
The accessibility reports are provided for information and trending purposes only. There is no additional help desk support or network analysis support for these reports. AT&T does not warrant an accessibility service level. Network access failures or problems of individual users are handled via the standard help desk support. 

5.  
The accessibility reports should not be used for accounting or billing purposes. Individual sessions may vary and the actual remote access charges are computed for each individual session using 0.010 hour minimum and 0.010 hour increments, adjusting to the next hundredth digit.

6. 
 Service Level Reporting is not available for any POPS associated with the Extended Access feature.

Program Definitions 

Points of Presence:  The report(s) cover the access points of presence for traditional analog access, ISDN access and wireless (e.g., GSM) access. 

Measurements:  The accessibility measurement is computed monthly at the Customer account level for the AVTS Remote Access feature under the Global Network Accessibility SLR feature. A successful log-in is defined as one that makes a connection to the AT&T Global Network. A log-in will be considered successful if the user is authenticated, even if the requested resource or application is not available at the time. 

Aggressive Mode means the mode of operation whereby the VPN spoke-type device must initiate a Tunnel session with another VPN hub or spoke device.
AT&T VPN Support Center means the 24x7 support center that AT&T maintains for Outages relating to VPN Tunnel Servers and VPN Devices.

Main Mode means the mode of operation whereby either one of the VPN devices which is part of a Tunnel pair can initiate a Tunnel session with the other VPN device.

Outage is defined as the inability of AT&T to detect the existence of an AT&T managed VPN Tunnel Server or VPN Device when AT&T cannot communicate with the VPN Tunnel Server or VPN Device either a) directly over the primary Internet connection, or b) via a modem for the out of band connection. An Outage only occurs when your AT&T or third party Internet Access or Internet Egress is functioning properly, and both of the conditions (a & b) specified in this paragraph occur during the Outage. 

Trouble Ticket means the individual incident report which AT&T opens for each Outage or other issue with the Service. 

Tunnel Latency Site means those Customer VPN Tunnel Server(s) at a Customer location in the US where Customer has AT&T Managed Internet Services for the Internet Access or Egress at such location and which are within 150 miles of the nearest AT&T POP.

US Tunnel Delay is defined as the average round trip delay time of IP traffic sent via a Tunnel between any two of Customer's VPN Tunnel Servers where the Internet Access or Egress at such Site is provided by AT&T Managed Internet Service within the United States and purchased under the High End Site to Site Service, measured over a 15 minute or longer sustained period, excluding delays relating to periods of maintenance or upgrades. 

VPN Tunnel Server means the following AT&T CPE: Remote Office Connection, Small Hub/Branch Office Connection, Standard Hub Site Connection and High End Hub Site Connection. It also includes the following AT&T CPE Options:  SoHo Office Connection and SoHo Sub Remote Office Connection, when such AT&T CPE is used in conjunction with the AT&T High End Site to Site Service.

VPN Device means the following AT&T SoHo Site to Site Option devices: AT&T SoHo Hi-End, AT&T SoHo Standard, and SoHo Cisco.

Capitalized terms not defined in this SLA are defined in the Agreement, the Attachment, or other parts of the Service Guide.
Pricing (P) 
The pricing set forth herein and/or in the Customer's Service Agreement apply only to the Service provided within the country unless otherwise specified.  Not all services, features or speeds are available in all countries.  Pricing and country availability may be subject to change from time to time.  Additional charges may apply for services or features not specified in the Customer's Service Agreement, including location changes and professional services.  Please contact the AT&T sales representative for Service availability information.  
Charge Types

The Customer’s usage of the Service are based on the type of AT&T CPE that has been selected and will generally incur the following types of charges:

· Installation Charges:  One time set up and installation charge per Site.  This charge is due and payable upon the Service Activation Date for each Service component at such Site.  One time charges may differ within regions.  The installation costs for certain Service Components may only be provided to Customers on a case by case basis. Additional charges may apply for services or features not specified in the Attachment or any subsequent Addendums, including location changes and professional services.
· Monthly Charges:  Monthly recurring charges are applicable per site for VPN network management (User enrolled in the 50 Hour Plan, the 150 Hour Plan or enabled for the VPN over Alternate ISP option) and any AT&T CPE.  Monthly recurring charges are also applicable for use of the Client.  Monthly charges are due and payable on a monthly basis or otherwise as may be stated in the applicable Agreement.  Such charges shall start on the Service Activation Date and shall be pro-ratable.

· Usage Charges:  Charges for local or nationwide dial access (analog or ISDN), Extended Access and/or the connectivity features are on a “per access” basis.  “Per access” hourly charges are measured from the start of the connection to the network until the connection is terminated.  A single charge for each physical connection to the network will apply, regardless of the number of logical sessions within each physical session.  Dial access charges, on a per access basis, are computed using a 1/100 hour (36 second) minimum and 1/100 hour minimum increments.  The resulting per access charge is adjusted to the next hundredth digit.

· Local ISDN dial access charges are incurred for the total amount of B channel time during a connection.  For example, using only one B channel for an hour would incur charges for one hour of connect time.  If two B channels are used at the same time, whether separately or bundled together for one hour, the charges incurred would be for two hours of connect time.  Local ISDN dial access is limited to selected cities and countries.

· Usage Surcharges:  Charges for Global Roaming/Traveling User Support Option or “800, 8xx, or Toll-Free” usage are in addition to local analog dial and local ISDN dial access charges.  These dial access surcharges are computed in the same manner as described in the “Usage Charges” bullet above.

Customers are responsible for their own alternate ISP, carrier, ISDN and any local telephone company charges that may be incurred when accessing the Service.

The Service will show AVTS WiFi and AVTS Extended Access as a description on the Customer's invoice.

Country-Specific Provisions (CSP)

Definitions of Regions

Standard Regional Definition Table
The following Standard Regional Definition table specifies the select countries in which the Service is available in the following regions: 
	Country Availability

	Region
	Countries within a Region

	Americas
	Argentina
Brazil
Canada
Chile
	Colombia
Ecuador
Mexico 
Netherlands Antilles
	Panama
Peru
Venezuela

	Asia Pacific
	Australia
China
Hong Kong
India
	Indonesia 
Malaysia 
New Zealand
Philippines
	Singapore
South Korea 
Taiwan
Thailand

	EMEA 
	Austria
Belgium
Bulgaria
Croatia
Cyprus
Czech Republic
Denmark
Estonia
Finland
France
Germany
Greece
	Hungary
Ireland
Israel
Italy
Lithuania 
Luxembourg
Latvia
Netherlands
Norway
Pakistan
Poland 
Portugal
	Romania
Russia 
Slovakia
Slovenia
South Africa
Spain
Sweden
Switzerland
Turkey
United Kingdom

	Japan
	Japan
	
	

	United States
	United States
	
	


Feature Specific Availability
Digital Subscriber Line Access 
DSL Access is available in the following countries.

	DSL Access Country Availability

	Argentina
	Denmark
	Japan
	Slovakia

	Australia
	Estonia
	Latvia
	Slovenia

	Austria
	Finland
	Lithuania
	South Africa

	Belgium
	France
	Luxembourg
	Spain

	Brazil
	Germany
	Netherlands
	Sweden

	Canada
	Greece
	Norway
	Switzerland

	Chili
	Hong Kong
	Peru
	Taiwan

	China
	Hungary
	Poland
	Turkey

	Croatia
	Ireland
	Portugal
	United Kingdom

	Cyprus
	Israel
	Romania
	United States

	Czech Republic
	Italy
	
	


Toll-Free/800 Access

Toll-Free/800 Access is available in the following countries.  Toll-Free charges for countries which do not offer Toll-Free service apply when the user travels to a country that offers Toll-Free service.
	Toll-Free/800 Country Availability

	Austria
	Finland
	Italy
	Sweden

	Belgium
	France
	Netherlands
	Switzerland

	Canada
	Germany
	Norway
	United Kingdom

	Denmark
	Ireland
	Spain
	United States


CROSS REFERENCE:
Toll-Free Access 
Extended Access 
In the following countries, the Extended Access feature is available only for permanent residents or occasional use by travelers (i.e., no longer than 30 consecutive days or no more than three months in a year).
	Extended Access Country Availability

	Occasional 
Use By Travelers
	Permanent Residents

	Albania
	Argentina
	French Guiana
	New Caledonia

	Angola
	Armenia
	Georgia
	Nicaragua

	Belarus
	Bahamas
	Gibraltar
	Nigeria

	Brunei
	Bahrain
	Greece
	Panama

	Egypt
	Bangladesh
	Guadeloupe
	Paraguay

	Iceland 
	Barbados
	Guatemala
	Peru

	Kuwait
	Bermuda
	Haiti
	Philippines

	Laos
	Bolivia
	Honduras
	Portugal

	Macau
	Bosnia and Hercegovina
	Hungary
	Reunion Island

	Macedonia
	Botswana
	India
	Romania

	Madagascar
	Brazil
	Indonesia
	Rwanda

	Malta
	Cambodia
	Ivory Coast
	Saipan

	Moldova
	Cape Verde
	Jamaica
	Samoa

	Morocco
	Cayman Islands
	Japan
	Seychelles Islands

	Niger
	Chile
	Jordan
	Sierra Leone

	Oman
	China
	Kenya
	Slovak Republic

	Papua New Guinea
	Colombia
	Luxembourg
	South Africa

	Qatar
	Costa Rica
	Malawi
	South Korea

	United Arab Emirates
	Croatia
	Malaysia
	Sri Lanka

	Vietnam
	Cyprus
	Martinique
	Tanzania

	
	Czech Republic
	Mauritius
	Thailand

	
	Denmark
	Mexico
	Togo

	
	Dominican Republic
	Mongolia
	Trinidad and Tobago

	
	Ecuador
	Mozambique
	United States

	
	El Salvador
	Namibia
	Uruguay

	
	Eritrea
	Nepal
	Venezuela

	
	Estonia
	Netherlands Antilles
	Zimbabwe


Extended Access can be reached via Toll-Free numbers and charges vary by the following geographical groupings:

Western Europe [countries include Austria, Belgium, Denmark, Finland, France, Germany, Greece, Ireland, Italy, Luxembourg, Netherlands, Norway, Portugal, Spain, Sweden, Switzerland, and the United Kingdom]
Asia Pacific [countries include Australia, China, Hong Kong, India, Indonesia, Malaysia, New Zealand, Philippines, Singapore, South Korea, Taiwan, and Thailand]
Rest of the World [all countries except US, countries in Western Europe and countries in Asia Pacific]
CROSS REFERENCE:

AT&T Extended Access Feature, Wi-Fi Access Feature, and Wired Ethernet Feature
Wi-Fi Access 

Wi-Fi Access is available in the following countries for permanent residents or occasional use by travelers (i.e., no longer than 30 consecutive days or no more than three months in a year).  AT&T may change the list of countries available without prior notice to the Customer. 

	Wi-Fi Country Availability

	Occasional 
Use By Travelers
	Permanent Residents

	Iceland
	Argentina
	Greece
	Nigeria

	Kuwait
	Australia
	Guadeloupe
	Norway

	Malta
	Austria
	Hong Kong
	Panama

	Niger
	Bahamas
	Hungary
	Peru

	United Arab Emirates
	Bangladesh
	India
	Philippines

	
	Belgium
	Indonesia
	Portugal

	
	Bermuda
	Irish Republic
	Reunion Island

	
	Botswana
	Israel
	Singapore

	
	Brazil
	Italy
	Slovak Republic

	
	Canada
	Jamaica
	South Africa

	
	China
	Japan
	South Korea

	
	Costa Rica
	Jordan
	Spain

	
	Cyprus
	Kenya
	Sweden

	
	Czech Republic
	Luxembourg
	Switzerland

	
	Denmark
	Macau
	Taiwan

	
	Ecuador
	Malaysia
	Tanzania

	
	Finland
	Martinique
	Thailand

	
	France
	Mexico
	Turkey

	
	French Guiana
	Netherlands
	United Kingdom

	
	Georgia
	New Zealand
	United States

	
	Germany
	Nicaragua
	Venezuela


CROSS REFERENCE:

AT&T Wi-Fi Feature
Wired Ethernet Access

Wired Ethernet Access is available in the following countries.  AT&T may change the list of countries available without prior notice to the Customer.

	Wired Ethernet Country Availability

	Austria
	Denmark
	Italy
	Spain

	Bahamas
	France
	Luxembourg
	Switzerland

	Bangladesh
	Germany
	Netherlands
	United Kingdom

	Belgium
	Hungary
	Portugal
	United States

	Canada
	Ireland
	
	


CROSS REFERENCE:

AT&T Wired Ethernet Feature
Wireless Access 

Wireless Access is available in the following countries.  AT&T may change the list of countries available without prior notice to the Customer.

	Wireless Country Availability

	France
	Italy
	Netherlands
	United Kingdom

	Germany
	Japan
	Spain
	


CROSS REFERENCE:

Wireless Access Feature
Country Unique Provisions

Service and/or feature availability are subject to local country laws and may be restricted in some countries.

Please contact the AT&T sales representative for additional geographic availability information in connection with the features, functions and access options (e.g. AT&T Dial POP access and AT&T Managed Broadband Access), of AVTS.  AT&T, at its sole discretion, may add or remove countries, features, functions, and/or option, without prior notice to Customer.

Argentina
Billing
All payments shall be made in US Dollars or in its equivalent in Argentine Pesos at the "vendedor transferencia" (seller transfer) exchange rate published by the Banco Nación de la República Argentina the day before the payment date.

If in the future, by any law, rule or regulation the free circulation of US Dollars is limited or restricted, Customer, irrevocably and unconditionally, agrees to buy the amount of necessary external bonds issued in US Dollars by the Argentinean Federal Government to sell them, at AT&T’s option, in the New York City, United States of America, or Montevideo, República Oriental del Uruguay, in order to obtain the amount of US Dollars necessary to fulfill Customer's payment obligations under this Agreement.  For purposes of this Agreement, external bonds issued in US dollars by Argentinean Federal Government shall mean "Bonos Externos de la República Argentina" or any other security or bond issued by the Argentine Federal Government in US Dollars.

Customer shall be responsible to pay to AT&T all costs, expenses, taxes and withholdings incurred in selling the above mentioned external bonds issued in US dollars by Argentinean Federal Government.  Customer irrevocably and unconditionally agrees not to invoke the "Doctrine of Improvidence" (Teoría de la Imprevisión) or any similar defense, to avoid payment as specified above.

Australia
Feature Specific Terms

AT&T Managed Broadband Access

AT&T Managed Broadband coverage is limited to New South Wales, Victoria and Queensland states.  AT&T Managed Broadband is only available in Australia when ordered with Multi User Remote Access SoHo (Single User is not supported with AT&T Managed Broadband).

Brazil
Billing

In the event of local payment, the initial and the monthly charges originally expressed in United States currency will be converted, on the date of the Service Order Attachment signature, into Brazilian currency, using the exchange rate issued by the BANCO CENTRAL DO BRASIL.  In addition to the terms in the Customer's Service Agreement regarding price adjustments, the prices in Brazilian currency shall be adjusted every twelve (12) months according to the variation of the General Index of Market Price issued by the Getúlio Vargas Foundation (IGP-M/Fundação Getúlio Vargas), or by another index defined by the Brazilian government.  In the event that during the effective term of Customer's Service Agreement, it becomes possible to adjust the prices at intervals shorter than herein set forth, the parties in Brazil shall negotiate the adoption of a shorter interval as allowed by the local legislation.

The creation of new taxes, or a change in the taxes applicable to the Services covered by Customer's Service Agreement, or an operation covered by it, shall result in an immediate adjustment of the price to reflect such new taxes. 

Feature Specific Terms

Small Office/Home Office Feature

In this country, it may not be possible for the AT&T NetGateTM to automatically setup a VPN Tunnel to the VPN Gateway when traffic destined for the Customer’s private network is detected.  It also may not be possible for the AT&T NetGateTM to maintain a persistent, always-on VPN Tunnel to the VPN Gateway.  This is due to a two-step authentication implemented by broadband access providers in this country.  Broadband providers require one authentication for DSL access and another manual authentication via a website to gain access to the Internet.  This two-step authentication precludes Customer from using the AT&T NetGateTM automatic VPN Tunnel setup capabilities.  Therefore, Customer must log onto the AT&T NetGateTM and manually initiate a VPN Tunnel to the VPN Gateway.

Bulgaria
Feature Specific Terms
Small Office/Home Office Feature 

SoHo High-End CPE (AT&T NetGateTM) feature is not available in this country.
AT&T Managed Broadband
AT&T Managed Broadband is only available in Bulgaria when ordered with Multi User Remote Access SoHo (Single User is not supported with AT&T Managed Broadband).
Remote Access Feature

Remote Access feature using the Extended Client (including the Global Roaming Option) is not available in this country.  The base internet client with L2TP is supported.

Canada
Billing

Unless Customer receives invoices through AT&T’s Consolidated Statement Facility, Customer agrees that AT&T may deliver invoices solely by enabling Customer to access them via the AT&T Web Based Billing facility.  AT&T will enable Customer to access this facility with a User ID and password.  Customer must provide AT&T with the name, telephone number, email and mail addresses of the designated billing contact for this purpose.  AT&T will notify the designated billing contact by email when monthly invoices are posted to the AT&T Web Based Billing facility.  Customer agrees to check the AT&T Web Based Billing facility at least once monthly for current invoices posted whether or not Customer has received the email notification.  Customer agrees that Customer will be deemed to have received each such invoice as of the date it is posted and that failure on Customer’s part to access any invoice shall not relieve, waive or delay the obligation to promptly pay charges incurred.  Customer must give notice in writing immediately should Customer change the designated billing contact including the new designated billing contact’s name, telephone number, email and mail addresses, by email at agnscanada@att.com or fax (905-762-7410).

Feature Specific Terms

AT&T Global Managed Internet Service

AT&T Global Managed Internet Service is available in this country for use with the AT&T NetGateTM equipment.

Integrated Services Digital Network Dial

ISDN Dial capabilities are not available in Canada. Where ISDN Dial capabilities are available outside of Canada, local access charges may apply per "B" channel. For example, if two "B" channels are bonded to create a single 128Kbps connection, you will be charged as if two (2) hours of local dial hours were used.
AT&T Managed Broadband Access

AT&T Managed Broadband is only available in Canada when ordered with Multi User Remote Access SoHo (Single User is not supported with AT&T Managed Broadband).

Remote Access Feature

AT&T Digital Subscriber Line Broadband Access

AT&T DSL is only available for use when ordered with Multi User with the Remote Access SoHo (Single User is not supported with AT&T DSL).
50 Hour Plan Option

The 50 Hour Plan is not available in this country.

Nationwide Toll Number

Calls to the nationwide toll number in Canada are blocked if they originate from a calling area local to an AT&T phone number.  This feature is provided as a courtesy to Customers to prevent Customers from incurring unnecessary nationwide toll surcharges.
Small Office/Home Office Site to Site
Cold Standby Small Office/Home Office Option (AT&T NetGateTM only)
This option can minimize hardware downtime by providing a backup replacement unit at the Customer Spoke site, immediately available to the Customer in the event of a primary AT&T NetGateTM appliance unit failure.  AT&T will assist the Customer’s on-site contact over the phone to replace the non-functioning AT&T NetGateTM with the backup AT&T NetGateTM. A recurring monthly subscription rate will be charged for each Cold Standby Backup AT&T NetGateTM device.
In the case of an AT&T NetGateTM appliance failure identified as such by the AT&T second level help desk, AT&T will ship a replacement cold standby unit for arrival at the Customer’s Spoke site via courier within two (2) business days. The Customer must ship the non-functioning unit being replaced back to AT&T within thirty (30) business days of receipt of the replacement cold standby unit in order to avoid additional charges.
The Cold Standby unit must be ordered together and used for the same Site as the primary AT&T NetGateTM unit.  Otherwise, standard pricing for the Cold Standby unit will apply

Support/Maintenance

For High End Site to Site, Service maintenance is provided from Monday 2:00 a.m. to 5:00 a.m. local time.

Chile

Support/Maintenance

For SoHo Site to Site and Remote Access, help desk support is provided from Monday through Friday 8:30 a.m. until 6:30 p.m. local time with best effort support via pager after hours.
China
General
AT&T’s local service providers in China are China United Network Communications Corporation Limited (“China Unicom”) for Remote Access and Shanghai Symphony Telecommunications Co. Ltd (“SST”) for CPE. 
Billing

Global revenue commitment discounts and the Consolidated Statement Service are not applicable for any portion of the Service available in China.

For Service provided by AT&T utilizing China Unicom, AT&T Global Network Services Hong Kong Ltd. (“AT&T Hong Kong") will invoice Customer’s Hong Kong entity in USD.  Alternate billed-to entity and country or currency may be provided upon request.

Service provided in SST will be in accordance with the terms and conditions of the SST local Agreement between Customer and SST, and SST will invoice Customer in Chinese Yuan (“Renminbi” or “RMB” or “CNY”).  Where domestic withholding tax is payable, Customer is required to issue the withholding tax certificate to China Unicom or SST, as applicable.

Feature Specific Terms

Small Office/Home Office Feature

The SoHo feature is generally available for small office and home office sites in China.  The SoHo feature is provided through a separate local contract between Customer’s local affiliate and SST for services to be provided to SoHo sites in China. AT&T coordinates with SST for service delivery.  SoHo sites with the Split Tunneling Option are supported..
High End Site to Site Feature
AT&T Global Managed Internet Service is not available in China.  Services are provided by the local service provider SST.  Customer’s local affiliate signs a local agreement with SST for High End Site To Site in China.  AT&T coordinates with SST for service delivery.
AT&T Managed Broadband Access

AT&T Managed Broadband is only available in China  when ordered with Multi User Remote Access SoHo (Single User is not supported with AT&T Managed Broadband).  For AT&T Managed Broadband, a separate local contract between Customer’s local affiliate and SST is required.
Remote Access Feature

Remote Access feature is generally available to roaming/travelling users, permanent residents and China based employees' of global multinational companies doing business in China.  A separate contract between Customer’s local affiliate and China Unicom is required.  The Split Tunneling Option is supported for both China-based and roaming/travelling users. Permanent residents and expatriates of global multinational companies MUST use version 6.1 or higher of the AT&T Global Network Client or other version as determined by AT&T..
VPN Remote Access Feature

The SIG VPN Remote access server is not available in China.
Internet Acceptable Use Policy

Internet services (access, connections, and content) are regulated in China.  The Services are provided through SST or China Unicom and Customer must comply with all applicable laws, regulations or conventions in China (including, but not limited to, those set forth in the rules of the local service provider).  Customer is responsible for ensuring Customer and Customer's end users comply with all applicable laws, rules and regulations of China, and the local service provider.
Support/Maintenance

Service maintenance is provided from 2:00 a.m. to 5:00 a.m. local time on Monday.

Colombia 
Billing

Unless otherwise mandated by Colombian law, invoices for all applicable charges shall be rendered in United States Dollars (USD).  If any law, rule or regulation of a competent Colombian authority requires that payment for services rendered in Colombia must be made in Colombian Pesos, the invoice will include the equivalent amount in Colombian Pesos based on the official exchange rate or "Tasa Representativa del Mercado" ("T.R.M."), set on the day immediately prior to the invoice date.

Croatia
Feature Specific Terms

AT&T Managed Broadband Access

AT&T Managed Broadband is only available in Croatia when ordered with Multi User Remote Access SoHo (Single User is not supported with AT&T Managed Broadband).

Direct Leased Line Order with the PTT 

Customer is responsible for placing an order with the local PTT for the leased line connection tail circuit and network termination.  The local PTT will invoice the Customer separately for applicable one time charges and ongoing PTT tail circuit and network termination charges.
Cyprus
Feature Specific Terms

AT&T Managed Broadband Access

AT&T Managed Broadband is only available in Cyprus when ordered with Multi User Remote Access SoHo (Single User is not supported with AT&T Managed Broadband).
Estonia
Feature Specific Terms

AT&T Managed Broadband Access

AT&T Managed Broadband is only available in Estonia when ordered with Multi User Remote Access SoHo (Single User is not supported with AT&T Managed Broadband). 
France
Feature Specific Terms
Remote Access Feature

Wireless Access Features

The Wireless Access feature is available in this Country.  Please check with AT&T for the list of Wireless Networks designated by AT&T. 

Germany

Feature Specific Terms
Remote Access Feature

Wireless Access Features

The Wireless Access feature is available in this Country.  Please check with AT&T for the list of Wireless Networks designated by AT&T. 

Hong Kong
Feature Specific Terms
AT&T Managed Broadband Access

AT&T Managed Broadband is only available in Hong Kong when ordered with Multi User Remote Access SoHo (Single User is not supported with AT&T Managed Broadband).
Small Office/Home Office Site to Site and Remote Access Features
AT&T SIG:  Help desk support is provided during local business hours, Monday to Friday 9:00 a.m. to 6:00 p.m. Non-office hours support is available and can be offered for an additional charge.
Hungary
Feature Specific Terms

AT&T Managed Broadband Access

AT&T Managed Broadband is only available in Hungary when ordered with Multi User Remote Access SoHo (Single User is not supported with AT&T Managed Broadband).

India
Billing

Consolidated Statement Service (CSF) is not available in India.

Encryption

The Service is available with single (56bit) DES encryption only.  The Service may only be accessed over an Alternate ISP connection.  

AT&T may immediately terminate the provision of any Service, or portion thereof in India if provision of that Service or component thereof in India is determined to be a violation of any applicable law or regulation in India.  Customer shall pay for any portion of the Service that it has used but shall not incur any termination charges.

Service Implementation

For any Service to be implemented in India, or any follow-up order, change, move or delete order, a separate local contract order is required.

Feature Specific Terms
Small Office/Home Office Feature

The SoHo High End CPE feature that is based on the AT&T NetGateTM solution is not available in India.

High End Site to Site Feature
AT&T Global Managed Internet Service is not available.  
Remote Access Feature

Remote Access feature is not available using the AT&T owned dial access points.

Support/Maintenance

Problem support during the weekend is not part of the standard offering.  Help desk support is provided Monday through Friday 9:00 a.m. until 6:30 p.m. local time with reasonable efforts support via pager after hours.

Indonesia 
General
For Service at Sites in Indonesia installed prior to June 1, 2011, Service is provided in Indonesia in accordance with the terms and conditions of the Agreement between AT&T and PT 3D Networks Indonesia (“3D”) for CPE. Existing Customers whose Service commenced prior to the April 26, 2010 Service Guide posting date with these changes, have the Service provided in Indonesia in accordance with the terms and conditions of the Agreement between AT&T and the Customer by PT Sistelindo Mitralintas (“Sistelindo”).

Feature Specific Terms
Small Office/Home Office Feature

The SoHo High End CPE feature that is based on the AT&T NetGateTM solution is not available in Indonesia.

Remote Access Feature

Remote Access feature is generally available to permanent residents. 

VPN Remote Access Feature
The SIG VPN Remote access server is not available in Indonesia.
Support/Maintenance

Service maintenance takes place from 2:00 a.m. to 5:00 a.m. local time on Monday.
Israel
Feature Specific Terms

AT&T Managed Broadband Access

AT&T Managed Broadband is only available in Israel when ordered with Multi User Remote Access SoHo (Single User is not supported with AT&T Managed Broadband).  AT&T Managed Broadband is invoiced outside of Israel.

Italy
Feature Specific Terms
Remote Access Feature

Wireless Access Features

The Wireless Access feature is available in this country.  Please check with AT&T for the list of Wireless Networks designated by AT&T. 

Japan
Feature Specific Terms

Small Office/Home Office 
At any site where the Customer orders the AT&T SoHo device, the service activation date is when in Japan the VPN User ID is created in AT&T's central database (AT&T Service Manager). 
Dial or ISDN backup, Dial or ISDN as primary are on a special bid basis. 
AT&T NetGateTM Onsite Maintenance
AT&T Japan provides onsite hardware maintenance to Customers with fixed monthly charge.  Maintenance is Monday through Friday 9:00 – 17:00 local time.  
Maintenance for AT&T SIG 

Scheduled maintenance times for AT&T Linux SIG VPN Gateway are: from 2 a.m. to 5 a.m. local time on Monday.

Cold Standby AT&T NetGateTM
This option can keep the hardware downtime to a minimum by providing a backup replacement unit at the Customer Spoke site, immediately available to the Customer in the event of a primary AT&T NetGateTM appliance unit failure.  The Customer designated on-site contact will be assisted by AT&T, remotely, to physically unplug the cables from the non-functioning unit, and to reconnect the cables to the backup unit and initialize the new unit before AT&T arrival.
AT&T NetGateTM Connection to Local AT&T Linux SIG only

AT&T NetGatesTM installed in Japan will only be configured to connect to AT&T Linux SIGs located in Japan.  AT&T NetGateTM connectivity to AT&T Linux SIGs located outside of Japan is not supported in this country.
Support/Maintenance
A local help desk support is provided in Japan in Japanese, however where Remote Access Tier1 support is not available, and accepts CPOC and traveling user, help desk is available in English and Japanese.
Service Level Agreement

Some SLAs for Dial Access may not be available in Japan. 
Latvia
Feature Specific Terms
Small Office/Home Office Feature 

SoHo High-End CPE (AT&T NetGateTM) feature is not available in this country.

AT&T Managed Broadband Access

AT&T Managed Broadband is only available in Latvia when ordered with Multi User Remote Access SoHo (Single User is not supported with AT&T Managed Broadband).

Remote Access Feature

Remote Access feature using the Extended Client (including the Global Roaming Option) is not available in this country.  The base internet client with L2TP is supported.
Lithuania 
Feature Specific Terms
Small Office/Home Office Feature 

SoHo High-End CPE (AT&T NetGateTM) feature is not available in this country.

AT&T Managed Broadband Access

AT&T Managed Broadband is only available in Lithuania when ordered with Multi User Remote Access SoHo (Single User is not supported with AT&T Managed Broadband. 
Remote Access Feature

Remote Access feature using the Extended Client (including the Global Roaming Option) is not available in this country.  The base internet client with L2TP is supported.
Luxembourg
Feature Specific Terms

AT&T Managed Broadband Access

AT&T Managed Broadband is only available in Luxembourg when ordered with Multi User Remote Access SoHo (Single User is not supported with AT&T Managed Broadband).

Malaysia

VPN Remote Access
The SIG VPN Remote access server is not available in Malaysia.
Mexico 
Billing

All invoices shall be rendered in USD and charges shall be paid in USD or its equivalent amount in Mexican Pesos using the exchange rate published in the "Diario Oficial de la Federación" the same day of the payment.

Netherlands
Feature Specific Terms
Remote Access Feature

Wireless Access Feature

The Wireless Access feature is available in this country.  Please check with AT&T for the list of Wireless Networks designated by AT&T. 

New Zealand 
Support/Maintenance 

Due to time zone differences between New Zealand and the rest of the Asia Pacific region, the service maintenance window is provided on Sunday's 15:30 GMT to 17:30 GMT local time for New Zealand. 

Pakistan
Feature Specific Terms
Small Office/Home Office Feature 

SoHo feature is not available in this country.

Remote Access Feature

Remote Access feature using the Extended Client (including the Global Roaming Option) is not available in this country.  The base internet client with L2TP is supported.
Panama
Billing

Unless otherwise mandated by Panama’s law, invoices for all applicable charges shall be rendered in USD.  If any law, rule or regulation of a competent Peruvian authority requires that payment for services rendered in Panama must be made in Soles, the invoice will include the equivalent amount in Soles based on the official exchange rate Central Bank of Panama on the day immediately prior to the invoice date.

Feature Specific Terms
Remote Access Feature

Remote Access feature is not available using the AT&T owned dial access points.

Peru
Billing

Unless otherwise mandated by Peruvian law, invoices for all applicable charges shall be rendered in USD.  If any law, rule or regulation of a competent Peruvian authority requires that payment for services rendered in Peru must be made in Nuevo Soles, the invoice will include the equivalent amount in Nuevo Soles based on the official exchange rate Central Bank of Peru on the day immediately prior to the invoice date.

Philippines
Feature Specific Terms
Remote Access Feature

Remote Access feature is generally available to permanent residents.  The Remote Access feature is provided through a separate local order letter with a local service provider in order for remote access to be provided to users in Philippines.
1.1.1. VPN Remote Access
The SIG VPN Remote access server is not available in Philippines.

AT&T Managed Broadband Access

AT&T Managed Broadband is only available in Philippines when ordered with Multi User Remote Access SoHo (Single User is not supported with AT&T Managed Broadband).  For AT&T Managed Broadband, a separate local contract is required with a local service provider.
Poland 
Feature Specific Terms
Small Office/Home Office Feature 

SoHo High-End CPE (AT&T NetGateTM) feature is not available in this country.
High End Site to Site Feature

The High End Site to Site Feature and the SoHo C CPE (Cisco) are the only Service Features, with 3DES encryption, available in this country.
The Service is only available on a custom, special bid basis.  Additionally, there is a need to seek specific approval of governmental authorities for each Customer to make use of the Service. Please contact your sales representative for further details.
The Service is only available with single DES (56bit) encryption technology. The Service, when involving stronger encryption technology above single DES (56bit), may be made available on a custom, special bid basis subject to seeking special approval of governmental authorities. Please contact your Sales Representative for further details. 
In the event that Customer desires stronger encryption technology for use with the Service in Poland, AT&T will not offer such Service to Customer prior to obtaining the necessary authorizations from the proper government authorities in Poland. AT&T will only seek such governmental authorizations when Customer has awarded the bid for such Services to AT&T and is at the point of ordering such Services.  Furthermore, AT&T will only provide such Services to Customer after receiving the proper governmental approvals. AT&T reserves the right to withdraw any license application before any governmental authority in Poland as well as to change the configuration and functionality of the Service provided in Poland, at AT&T's sole discretion.
AT&T Managed Broadband Access

AT&T Managed Broadband is only available in Poland when ordered with Multi User Remote Access SoHo (Single User is not supported with AT&T Managed Broadband).

Remote Access Feature

Remote Access feature using the Extended Client (including the Global Roaming Option) is not available in this country.  The base internet client with L2TP is supported.
Portugal
Feature Specific Terms
AT&T Managed Broadband Access

AT&T Managed Broadband is only available in Portugal when ordered with Multi User Remote Access SoHo (Single User is not supported with AT&T Managed Broadband).
Romania
Feature Specific Terms

AT&T Managed Broadband Access

AT&T Managed Broadband is only available in Romania when ordered with Multi User Remote Access SoHo (Single User is not supported with AT&T Managed Broadband).

Russia 
General

Customer and AT&T must execute a Russia Service Addendum covering terms and pricing for Services provided in Russia, or in the case of a move, add, change, or delete, an Amendment to Russia Service Addendum, in either case before such Services are provided.  In the case of disconnecting site(s) in Russia, Customer must provide a signed Russian Cancellation Letter.

Feature Specific Terms
Small Office/Home Office Feature 

SoHo feature is not available in this country.

Remote Access Feature

Remote Access feature using the Extended Client (including the Global Roaming Option) is not available in this country.  The base internet client with L2TP is supported.

Singapore

Feature Specific Terms

High End Site to Site Feature
The AT&T Global Managed Internet Service connection to the global network may not be provisioned over a frame relay infrastructure. AT&T Global Managed Internet Service is available to corporate Customers only and is not available to consumers.
Slovakia
Feature Specific Terms

AT&T Managed Broadband Access

AT&T Managed Broadband is only available in Slovakia when ordered with Multi User Remote Access SoHo (Single User is not supported with AT&T Managed Broadband).

Slovenia
Feature Specific Terms

AT&T Managed Broadband Access

AT&T Managed Broadband is only available in Slovenia when ordered with Multi User Remote Access SoHo (Single User is not supported with AT&T Managed Broadband).

South Africa
Feature Specific Terms

AT&T Managed Broadband Access

AT&T Managed Broadband is only available in South Africa when ordered with Multi User Remote Access SoHo (Single User is not supported with AT&T Managed Broadband).

Taiwan

Feature Specific Terms

AT&T Managed Broadband Access

AT&T Managed Broadband is only available in Taiwan when ordered with Multi User Remote Access SoHo (Single User is not supported with AT&T Managed Broadband).
Thailand

Feature Specific Terms

Remote Access Feature

Remote Access Features are not available using the AT&T owned dial access points.
Turkey

General

AT&T Managed Broadband is delivered over a copper infrastructure – no POTS line required.
United Kingdom
Feature Specific Terms
Remote Access Feature

Wireless Access Feature

The Wireless Access feature is available in this country.  Please check with AT&T for the list of Wireless Networks designated by AT&T. 

United States
Feature Specific Terms
Automatic Backup Identifications for Remote Access Virtual Private Networks 

In the US, all Customers with US registered account IDs have automatic backup enabled for their VPN.  This is standard for the Remote Access feature in the US, for Customers with such Account IDs who use the Client.  The automatic backup feature allows for a Toll-Free number to be dialed if the primary number fails to connect.  Automatic backup will only work when Users in the US dial a US local access number.  This does not work for Users who are roaming into the US from other countries.  There is no additional charge for this feature. 

The Automatic Backup feature is used when the following sequence of events occurs:

· The phone number chosen is tried for the number of times specified in the retry setting found on the Connection Summary window of the Client. 

· If any of the attempts to this number were busy or did not answer, and the criteria below are met, the automatic backup number is called whether or not a backup phone number was selected. 

The following criteria must be met for the Automatic Backup feature to work:

· Customer’s modem must report that the called phone number is busy or did not answer.

· Customer must have the primary phone number configured for at least two retry attempts.  (Two attempts is the default).

· Customer must have previously connected with his/her User ID to the Service in the US on the same computer being used to access the Service.

· Customer must be calling with a US registered User ID from within the US to a US phone number.

· The phone number must have been selected from the list of available access numbers and be an AT&T Global Network number.  In addition, the number used cannot be customized to the point where it is no longer recognizable as being selected from the list.

· The primary phone number that the User dials must not be a long distance call.

· The phone list must be no more than 30 days old.

Next-Calendar Day Replacement for SoHo Devices

In the United States, AT&T provides next-calendar shipping of replacement SoHo devices for any SoHo device that AT&T Care has determined requires replacement. Next calendar day delivery will be supported in cases where AT&T has initiated a replacement shipment by 4pm EST (U.S).  There is no charge for replacements SoHo CPE or overnight shipping at this time.  As reminder, this replacement SoHo CPE will be delivered for self-install unless other provisions have been made with AT&T.

Feature Specific Terms
AT&T Managed Broadband

AT&T DSL includes the use of one dynamic IP address for the AT&T SoHo Device on its WAN interface.  Upon Customer request, a static IP address may be available.  
High End Site to Site Feature and Broadband Access

If the Customer chooses to connect a site via Broadband Access, the access provider will always be considered an Alternate Internet Provider.  High End Site to Site is not integrated with AT&T Managed Broadband.  If Customer chooses AT&T DSL at a High End Site to Site Spoke Site, the Customer will have to sign a separate contract for the AT&T Managed Broadband, and will receive a separate bill.
Applicable SLA Metrics

Service Availability – Secure Socket Layer

Customers of the AVTS SSL (using Juniper or Aventail) Feature are provided a limited guarantee of Service Availability for the AVTS SSL Feature, subject to the terms and conditions set forth in this section (collectively referred to as the “Limited Service Availability Guarantee”).  
If a Customer of AVTS SSL Feature experiences any number of Service Outages during any calendar month that in aggregate exceed one percent (1%) of the total Service Availability in any calendar month, such Customer will be eligible for a credit equal to one day's worth (i.e., 1/30th) of the Customer's Monthly SSL Server Fees for each SSL Server affected by the Service Outage.  Customer may only receive one (1) Service Availability Credit per SSL Server, per month. 
Program Definitions

Monthly SSL Server Fees is defined as the monthly recurring service fees for the SSL server supporting the delivery of the AVTS SSL Feature excluding, in all cases, any other monthly fees for any additional options or feature and excluding all one-time charges, taxes or credits.
Service Availability for the purposes of this section service availability for the AVTS SSL Option means that the SSL Option to the AVTS shall be available 99% of the time 24 hours a day seven days a week, except for the periods of scheduled maintenance or upgrades or outages that are related in any way to the use of Alternate Internet Access or Egress with the Service. Also, any Customer requested SSL Server reboots or re-starts shall be treated as scheduled periods of maintenance.
Service Outage for purposes of this section the SSL Option Service Outage means any occurrence within an AT&T SSL Server that results in the inability of the SSL Server to transmit IP packets at any given time.  A “Service Outage” does not include an outage for scheduled periods of maintenance or upgrades or which are related in any way to the use of Alternate Internet Access or Egress with the Service.  Also, any Customer requested SSL Server reboots or re-starts shall be treated as scheduled periods of maintenance. 
Verifiable Trouble Ticket means a trouble ticket opened by AT&T verifying that a Service Outage exists.
Any capitalized term used in this Limited Guarantee that are not defined herein will have the meanings specified in Customer’s Agreement to purchase the SSL Option to the AVTS.
Program Rules and Regulations

In order for the Customer to receive a credit for the Service Outage, the Customer must follow all of the steps outlined below:
The Customer Point of Contact (CPOC) must notify AT&T Customer Care immediately of any Service Outage via the Toll-Free maintenance number for the Service. AT&T technical support will investigate the reported outage and if appropriate assign a Trouble Ticket number. 
1. The Customer must request a credit for the Service Outage by contacting in writing the AVTS Customer Care Representative within 30 calendar days following the day when the Service Outage occurred. In his written request for Service Outage credit Customer must include the Verifiable Trouble Ticket number. AT&T will approve or deny a Customer’s request for Service Outage credit within 30 calendar days from its receipt. AT&T shall be the sole party to verify and determine whether a Customer experienced a Service Outage that is in excess of that specified in this Limited Service Availability Guarantee. All of the approved credits should appear on Customer’s bill within two (2) billing cycles from the day of its approval.
For the purpose of this Section, the duration of a Service Outage shall be deemed to commence upon the opening of a Verifiable Trouble Ticket by AT&T Customer Care representative, in response to the request made by CPOC, and shall end when the AT&T considers the Service Outage completed, closes the Verifiable Trouble Ticket and makes its first attempt to notify Customer of the restoration of the Service.
2. Trouble tickets, where the Service Outage cannot be verified with AT&T's standard diagnostic procedures, do not count towards this Limited Service Availability Guarantee.  Customer must make all commercially reasonable good faith efforts to cooperate with AT&T in testing and assessing the SSL Option. 
3. The Limited Service Availability Guarantee will take effect in the calendar month following Customer's first use of the SSL Option.
4. This Limited Service Availability Guarantee does not apply in the event of fire, explosion, lightning, power surges or failures, strikes or labor disputes, water, acts of god, war, civil disturbances, acts of civil or military authorities, fuel or energy shortages, acts or omissions of AT&T’s suppliers or other causes beyond AT&T’s control, whether or not similar to the foregoing.
5. AT&T reserves the right to change this Limited Service Availability Guarantee detailed above or any of the terms and conditions specified herein or discontinue this Limited Service Availability Guarantee at any time and without notice to the Customer.
6. Any Service Outage credits granted by AT&T to the Customer under this Limited Service Availability Guarantee are exclusive of any applicable taxes charged to the Customer and/or collected by AT&T.
7. Customers’ sole and exclusive remedy for AT&T’s failure to meet this Limited Service Availability Guarantee shall be the applicable Service Outage credit specified in this section. 
8. This Limited Service Availability Guarantee is subject to the terms and conditions of the Agreement under which Customer is purchasing the AVTS.
Venezuela
Billing

Unless otherwise mandated by Venezuelan law, invoices for all applicable Charges shall be rendered in US Dollars.  If any law, rule or regulation of a competent Venezuelan authority requires that payment for services rendered in Venezuela must be made in Bolivares, the invoice will include the equivalent amount in Bolivares based on the official exchange rate Central Bank of Venezuela on the day immediately prior to the invoice date.
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